Data Sheet: Messaging Security

Symantec” Mail Security for Domino® 2007

An integrated security solution that protects against viruses, spam, and security risks

and enforces company policies

Overview

Symantec Mail Security for Domino 2007 provides high-
performance, integrated mail protection against virus
threats, spam, security risks, and other unwanted content
on Domino servers. Enhanced, proactive policy enforcement
tools help organizations ease the process of complying with

government-mandated or internal policy.

Key benefits
e Enhanced reporting provides mission-critical summaries
as well as detail to provide customized views that fulfill

the needs of various report viewers.

» Optimized scanning capabilities minimize server resource
consumption by eliminating unnecessary multiple virus

scans across the enterprise.

e Automatic classification for policy enforcement eases the
burden of policy compliance when used with Symantec

Enterprise Vault™ 2007.

e Optional Symantec Premium AntiSpam™ subscription
service provides best-of-breed spam prevention with
low administrative overhead and no additional software

to install.

e Backed by Symantec Security Response, the world’s
leading antivirus and Internet security research and

support organization.
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New features in this release
e Secure scanning optimization allows administrators to
avoid repetitive scanning of documents that have been

scanned previously using current virus definitions.

» Rapid Release definition support enables administrators
to deploy Rapid Release definitions to the Domino envi-
ronment with no additional scripting. One click returns
an environment to standard LiveUpdate™ distribution

methods if desired.

e Symantec Enterprise Vault tags can now be applied to
specify email archiving policy. Policies can be defined for
any content type, set retention policy, and search criteria
for Symantec Enterprise Vault, Enterprise Vault Discovery

Accelerator, and Enterprise Vault Compliance Accelerator.

» Graphical reporting enables administrators to efficiently
identify threats and monitor the overall status of

Symantec Mail Security operations.

e Attachment content scanning now provides the ability
to identify and/or filter inappropriate content within

attachments.
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System requirements

e Lotus Domino® server version 6.5.x or 7.x

e Microsoft® Windows® 2000 Server, Windows 2000
Advanced Server, Windows Server 2003, or Windows

Server 2003 Enterprise Edition

* Lotus Notes® client
- Lotus Notes version 6.5.x or 7.x
- 128 MB RAM minimum (256 MB or more recommended)
- 300 MB available disk space

Note: Domino server should be sized based on Domino
system requirements. System requirements should take
into account additional needs such as file system antivirus
protection, backup operations, and other business-critical

applications unique to the environment.
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More information
Visit our Web site

http://enterprise.symantec.com

To speak with a Product Specialist in the U.S.
Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.
For specific country offices and contact numbers, please

visit our Web site.

About Symantec

Symantec is a global leader in infrastructure software,
enabling businesses and consumers to have confidence
in a connected world. The company helps customers
protect their infrastructure, information, and interactions
by delivering software and services that address risks

to security, availability, compliance, and performance.
Headquartered in Cupertino, Calif., Symantec has
operations in 40 countries. More information is available

at www.symantec.com.

Symantec World Headquarters
20330 Stevens Creek Boulevard
Cupertino, CA 95014 USA

+1 (408) 517 8000

1 (800) 721 3934
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