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Executive Summary

The Ponemon Institute, in conjunction with support from Symantec Corporation, is pleased to report the results of our

fifth annual study concerning encryption trends for U.S.-based companies. Ponemon Institute research indicates that
databreachescont i nue to have serious financi al consequ2lfces on org
Annual Study: U.S. Enterprise Encryption Trends, found that for the first time, regulatory compliance has surpassed

data breach mitigation as the main driver behind implementation of encryption technologies.

U.S. companies have never experienced the intensity of IT implementation challenges and data security threats that
they face today. To accomplish their missions, they must strategically devote shrinking IT budgets to use the best mix
of new and old technologies that meet increasingly strict regulatory compliance requirements. At the same time, they
must protect their data from theft from cyber attacks that are growing more frequent, insidious and damaging. The
consequences of failure are severe: U.S. data breach costs continue to rise, averaging $6.75 million per breach and
more than $200 per compromised record to pay for detection, response, notification and lost business.*

To help explore these issues, Symantec sponsored the 2010 Annual Study: U.S. Enterprise Encryption Trends, for

which the Ponemon Institute conducted research. This study tracks the use of encryption in U.S. organizations and

the perceptions IT practitioners have about the value of encryption in safeguarding sensitive and confidential

information. It focuses on identifying trends in encryption use, planning strategies, budgeting, and deployment

met hodol ogies in enterprise | T. This yea%44S-bagediTand dr aws on
business managers, analysts, and executives from 15 industry sectors. Thirty-eight percent of respondents were at

the director level or higher.

The survey addressed the following topics:

The maturity of an oanddataprateatioipoogrds | T security
How encryption is used in organizations

Encryption features organizations consider most important

If organizations use a platform approach to managing encryption solutions

How encryption relates to organizationsorisk management efforts

How important encryption is to the safeguarding of data on mobile devices

= =4 =4 =4 -4 A

To understand how organizations are performing, the Ponemon Institute continues to track the index of an
organizationds I T security efdctveness Scere(BESE The 8ESwehasedsn t he Secur i
r es pond e-evalstion of thdir T organization across 24 attributes and is used throughout the study to answer

guestions, make comparisons and identify trends. We focus on the SES figures and their relationship to key survey

guestions in a separate section at the end of the report.

In addition to discovering the increased prominence of regulatory compliancein o r g a n i zdactsions to deploy
encryption technologies, other top findings this year include:

T Protecting against malicious cyberattacks is organizatio

1 Data breaches continue to become more common and more severe

1 Data protection is increasingly viewed asamission-cr i t i cal el ement bkrhanagememdr gani zat i
efforts

T Encryption isnét the technology with the most ear mar ks i

growing number of them

12009 Annual Study: U.S. Cost of a Data Breach, Ponemon Institute, January 2010
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Top Findings
The five most i mportant findings in this yearo6s report are:

1 NEWI Complying with data protection and privacy regulations is becoming the primary reason behind
organizationsd use of encryption, while mitigatHomhg data br
first time, respondents stated that regulatory compliance was their main reason for using encryption. In 2010, 69
percent of respondents stated it was their main reason, up 5 points from 2009 and up a marked 25 points from
44 percent in 2006. Meanwhile, mitigating data breaches saw its second annual decline to 63 percent this year,
down 4 points from 2009 and 8 points from 2008. These figures illustrate a growing acceptance that regulations
are important, while at the same time data breaches are becoming more part of the fabric of IT security.

Key regulations driving encryption use remained the same from 2008 and 2009, including state privacy laws

(such as those in California, Massachusetts and others), PCI requirements, and the Health Information Portability

& Accountability Act (HIPAA). Interestingly, PCI requirements have seen the greatest increase in influence by far

over the past four years, rising 49 points from 15 percent in 2007 to 64 percent this year. PCl is becoming one of

the most important drivers to action because failure to comply means organizationsc an 6t do dibcard i ne cr e
transactions, which holds organizations to a much higher level of accountability. At the same time, traditional

compliance drivers such as Sarbanes-Oxley and Graham-Leach-Bliley have decreased in prominence over time

in terms of driving encryption projects as companies integrate compliance with those regulations into their

standard operations.

1 NEW/ Protecting against maliciouscyberat t acks i s organizationsé top overall
priority: Protecting against viruses, malware, and spyware infection was the No. 1 priority in 2010 i up three
ranks from 2009, the most of any listed option. It took the crown from protecting data at rest, which dropped to
second place. Detecting data at risk rose to third place, replacing protecting data in motion, which moved down a
notch to fourth. Although still important, detecting data at risk has steadily decreased in rank from 2008 to 2010.
These figures reinforce the rising recognition that malicious attackers can get at critical data, and that fear has
pushed other priority issues lower in the rankings.

1 Data breaches continue to become more common and more severe: Companies are experiencing greater
numbers of more severe cyber attacks that lead to data breaches. In the past 12 months, 88 percent of
organizations surveyed had had at least one data breach, up 3 points from 2009. Among those respondents, 23
percent had only one breach and 40 percenthadtwotofvebr eaches, consi stentFonthet h | ast
first time, nearly all respondents (97 percent) considered cyber attacks as the most severe threat to their ability to
successfully carry out their missions.

A worrying trend, however, is that respondents experiencing more than five data breaches a year is the only

group that is growing, and growing fast: up 3 percent from 2009 and 12 points from 2008. These figures reflect

cyberatt acker sd cont iumproteated dataiafst wted It aarsgentobi | e userso6 growing
to secure their data on portable and mobile devices.

1 Data protection is increasingly viewed as amission-cr i ti cal el ement of an organizati
management efforts: An overwhelming number of respondents i 93 percenti stated that data protection is
either a very important or important part of their risk management efforts. Nearly three-quarters of respondents
(73 percent) considered it very important, one of their most pressing concerns. That figure rose markedly, up 12
points from 2009. The number of respondents saying they were unsure about dataprot ect i on6és rol e i n ri
management fell almost as much, from 12 percent in 2009 to 2 percent this year. Respondents saying data
protection was not important fell noticeably as well, down 4 points to only 5 percent.

f Encryption isndét t henotsdc lermoglmagyk swiitnh otrlygeani zati onsd | T budg
fastest growing number of them: The most popular IT security initiatives receiving specific earmarks in
respondentsd 2010 | T budgets were peri met eiongysiems B0l s i ncl u

percent). Other popular earmarked items included: anti-virus, worm and spyware tools (83 percent); identity and
access management (71 percent); encryption solutions (69 percent); and database security (53 percent). Less
frequently deployed technologies included endpoint security solutions, including laptop encryption (36 percent);
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key management for encryption solutions (35 percent); data leakage and prevention tools (18 percent); and other
technologies (5 percent). Interest in perimeter control technologies has steadily declined while interest in
antivirus, worm and spyware tools is growing.

As a group, solutions involving encryption have seen the biggest increase in specific budget earmarks. Earmarks
for encryption solutions are up 9 points from 2009 and 12 points since 2008. Endpoint security solutions
including laptop encryption are up 10 points from 2009 and 11 points from 2008. Key management for encryption
solutions rose nearly as much, up 9 points from 2009 and 10 points from 2008. Earmarks are investments that
organizations see as strategic and therefore deserve dedicated annual funding. These figures may indicate that
respondents are still deploying older, trusted technologies but are also looking to new technologies, including
those using encryption, to better protect themselves against evolving cybersecurity threats.

Other Key Findings

1 The vast majority of organizations continue to adopt encryption: I n t his year6s study, 90 pe
organizations have completed at least one encryption project. This figure has stayed essentially stable for the
past three years (down 1 point from 2009 and 0 points from 2008). Data encryption ranked fifth in implementation
among possible options: Data classification came in first at 96 percent; identity and access management
systems and endpoint-based data leak detection and prevention technologies were tied for second at 92 percent;
network-based data leak detection and prevention technologies were a close fourth with 91 percent.

1 Organizations are consistently using the same encryption technologies but full disk encryption is a
growing favorite: File server encryption (62 percent), full disk encryption (59 percent) and database encryption
(57 percent) remain the most popular encryption technologies for the third straight year. Full disk encryption
jumped to the number-two spot with a 5-point increase from 2009 and remains the fastest-growing technology,
with use up 15 points since 2007. More than half of respondents (54 percent) use encryption key management
technology, up 4 points from last year. Tape, VOIP and mainframe encryption kept their bottom rankings. These
figures indicate that many organizations start encryption at the endpoint, where data touches the users, but
protection on the administrative back end is still an emerging area.

1 A growing majority of organizations has an overall strategy for using encryption across the enterprise: In
2010, 67 percent had an overall encryption plan or strategy, of which 30 percent apply their plan consistently
across the enterprise and 37 percent adjust it to fit different applications and data types. Twenty percent have no
plan at all and only 13 percent apply a limited, piecemeal encryption strategy to specific data. Some reassuring
trends are that the percentage of respondents with overall plans is growing consistently, up 6 points from 2009
and a remarkable 35 points from 2006. Equally remarkable is that while the proportion of respondents with no
encryption plan at all has dropped only 2 points from 2009, since 2006 that decrease has been 26 points (from
46 percent in 2006 to 20 percent in 2010).

f More organizations see encryption as a tool to protect org
confidence: Slightly more respondents this year said they use encryption to protect their brand or reputation (46
percent, up 1 point). A notable trend, however, is that 38 percent of organizations believe encrypting data boosts
business partner and customer conf i drigymameitmemsiap JPpaims zat i onsod
from 2009 and 21 pointsf r om 2006. Additionally, respondents who either
boosts customer confidence have declined steadily since 2006.

1 Encryption of data on mobile data-bearing devices used by employees remains an issue of growing
importance: Our survey found a slight increase in respondents saying mobile device encryption was very
important or important i 62 percent, up 3 points from 2009. Interest in mobile encryption capabilities slightly
increased; PC virtualization was the most popular with 60 percent saying it was important or very important, up 3
points from 2009. The percentage of respondents who said end-to-end email security for Windows Mobile 6.0/6.1
Professional Edition was either important or very important stayed level at 59 percent.
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1 A platform-based approach to managing encryption solutions and encryption key management are still
not common industry practices but are becoming more popular and respected: Only about one in three
respondents (35 percent) used a platform approach to manage enterprise encryption solutions in 2010. That
figure, however, represents a 10-point increase from 2009 and a 22-point increase from 2007. Encryption key
management platforms are slightly less popular (33 percent) but are growing steadily, up 12 points from 2009.
Companies that use either technology almost unanimously (92 percent and 93 percent, respectively) say the

technology improves | T efficiency amfd cednipeacrntiievse ntehsast.

platform-based encryption management and 80 percent of platform-based encryption key management would
consider using those technologies.

1 If presented with a situation where they could save two-thirds on encryption deployment costs over

three years, 85 percent of companies would recommend, strongly recommend or recommend a platform-

based approach as the only choice of action: That figure is up 4 points from 2009 and 8 points since 2008.

While the number of companies that would not recommend the approach has stayed relatively flat, the number of

companies that would not even consider or recommend a platform-based approach has dropped 9 points in two
years, from 16 percent in 2008 to 7 percent in 2010. This indicates that more companies appreciate the value of
platfoorm-b ased sol utions even if those companies dondt

1 Data protection and encryption remain small parts of overall budgets for IT and IT security: Data
protection is not a high priority in most organizationsi 59 percent of this year6s
5 and 20 percent of their IT budgets on data protection activities. They spent even less on encryption: 37 percent
of respondents spend less than 5 percent of their IT budgets on encryption solutions, while 34 percent spend
between 5 percent and 20 percent. Only 8 percent of companies spent more than 20 percent of their IT budgets
for encryption solutions.

Overall, companies are slowly but steadily spending more of their budgets on data protection. Interestingly, a
fast-growing segment of respondents is spending between 90 and 100 percent of its IT budgets on data

protection i 10 percent in 2010, up 3 points from 2009 and O pointsi n 2008 . What 6 s mofr e,

respondents with overall enterprise-wide encryption plans has steadily risen since 2006. This phenomenon

shows that more organizations dondét view encryption

that promotes mission success.

Report Conclusions

Two major factorshaved r amat i cal ly shifted organizationsd reasions

the escalation in frequency and severity of cyber attacks designed to steal sensitive or confidential data, and the
increasing strictness of data protection and privacy regulations aimed to prevent those data breaches. In past years,

concerns about mitigating data breaches and protecting data itself drove encryption implementation. For the first time,

c omp ani e sasonsrfar deployment now focus on thwarting pre-breach attacks and avoiding post-breach legal
noncompliance penalties.

Regardless of the reasons driving them, organizations must protect their data, intellectual property and reputations
while they face shrinking IT budgets. Encryption is one of the most popular technologies organizations are using to
help protect data and overall encryption use continued to rise in 2010 in response to these challenges.

More companies are acquiring an increasing appreciation for enterprise-wide encryption strategies and automated
tools to enforce enterprise-wide encryption key and policy management. Companies are embracing a platform-based
approach to encryption management and encryption key management. They see data protection more and more as
part of an overall risk management approach to IT security.

For these reasons and others, these organizations are starting to view encryption technologies as mission-critical
strategic investments and are slowly dedicating more money toward implementing them. Despite its limitations, the
research reinforces best practices for encryption and arguments that those practices provide a positive return on
investment.
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Introduction

U.S. companies have never experienced the intensity of IT implementation challenges and data security threats that
they face today.

Government, industry and independent think tank reports all are increasingly reaching the same conclusion that
malicious attacks to cause data breaches are becoming more frequent. Syma n t eState sf Enterprise Security
Report 2010 found that in 2009, 75 percent of U.S. organizations indicated they had experienced some sort of cyber
attack’ ThePone mon | 204G Annual Btedy: §).S. Cost of a Data Breach found that data breaches from
malicious attacks and botnets designed specifically to steal sensitive or confidential data doubled from 2008 to 2009.
The 494 incidents reported so far in 2010 are just part of the more than 1,700 breaches since 2006,% when the first
U.S. Enterprise Encryption Trends Study came out. In those five years, breaches have compromised more than 458
million records.

Not only are cyber attacks and data breaches more common, they are becoming more hazardous. The Ponemon
Institute found that the 2009 cost per compromised record of data breaches involving a malicious or criminal act
averaged $215, 40 percent higher than breaches involving a negligent insider ($154) and 30 percent higher than
breaches from system glitches ($166). It found that U.S. data breach costs continue to rise and now average $6.75
million per breach and more than $200 per compromised record to pay for detection, response, notification and lost
business.” The most expensive data breach included in the study cost one organization nearly $31 million to resolve.

The twin onslaughts of data breaches and cyber attacks have caused regulators to crack down on organizations to
ensure they implement required data security controls or face harsher penalties. A common realization is growing
across all industry sectors that the only way to effectively counter these threats is a holistic risk management approach
to IT security.

In addition to these threats, the Great Recession of 2008 has forced many U.S. companies to reduce costs and
improve efficiencies, leading to increased use of outsourcers, mobile technologies and application delivery models
such as cloud computing. A major side effect of moving so much data off in-house IT networks is that organizations
must take increasing responsibility for protecting their data wherever itis i especially when that data is in third-party
hands.

A dangerous offshoot of these trends is that data breaches involving outsourced data to third parties, especially when
the third party is offshore, are common and more costly. The average cost per compromised record for data breaches
involving third parties was $217, versus $194 for cases that did not, a 12 percent difference. The same goes for
breaches involving laptops. More than one in three data breaches concerned lost, missing or stolen laptop computers
and those incidents are more expensive i averaging $225 per victim, 10 percent higher than the average total cost
($204) and 5 percent higher than malicious attacks.

All the factors discussed above bolster the argument for organizations to protect their sensitive data with encryption
technologies. After a data breach, organizations often consider a number of possible remedies. Encryption is the
most popular technology chosen to protect confidential and sensitive data as part of an enterprise data protection
strategy after a data breach, with 58 percent of organizations using it in 2009.°

Two divergent implementation strategies have evolved for the enterprise use of encryption. The first is a traditional
silo approach, in which companies use different encryption products for different applications and device types. The

2 State of Enterprise Security Report 2010, Symantec Corporation, February 2010
http://www.symantec.com/content/en/us/about/presskits/SES _report Feb2010.pdf
3 Chronology of Data Breaches, The Privacy Rights Clearinghouse,
http://www.privacyrights.org/ar/ChronDataBreaches.htm

2009 Annual Study: U.S. Cost of a Data Breach, Ponemon Institute, January 2010
5.
Ibid.
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second is a platform approach that uses a central infrastructure to create, distribute and manage multiple encryption
applications and their encryption keys.

The silo approach can come from the deployment of multiple tactical point products or from bringing together different
IT organizations through outside acquisitions. Whatever their origin, silos can cause IT security, management and
compliance headaches for organizations that take an ad hoc approach to data protection without considering long-
term strategies or how their various purchases meet regulatory requirements. Encryption silos can rapidly multiply IT
acquisition and administration costs as organizations buy many products to encrypt data on different kinds of media
(servers, flash drives, smartphones, etc.) at different times (at rest, in transit, in use). Larger companies also
experience problems from the lack of central management due to fragmentation and lack of standards throughout
different business units.

A platform approach, on the other hand, can provide scalable, flexible, easily managed capabilities that meet all data
protection policy and regulation requirements. It can save on acquisition and management costs, often substantially,
by reducing redundant applications and streamlining administration. Using a platform can help organizations ensure a
cost-effective, uniform standard of protection for all their data wherever it is i on a server, in the cloud, on an in-
house or mobile endpoint, anywhere.

This yearés Study sought to answer many questions about the
IT organizations, including:

1  What factors drive use of encryption?

What encryption applications are deployed and how are they used?

Are strategic approaches to encryption becoming more popular?

Can the adoption of an encryption strategy reduce the risk of a data breach?

How are organizations budgeting for encryption and encryption key management?
What type of encryption implementation approach do they prefer?

= =4 =4 =4 =
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Study Overview & Methodology

The purpose of this study by the Ponemon Institute is to identify trends in encryption planning, deployment
preferences, and spending among U.S. IT organizations. The study surveyed U.S.-based IT and business managers,

analysts, and executives employed in corporate IT departments. The questions focused on how they plan and

manage encryption at their companies, whether or not they feel the i r

organi zations®o

their interest in new deployment frameworks and methodologies.

The randomly selected sample was built from lists of information security professionals. In total, 13,984 subjects were
invited to participate in the survey, resulting in 964 usable responses. Only surveys that passed reliability tests were

used in the final sample. This final sample represents a 7 percent net response rate.

Data was captured through a secure extranet site, and the Ponemon Institute paid respondents hominal

compensation for their

items.

ti

me

. The margin of erro

security

r

on

Following are demographics and organizational characteristics for respondents. Table 1 provides the self-reported
organizational level of respondents. Table 2 lists the top 10 industry sectors represented.

On average, respondents have nearly 13 years of experience in the information security field and fivey e ar s 6
experience in their current position. A notable change is that respondents on average have two more years

experience in IT security in 2010 than in 2009.

In total, 74 percent of respondents are male and 26 percent are female. Although results are skewed on the gender
variable (more male than female respondents), this situation is consistent with known demographics about the

information security industry within the United States.

R

Senior Executive 1%
Vice President 3%
Director 20%
Manager 36%
Associate/Staff 37%
Other 3%

Table 1: Study participants by position

10

Industry (Top10)

Financial Services

Healthcare & Pharmaceuticals
Government

Technology & Software
Manufacturing

Communication Services
Hospitality & Leisure
Consumer Products & Retail
Transportation

Education

Table 2: Top 10 respondent industry classifications

21%

13%

12%

11%

9%

8%

7%

7%

5%

4%

al

ef f

adj e
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Key Report Findings

Complying with data protection and privacy regulations is becoming the primary reason organizations use
encryption, while mitigating data breaches continues to get less emphasis: For the first time, respondents
stated that regulatory compliance was their main reason for using encryption. In 2010, 69 percent of respondents
stated it was their main reason, up 5 points from 2009 and up a marked 25 points from 44 percent in 2006.
Meanwhile, mitigating data breaches saw its second annual decline to 63 percent this year, down 4 points from 2009
and 8 points from 2008. These figures illustrate a growing acceptance that regulations are important, while at the
same time data breaches are becoming more part of the fabric of IT security.

To comply with privacy or data security regulations and requirements

69%

To mitigate data breaches 71%
67%

FY 2006

To protect our company’s brand or reputation damage resulting from a = 7% W FY 2007
data breach
45% H FY 2008
46%
' ' H FY 2009

HFY 2010

To avoid having to notify customers or employees after a data breach — 555
occurs 2
19%
16%

To ensure that our organization’s privacy commitments are honored 9%
6%
5%

0% 10% 20% 30% 40% 50% 60% 70% 80%
Percentage of Respondents

Figure 1: Primary reasons to encrypt sensitive or confidential information

Key regulations driving encryption use remained the same from 2009 and 2010, including state privacy laws (such as

those in California, Massachusetts and others), Payment Card Industry (PCI) requirements, and the Health

Information Portability & Accountability Act (HIPAA). Interestingly, PCI requirements have seen the greatest increase

in influence by far over the past four years, rising 49 points from 15 percent in 2007 to 64 percent this year. PCl is

becoming one of the most i mportant drivers to action because
credit card transactions, which holds organizations to a much higher level of accountability. At the same time,

traditional compliance drivers such as Sarbanes-Oxley and Graham-Leach-Bliley have decreased in prominence over

time in terms of driving encryption projects as companies integrate compliance with those regulations into their

standard operations.
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Significant U.S. state privacy laws such as California, Massachusetts and
other jurisdictions

Payment Card Industry (PCl) requirements

Health Insurance Portability & Accountability Act

Sarbanes Oxley

EU/Safe Harbor

FY 2007
FACTA (including the Red Flags Rule)
W FY 2008
HFY 2009
Gramm-Leach-Bliley Act (including Safeguards Rule) mFY 2010

FTC Safeguards Rule

Federal Privacy Act

Other (specify)

E-Government Act

t
0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
Percentage of Respondents

Figure 2: Regulations most influential to decision to use encryption
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Protecting against maliciouscyberat t acks i s organizationsdé top owréy all
Protecting against viruses, malware, and spyware infection was the No. 1 priority in 2010 i up three ranks from 2009,
the most of any listed option. It took the crown from protecting data at rest, which dropped to second place. Detecting
data at risk rose to third place, replacing protecting data in motion, which moved down a notch to fourth. Although still
important, detecting data at risk has steadily decreased in rank from 2008 to 2010.

These and other figures reinforce the rising recognition that malicious attackers can get at critical data, and that fear
has pushed other priority issues lower in the rankings. More than three out of four respondents (77 percent) said it
was likely or very likely they would suffer cyber attacks in the next 12 to 24 months, up 14 points from 2009. For the
first time, nearly all respondents (97 percent, up 2 points from 2009) considered cyber attacks as the most severe
threat to their ability to successfully carry out their missions.

_ Rank2010 | Rank2009 | Rank2008 | Rank 2007

Protecting against viruses,
malware, and spyware infection

Protecting sensitive or

confidential data at rest 2 1 2 3
(storage)

Detecting data at risk 3 5 1 NA
Protecting sensitive or

confidential data in motion 4 3 4 2
(transfer)

Identity and access 5 5 3 1
management

Protectlrjlg against external 6 6 7 5
penetration (hackers)

Maintain dat.a using archive, 7 7 6 NA
vault, or e-discovery systems

Training and certification of 8 8 8 6

employees

Table 3: Enterprise data protection priorities, by rank
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Data breaches continue to become more common and more severe: Companies are experiencing greater

numbers of more severe cyber attacks that lead to data breaches. In the past 12 months, 88 percent of organizations

surveyed had had at least one data breach, up 3 points from 2009. Among those respondents, 23 percent had only

one breach and 40 percenthadtwotofive br eaches, consi st entAwormndtrehda®owevey, sar 6 s r es
that respondents experiencing more than five data breaches a year is the only group that is growing, and growing

fast: up 3 percent from 2009 and 12 points from 2008. These figures reflectcyberat t acker sé conti nued shi
unprotected data, as wel |l a sttemanls iokeeuredheiedats dh patable and mapileneed f or
devices.

16%

15%

27%

Yes, only one incident 4%

FY 2008

= FY 2009
44% mFY 2010

Yes, two to five incidents

Yes, more than five incidents

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
% % 0% % 0% % 0% % 0% % 0%
Percentage of Respondents

T

Figure 3: Number of data breaches experienced in the past 12 months

Almost all respondents (95 percent) stated they were likely or very likely to experience the loss of sensitive or
confidential information within the next 12 to 24 months. That figure is down slightly from last year (2 points), as is the
proportion of respondents who said that data breaches are a severe or very severe threat to accomplishing their
organizational missions (90 percent, down 4 points). Like other findings in this report, these figures indicate that while
organizations still perceive data breaches as extremely dangerous threats, other issues are pushing data breach
mitigation out of its traditional first-place position.
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Insecure mobile devices connect to your company’s network or
enterprise system

Loss or theft of confidential or sensitive information

Use of insecure cloud computing applications or platform

Surreptitious download of malware, virus, worm or Trojan that
penetrates your company’s network or enterprise system

Cyber security attacks
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Malicious employee attacks

Social engineering
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Figure 4: Perceptions of data security threats as likely or very likely
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Cyber security attacks

Malicious employee attacks
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%
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Figure 5: Perceptions of data security threats as severe or very severe
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Data protection is increasingly viewed as a mission-cr i t i c al el ement of nmmamagemengani zat i on
efforts: An overwhelming number of respondents i 93 percent i stated that data protection is either a very important

or important part of their risk management efforts. Nearly three-quarters of respondents (73 percent) considered it

very important, one of their most pressing concerns. That figure rose markedly, up 12 points from 2009. The number

of respondents saying they were unsure about data protection
percent in 2009 to 2 percent this year. Respondents saying data protection was not important fell noticeably as well,

down 4 points to only 5 percent.

Data protection is a very important part of risk management
70%

Data protection is an important part of risk management

= FY 2009
W FY 2010

Data protection is not an important part of risk management

12%

Unsure

0% 10% 20% 30% 40% 50% 60% 70% 80%
Percentage of Respondents

Figure 6: Perception of the relation of data protection to risk management efforts
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Encryption isnét the techrkasl aqy owigtamitzlad i monstdé d dr rhairdget s,

growing number of them: The most popular | T security initiatives
IT budgets were perimeter controls including intrusion detection and prevention systems (89 percent). Other popular
earmarked items included: anti-virus, worm and spyware tools (83 percent); identity and access management (71
percent); encryption solutions (69 percent); and database security (53 percent). Less frequently deployed
technologies included endpoint security solutions, including laptop encryption (36 percent); key management for
encryption solutions (35 percent); data leakage and prevention tools (18 percent); and other technologies (5 percent).
Interest in perimeter control technologies has steadily declined while interest in antivirus, worm and spyware tools is
growing.

As a group, solutions involving encryption have seen the biggest increase in specific budget earmarks. Earmarks for
encryption solutions are up 9 points from 2009 and 12 points since 2008. Endpoint security solutions including laptop
encryption are up 10 points from 2009 and 11 points from 2008. Key management for encryption solutions rose
nearly as much, up 9 points from 2009 and 10 points from 2008. Earmarks are investments that organizations see as
strategic and therefore deserve dedicated annual funding. These figures may indicate that respondents are still
deploying older, trusted technologies but are also looking to new technologies, including those using encryption, to
better protect themselves against evolving cybersecurity threats.

Perimeter controls including intrusion detection and prevention systems

Anti-virus, worm and spyware tools

Identity & access management 59%
71%

Encryption solutions

Database security FY 2008
W FY 2009
mFY 2010

Endpoint security solutions including laptop encryption

Key management for encryption solutions

18%

21%
18%

Data leakage and prevention tools

Other

| i i I ! i L |
0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%
Percentage of Respondents

Figure 7: Security technologies specifically earmarked in 2010 IT budgets
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The vast majority of organizations continue to adopt encryption: I n t hi s y e ar 0 s of srganizhtions
completed at least one encryption project. This figure has stayed essentially stable for the past three years (down 1
point from 2009 and 0 points from 2008). Data encryption ranked fifth in implementation among possible options:
Data classification came in first at 96 percent; identity and access management systems and endpoint-based data
leak detection and prevention technologies were tied for second at 92 percent; network-based data leak detection
and prevention technologies were a close fourth with 91 percent.

100% -

“ Fully executed
M In-process

M Just launched

Percentage of Respondents
wv
8

29%

23%

0% -
Implementation Implementation Implementation Implementation Implementation Implementation Implementation Implementation Data Average
of enterprise  of data archive  of endpoint of data of network- of an identity  of endpoint- of strong classification
key and e-discovery device control  encryption based dataleak and access based data authentication
management systems technologies  technologies d ion and leak d i devices
activities (e.g. restrict prevention system and prevention
device port use technologies technologies
by policy)

Figure 8: Enterprise data protection technologies and practices currently deployed
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Organizations are consistently using the same encryption technologies but full disk encryption is a growing
favorite: File server encryption (62 percent), full disk encryption (59 percent) and database encryption (57 percent)
remain the most popular encryption technologies for the third straight year. Full disk encryption jumped to the
number-two spot with a 5-point increase from 2009 and remains the fastest-growing technology, with use up 15
points since 2007. More than half of respondents (54 percent) use encryption key management technology, up 4
points from last year. Tape, VOIP and mainframe encryption kept their bottom rankings. These figures indicate that
many organizations start encryption at the endpoint, where data touches the users, but protection on the
administrative back end is still an emerging area.

File SETVET ©NCTY [T O | ——————————————— e e S )0

FUIL iSK NIy TION  ————————— A 5%

Database encryption e —————————

encryption ey management. e
Vitual Prvate Networks (PNS) e
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DESKEOP ©MAil ENCTYDTION | — e —— %ﬁ?&
- 50%
42%
erebatchitranster I 4%
_—— 5
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Gateway email encryption Rt 1 FY 2007
36%
: " ]
XML transaction encryption % FY 2008
W FY 2009
NAS/SAN encryption T

USB flash drive encryption

Native disk drive encryption (built into drive)
Virtual volume encryption

Tape encryption

VOIP encryption

 b%

Mainframe encryption = 9% 0%

10% 20% 30% 40% 50% 60% 70%
Percentage of Respondents

0%

Figure 9: Enterprise encryption use by application type

Automated policy enforcement was the feature respondents said was most important in encryption solutions they
consider for their organizations. Eighty percent of respondents said it was important or very important, up 4 points
from 2009 and 12 points from 2007. Other important or very important features were encryption key management (72
percent, up 5 points from 2009) and automated key management (69 percent, up 4 points from 2009 and 8 points
from 2007). Managing encryption over a wide range of applications, having one interface to manage all encryption
applications and a once-and-done encryption infrastructure installation have grown slowly but steadily since 2007.
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Encryption policy enforcement is automated across all applications

Management of encryption keys

Key encryption management activities are automated

FY 2007

m FY 2008

Encryption program is administered through one interface for all WLEY.2009
applications mFY 2010

Install management infrastructure once, then add additional
encryption applications as needed

Management of encryption over the widest range of possible
applications

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
Percentage of Respondents

Figure 10: Features considered important in encryption solutions
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A growing majority of organizations has an overall strategy for using encryption across the enterprise: In
2010, 67 percent have an overall encryption plan or strategy, of which 30 percent apply their plan consistently across
the enterprise and 37 percent adjust it to fit different applications and data types. Twenty percent have no plan at all
and only 13 percent apply a limited, piecemeal encryption strategy to specific data. Some reassuring trends are that
the percentage of respondents with overall plans is growing consistently, up 6 points from 2009 and a remarkable 35
points from 2006. Equally remarkable is that while the proportion of respondents with no encryption plan at all has
dropped only 2 points from 2009, since 2006 that decrease has been 26 points (from 46 percent in 2006 to 20
percent in 2010).

46%
34%

We don’t have an encryption plan or strategy

For certain types of sensitive or confidential data such as Social Security
numbers or credit card accounts we have a limited encryption plan or

strategy
FY 2006
= FY 2007
m FY 2008
M FY 2009
We have an overall encryption plan or strategy that is adjusted to fit 34% mFY 2010

different applications and data types
36%

37%

We have an overall encryption plan or strategy that is applied
consistently across the entire enterprise

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
Percentage of Respondents

Figure 11: Approaches to encryption implementation plans or strategies across the enterprise
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confidence: Slightly more respondents this year said they use encryption to protect their brand or reputation (46
percent, up 1 point). A notable trend, however, is that 38 percent of organizations believe encrypting data boosts

business partner
2009 and 21 points

and

from 2006. Addi tionally,
customer confidence have declined steadily since 2006.
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Figure 12: Perception that encryption use increases partner and customer trust and confidence in
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Encryption of data on mobile data-bearing devices used by employees remains an issue of growing
importance: Our survey found a slight increase in respondents saying mobile device encryption was very important
or important i 62 percent, up 3 points from 2009. Interest in mobile encryption capabilities slightly increased; PC
virtualization was the most popular with 60 percent saying it was important or very important, up 3 points from 2009.

The percentage of respondents who said end-to-end email security for Windows Mobile 6.0/6.1 Professional Edition
was either important or very important stayed level at 59 percent. The ability to send and receive encrypted emails
directly from Windows Mobile devices and to automatically apply email security policies without end-user interaction
has increased in importance for respondents since 2009, as did the capacity for administrators to configure email
security policies from a central management console for all endpoints.

PC virtualization
60%

59%
Portable personality

60%

58%
Distributing data = FY 2009
9%

HFY 2010

54%
Enforced data protection
58%

54%
Data sharing

55%

0% 10% 20% 30% 40% 50% 60% 70%
Percentage of Respondents

Figure 13: Important features for data encryption solutions for mobile devices
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Email security policies automatically applied in the background, without requiring
end-user interaction

60%
7%
Ability to send and receive encrypted emails directly from Windows Mobile
devices m FY 2009
59% ®FY 2010

Administrators able to configure email security policies from a central
management console for all endpoints

T T T T T T

0% 10% 20% 30% 40% 50% 60% 70%
Percentage of Respondents

Figure 14: Important features for end-to-end email security for Windows Mobile 6.0/6.1 Professional Edition
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A platform-based approach to managing encryption solutions and encryption key management are still not

common industry practices but are becoming more popular and respected: Only about one in three

respondents (35 percent) used a platform approach to manage enterprise encryption solutions in 2010. That figure,

however, represents a 10-point increase from 2009 and a 22-point increase from 2007. Encryption key management

platforms are slightly less popular (33 percent) but are growing steadily, up 12 points from 2009. Companies that use

either technology almost unanimously (92 percent and 93 percent, respectively) say the technology improves IT

efficiency and effectiveness. Whatds mor ebasedieBcrypienr cent of com
management and 80 percent of platform-based encryption key management would consider using those

technologies.

Figure 15: Use of platform-based encryption management across the enterprise

Reducing operational costs and providing the ability to add encryption applications as needed were the two main
benefits respondents saw from using a platform approach to managing encryption across the enterprise. Sixty-five
percent of respondents picked the first benefit, up 3 points from 2009 and 6 points from 2007, while 60 percent
marked the second, up 2 points from last year and 6 points from 2007.

Respondents are quickly seeing other benefits to a platform-based approach. Decreasing time to deploy additional
encryption applications to protect against new threats grew the fastest with 33 percent this year, up 9 points from
2009 and 20 points from 2007. Since 2007, supporting development of a strategic encryption strategy (58 percent, up
5 points) and providing consistent policy enforcement across applications (53 percent, up 7 points) have seen
consistent increases. Conversely, reducing administrator training requirements (24 percent, down 9 points) and those
for end users (2 percent, also down 9 points) have dropped steadily.
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