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M
uch has been written about the entrance 
of the “Millennial Generation” into the 
workforce. For them, the Internet has been 
a fact of life since their formative years. 

For those of us who did not grow up with the Internet, 
it is nevertheless difficult to remember how different 
life was in the days when the (land-line) telephone was 
the fastest way to reach someone, and the best way to 
transmit documents was something called the facsimile. 

The Internet has indeed transformed how life is lived, 
and it seems that the Internet transforms itself every few 
years, providing new challenges and new opportunities.

Building Brazil’s Internet
Paulo Scrideli’s career has mirrored the history of the 
Internet in Brazil. In 1996, at the age of 24, he was 

involved in the startup of Universo 
Online (UOL). “The Internet was not 
yet in Brazil at the time,” he recalls. 

“We were in fact a pioneer commercial ISP and content 
provider in Brazil.”

In those days, Scrideli explains, “one of my first jobs 
was to create systems that were able to convert infor-
mation from newspapers to HTML for use on our portal. 
We had to build the system from the ground up, as there 
were not specialized tools for this at the time.”

From that auspicious beginning, Scrideli has surfed 
the Internet wave, taking advantage of new opportunities 
each time the technology has matured to the next level. 
After UOL, he operated his own company for two years, 
helping businesses build their presence on the Web and 
developing some of Brazil’s first e-commerce sites. As 
broadband access became more in demand, he helped 
to launch NetStream, a company that developed “last 
mile” fiber networks in Brazil’s major cities. 

From hosting to outsourcing
When NetStream was sold in 1999, Scrideli and six of 
his colleagues left to form a new startup, Optiglobe, 
with the help of U.S. venture capital firms. “Our American 
partners had a business plan to build Internet data 
centers and provide hosting services for all of Latin 
America,” Scrideli explains. “My first mission was 

to lead the technology 
infrastructure creation 
for the data centers.” 

After Optiglobe 
secured $600 million 
in capital and vendor 
financing and built massive data centers in São Paulo, 
Rio de Janeiro, and Buenos Aires, the Internet bubble 
burst. “We had to reinvent the company to use our data 
centers’ capacity,” Scrideli remembers. “We converted 
our non-stop architecture to support mission-critical 
IT operations for non-Internet related business and 
started to build an IT outsourcing company.”

Over time, properties outside Brazil were 
divested and Votorantim Novos Negócios (VNN), 
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which had owned approximately 
5 percent of Optiglobe’s total 
shares, bought a 100 percent 
stake of the Brazilian operation 
and began building one of Brazil’s 
largest outsourcing firms.

VNN merged Proceda with  
Optiglobe to form TIVIT in 2005, 
and TIVIT merged with a BPO over 
voice company named Telefutura 
in 2007. Today, the company provides 
IT solutions integrated with call 
center and business process out-
sourcing services to some of the 
most important firms in Brazil.

And Brazil is just the starting 
point. In the last two years, TIVIT has 
signed its first offshore contracts for 
remote infrastructure management 
and systems development. “Creating 
the same kind of differentiation in 
this new competitive environment is 
a big challenge,” Scrideli notes.

Managing rapid data growth
TIVIT’s revenues are growing by 
50 percent annually, and “our data 
volume has grown by 180 percent in 
the past year to 1.7 petabytes” says 
Scrideli. “We have no agenda when 
it comes to hardware and software 
platforms for our customers’ data. 
As a result, we look to standardize on 
infrastructure solutions that are com-
patible with a variety of systems.”

For data protection, TIVIT 
standardized on Veritas NetBackup, 
with a variety of agents and options 
to optimize backups and provide 
disaster recovery. The firm has 
maintained backup-and-restore 
success rates well over 99 percent 
while minimizing backup staff time. 
“Our success depends on our ability 
to scale efficiently,” Scrideli says, 
“and NetBackup is an important 
piece of our strategy.”

Symantec storage management 
and high availability solutions work 
together to help TIVIT meet its service 
level agreements, which promise 
99.99 percent availability and provide 
maximum flexibility for its customers 
with regard to storage allocation and 
data migration. “Veritas products from 
Symantec have enabled us to meet our 

high standards with relatively simple 
administration,” asserts Scrideli. 
“In the typical environments that 
TIVIT supports, these solutions are 
necessary to assure the service levels 
required to win our clients’ business.”

Securing and managing  
endpoints
TIVIT has standardized on Symantec 
Endpoint Protection for security for 
servers, desktops, and laptops. “If a 
customer wants to use another anti-
virus product for their hosted servers, 
we will let them,” Scrideli relates, “but 
Symantec is our standard.”

Altiris Client Management Suite 
helps TIVIT to roll out applications 
quickly and efficiently across 
the company, but the solution is 
even more valuable in the firm’s 
helpdesk and field services lines 
of business. By enabling admin-
istrators to deploy, manage, and 
troubleshoot systems remotely, 
“Altiris helps us be more competi-
tive by allowing our staff to solve 
more problems remotely and on the 
first call,” says Scrideli. “Without it, 
I would have to hire 20 to 30 percent 
more field service staff.”

A diverse career
Scrideli, who holds Mechanical 
Engineering and International 
MBA degrees, has worn a variety 
of hats over the years at the firms 
he has served—from operations and 
support to IT infrastructure and 
telecommunications, from informa-
tion security to strategic alliances 
and marketing. 

“In 1996, a 64K link was every-
thing that UOL had available to 
provide information to thousands 
of users,” Scrideli recalls. “Now, 
the scale, the numbers, and the 
Internet itself are something com-
pletely different.” Nowadays, UOL 
has about 1.7 million subscribers 
and a monthly average of more 
than 15 million unique household 
visitors in Brazil. 

“In the same way, eight years 
ago, it was very difficult to convince 
CIOs to have their IT environment 
not 5 or 10 meters from their desk, 
but rather miles away. Today, a lot 
of them see the value in having a 
strategic partnership with a com-
pany like ours.”

“The CIO role itself, I believe, is 
completely different today,” Scrideli 
adds. “A good CIO today is not just 
an IT manager, but it’s someone 
who understands the business and 
tries to find ways to use IT to create 
differentiation for the business.” 

And you can bet that as things 
evolve further, Scrideli will be riding 
the next wave. n

Mark L.S. Mullins is a managing 
editor of CIO Digest and manager of 
Symantec’s Global Customer Reference 
Program team.

“A good CIO today is not just an IT 	
     manager, but it’s someone who  
understands the business and tries  
   to find ways to use IT to create  
  differentiation for the business.” 

—Paulo Scrideli, Director of Technology and Solutons, TIVIT
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C
hange” was ubiquitous as a campaign 
theme in last year’s election cycle in the 
United States. The concept filled the stump 
speeches and policy papers of members 

of both major political parties—for incumbents and 
challengers alike. For those who were elected on the 
platform of change, the challenge will be not simply 
supporting change, but rather 
implementing beneficial change.

Perhaps more than 
most states, Michigan’s 
government has exper-
ienced frequent change. 
Hit hard by the decline 
of the domestic 
automobile industry 

and other types 
of manufacturing, 
state budget cuts 
have occurred several 
times in recent years, 
prompting agencies to 
find innovative ways to 
do more with less.

Information technology has been a part of these 
mandates, and the key strategy has been consolidation. 
In 2001, Gov. John Engler issued an executive order 
creating the Michigan Department of Information 
Technology (DIT), a cabinet-level agency devoted to 
serving the technology needs of each of the state’s 
departments.

Merging IT processes statewide
“The mandate was to consolidate 19 disparate IT 
organizations,” recalls Ken Theis, who is now the state’s 
CIO. “The result was that about 2,300 employees were 
brought together under one organization—plus the 
HR functions associated with those workers, all IT 
contracts, the ownership of the hardware and software, 
procurement processes, and information security.”

The governor had already experimented with a 
piece of the IT consolidation puzzle with his 2000 
initiative to centralize all state Web services under 
a revamped Michigan.gov portal. “At the time, every 
agency had its own Web site with its own look and feel,” 
says Dan Lohrmann, who led this effort before going 
on to become the state’s CISO. “The idea was to bring 

everything together and launch 
a single portal for the state for 

e-government.”
The creation of the DIT 

was a similar but much 
larger undertaking. 

“The governor’s 
strategic objective 
was twofold,” 

Theis asserts. 
“One was to bring 

efficiencies in doing 
technology across 

the 19 agencies, but 
another was effectiveness. 

He thought that bringing 
things together would not 

only formalize our standard 
architecture and standardize 

our processes, but ultimately 
would result in technology that better supported the 
goals and objectives of his administration.”

Early challenges
By the time DIT was launched in early 2002, Gov. 
Engler was less than a year from the end of his final 
term in office and campaigning was beginning in 
earnest for the fall election. “There was a significant 
effort to ensure that we were far enough along that 
the agency would survive the transition to a new 
administration,” remembers Patrick Hale, who is now 
the state’s CTO.

This urgency meant that “time was not taken 
to properly plan the organizational structure, the 
key methodologies, and processes,” Theis relates. “This 
created great anxiety—not only with our 2,300 employees, 
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but most importantly, with our 19 
client agencies. Many probably hoped 
that the new governor would go back 
to the old model.”

The quick transition also exac-
erbated problems in supporting the 
agency’s newly consolidated but very 
heterogeneous infrastructure. “We 
centralized before we standardized, 
and that became a true challenge,” 
Theis states. “For example, techni-
cians were suddenly fixing PCs in 
other agencies where they had no 
understanding of the technical en-
vironment and little documentation 
that they could consult.” 

About the same time, the state 
initiated an early retirement incen-
tive, and more employees than 
expected took advantage of it. “We 
lost 320 of our employees—almost 
20 percent of our workforce—and 
were not able to replace them,” 
Theis recalls.

Getting strategic
Jennifer Granholm won the 2002 
election, and despite the change 
in political parties in the gover-
nor’s mansion, “she expressed full 
support for the overall model very 
early in her administration, though 
she also made the commitment to 
address the real concerns that had 
been raised by our employees and 
our client agencies,” says Theis.

Once the new administration 
signaled its support, the DIT team 
began assessing how to move 
forward. “We got a little bit of 
room to breathe,” Theis recalls, 
“and we asked, ‘Strategically, how 
are we going to deal with this?’” 

As a result, the change man-
agement and strategic planning 
processes that had been deferred 
were now able to proceed. These 
discussions resulted in several key 
initiatives, including the Secure 
Michigan initiative and the stand-
ardization and consolidation effort 
known as Michigan One.

Securing Michigan
Lohrmann, who worked for six years 
at the National Security Agency 

and has written a book and many 
articles and blog posts on IT 
security, led Secure Michigan. 
He worked with Hale and his 
team to build security into the 
IT infrastructure as it was being 
designed.

“We had to look at things much 
more as an enterprise, and we had 
to do a lot of very basic things to 
get there,” Lohrmann explains. 
“For example, we had 19 different 
security policies around acceptable 
use. We had to formulate to an 
enterprise-wide PC policy. And we 
had to make sure that the policy, 
and the technologies that support 
it, would still work after everything 
was consolidated.”

The business needs of the state 
agencies also had to be considered. “I 

had a big challenge to be an ‘enabler’ 
rather than a ‘disabler’ from a 
security perspective—not just turn-
ing things off, but figuring out how 
to allow them and secure them, 
Lohrmann says.”

Standardizing security software
One of the first solutions Lohrmann 
standardized on was Symantec 
AntiVirus. “It’s been a phenomenal 
product,” Lohrmann asserts, “and 
it’s not just the product. When we 
have state-wide security issues, 
we need people on the other end 
of the phone who not only have a 
global view, but also can zero in on 
our issues. Symantec has both.” 

The state 
is currently 
in the process 
of upgrading 
to Symantec 
Endpoint Protection. “With 
so many people connecting at 
restaurants and airports, we 
know that the comprehensive 
security technologies of Endpoint 
Protection are the way to go,” 
Lohrmann says.

The state relies on Symantec 
Critical System Protection to protect 
against intrusions on critical 
servers, and Symantec Security 
Information Manager to correlate 
log data from across the state’s 
systems to provide custom alerts 
and reports on the state’s security 
landscape. As part of this imple-

mentation, Symantec Consulting 
Services designed custom data 
collectors for some of the state’s 
infrastructure.

For monitoring and reporting 
on compliance with regulations 
and standards, Lohrmann’s team 
has relied on Symantec Enterprise 
Security Manager for several years, 
which is now integrated with 
Symantec Control Compliance Suite 
9.0. “It would be impossible for my 
staff to keep up with reporting and 
compliance remediation if we didn’t 
have Symantec’s automation tools,” 
Lohrmann contends, “and I’m look-
ing forward to using the enhanced 
features of the integrated product.”

Podcast
Check out the Executive Spotlight  
Podcast with the Michigan DIT  
team at go.symantec.com/StateofMI

“When governors put their strategic 
      plans together, IT organizations 
   usually struggle to even get into the  
	 room. Our organization actually helps 		
   the governor facilitate that process. ”—Ken Theis, Director and CIO,  

Michigan Department of Information Technology
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Consolidating the  
infrastructure
While Lohrmann was standardizing 
security operations, Hale was busy 
helping to plan and implement 
Michigan One—first as a consultant, 
and later as a state employee. “The 
first year or two,” he remembers, 
“Michigan One was heavily focused 
on securing our network. But even 
in that first year, there was work 
underway to re-architect things. 
We wanted to make sure that our 

infrastructure would support our 
enterprise vision.”

“We’ve got 1,400 remote offices,” 
Hale explains, “and some are located 
in rural geography with very limited 
connection capabilities. We had 
to deal with that infrastructure 
before we could lay on top of that a 
standardized solution.”

In 2004, Hale’s team began mov-
ing systems into consolidated data 
centers. “As we did so,” Hale relates, 
“we began to find architectural de-
tails that we didn’t like, and we had 
to shut down some systems. This 
made some things inconvenient 
for state users. However, the risk 
that was unknowingly being taken 
outweighed the benefits.”

Nurturing relationships
At the time, Theis was DIT’s agency 
services deputy director, responsible 
for maintaining lines of communi-
cation with client agencies. As Hale 
and Lohrmann were making these 
difficult transitions, “my focus was 
to repair these fractured relation-

ships. I needed to make sure our 
organization was responsive to the 
needs of the business.”

As functions were disabled or 
changed as a part of the consolidation 
process, Theis met with affected 
agency directors to find appropriate 
workarounds or process changes. “In 
retrospect, Ken’s role was key at the 
time,” Lohrmann asserts. “We could 
not have pulled things off as quickly 
or smoothly without the buy-in that 
he was negotiating.”

An emergency with backups
In 2005, Hale’s team accelerated its 
consolidation efforts, closing 32 data 
centers in the Lansing area alone 
and consolidating them into three 
centralized centers. “At the time, we 
also brought in a number of legacy 
backup solutions,” Hale recalls. “As a 
result, in late 2005, we started to see 
backup success percentages getting 
into the low 70s. That’s a whole lot of 
backups failing every night, literally 
into the hundreds.”

Due to its reliability and com-
patibility with a variety of systems, 
Veritas NetBackup had already 
been selected as the state’s backup 
standard. With failed backups put-
ting the state’s two petabytes  
of data in jeopardy, Hale’s team  
engaged Symantec Consulting 
Services to expedite implemen-
tation of NetBackup across the 
enterprise. In addition, a new SAN 
solution from Symantec Partner 
EMC was deployed concurrently.

“Today, we’re successfully 
executing 21,000 backup jobs a 
week,” Hale reports. “We have now 
gone almost a year since we have 
had any backup fail for multiple 
nights, and our backup success 
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rate is now at 98 percent.  Further, 
our restore rate with NetBackup 
is 100 percent. The product’s 
scalability and ease of use allowed 
us to save about $250,000 annually 
in backup administrator time.”

Well-deserved recognition
While a number of states have 
undertaken IT consolidation 
projects in recent years, Michigan 
was among the first, and the team 
has received many awards over 
the years for its efforts. The state 
received three awards for excel-
lence in information technology 
at the National Association of 
State Chief Information Officers 
(NASCIO) last September—with 
awards for the Michigan.gov Web 
site, the data center migration 
project, and the information secu-
rity and privacy project. 

Regarding efficiency, the numbers 
speak for themselves. DIT’s workforce 
today is just over half of what it was 
in 2002. “When we consolidated,” 
Theis explains, “we had around 2,300 
employees and 2,300 contractors. 
Today, we have 1,700 employees and 
800 contractors.”

Yet everyone involved would 
assert that these efficiencies were 
accompanied by a significant 
increase in the breadth and quality 
of IT services over the past seven 
years. “Ironically, IT is tied more 
strategically to the business needs 
of each agency today than when 
each department had its own IT 
shop,” Hale quips.

A place at the table
“When governors put their strategic 
plans together,” Theis explains, 
“IT organizations usually struggle 
to even get into the room. Our 
organization actually helps the 
governor facilitate that process 
through our 19 client agencies. It 
gives us tremendous insight into 
the critical capabilities, goals, and 

objectives of the organization—and 
it helps us align our organization 
toward helping them achieve those 
objectives.”

“I think we were very fortunate,” 
Theis concludes. “Both governors 
really saw the vision of how can 
we better utilize technology to 
transform state government. I 
think that’s why Gov. Engler was so 
passionate about putting it in place 
before he left. Then, Gov. Granholm 
understood the true value of IT as a 
strategic tool to help her accomplish 
the things that are important to her 
administration.”

And those are changes that you 
can believe in. n
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I
n 2002, Patrick Hale was a managing partner in 
a consulting firm that specialized in technology 
integration and change management during mergers and 

acquisitions, with a client list that included large financial 
services and pharmaceutical firms. A graduate of Michigan 
State University, just a few miles from the capitol, Hale 
had been an entrepreneur since finishing his studies, and 
supplemented his education at “the school of hard knocks.”

When the state retained him as a consultant to help 
organize the new Department of Information Technology (DIT), 
he immediately understood the enormity of the task at hand. “I 
describe it in private sector terms,” Hale says. “If you compare 
the state to a company and what it spends on IT, the State of 
Michigan is approximately a Fortune 24 company—with 19 
separate lines of business. Literally overnight, they combined 
those 19 divisions and moved all the people, all the processes, 
and all the support into one organization.”

While the organizational change happened overnight, the 
physical, cultural, and process changes took much longer. “For 
the first year,” Hale recalls, “it was nothing more than just 
trying to deal with the operational challenges and keep things 
moving without too much disruption.”

In the first and second years, 
“we got folks to work chipping 
away at these challenges. And 
once we began making tangible 
progress, it got easier and easier to 
move to the next step”—including 
the massive consolidation of data 
centers completed in 2005.

Symantec Business Critical 
Services has been a key partner 
during this time of transition. “It 
has been invaluable as we have 
dealt with merging many systems 
together. Our folks call our 
Business Critical Account Manager 
when the chips are down. Inevitably that partnership is 
there when it matters the most.”

The work has been fulfilling for Hale. “A little over 
four years ago, I woke up one day and found myself a 
state employee,” he quips. You wouldn’t expect a natural 
entrepreneur to feel at home in state government, “but I’ve 
really been able to be as entrepreneurial here as anywhere.”

Change Management: Repairing a Moving Vehicle

s

“We had to look at things much more  
     as an enterprise, and we had to do a  
   lot of very basic things to get there. ”—Dan Lohrmann, Deputy Director and CISO,  

Michigan Department of Information Technology
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