














raise their awareness of confidential-
ity and privacy,” Place explains. “We
want our employees to think about
information security not only from a
business angle but a personal angle
as well. As they become more aware
of the vulnerabilities and protect
themselves better at home, they will
carry this behavior and knowledge
over into the workplace.”

Data loss is an inevitable risk for
any large global organization, regard-
less of the extent and effectiveness
of employee training programs, and
a more programmatic approach was
needed. Following a request for pro-
posal process that evaluated solutions
from several technology providers,
Symantec Data Loss Prevention was
selected. “One of the key require-
ments was the need for an integrated
solution that handled all three areas
of data loss prevention—the network,
endpoints, and storage,” recalls Kath-
erine Fithen, The Coca-Cola Compa-
ny’s lead for global data privacy and
the information security manager for
North America.

At the beginning of 2009, the
team began rolling out the solution
with the help of Symantec Consult-
ing Services. Different business
stakeholders were contacted to
identify policies for discovery as well
as enforcement. “Our initial focus is
on data in motion and the need to
prevent certain types of information
from leaving without encryption and
to prevent other types of information
from leaving altogether,” Place says.

Fithen worked to develop policies
for discovery and enforcement. “We
have a very clear corporate privacy
policy, and those were relatively
easy to identify,” she notes. “There
are a number of ‘canned’ policies in
Data Loss Prevention that we simply
tweaked a bit and pushed out the
door. Others are more complex, and it
required collaboration with business
stakeholders to customize each of
them. Once defined, we begin moni-
toring the message volume within
the scope of those policies to observe

€6\We take the protection of our
brand and everything that it

represents—the happiness

people worldwide derive
from it—very seriously.??

- Tom Place, Director, Global Technology and
Information Security, The Coca-Cola Company

what the impact, with the ultimate
goal of prevention and enforcement
when necessary.”

The solution has been quite suc-
cessful reports Place. “It has allowed
us to connect with the business and
educate different groups on appropri-
ate messaging practices when send-
ing certain types of data.”

Perhaps one of the most successful
advertising campaigns of the 20t
century is The Coca-Cola Company’s
1971 “Hillside” advertisement
featuring the hit single “I'd Like to
Buy the World a Coke.” Shot on a
hillside racetrack outside of Rome,
Ttaly, the television advertisement
included several hundred young
people from all racial backgrounds
singing in unison. Within 10 days
of releasing the ad, The Coca-Cola
Company had received more than
10,000 letters from consumers
thanking them for the message.

If information security was only
this easy, the work of IT leaders such
as Place would be much simpler—and
their list of priorities much shorter.
But that isn’t the case. Getting an

taking in order to be successful. “We
take the protection of our brand and
everything that it represents—the
happiness people
worldwide derive
from it—very seri-
ously,” he concludes.
“And we cannot allow

Check out the Executive
Spotlight Podcast with Tom Place
at go.symantec.com/place

an information secu-
rity threat to compromise that brand
equity. We will continue to evolve our
information security program to meet
these emerging challenges.”

*While The Coca-Cola Company did not invent the
modern-day, red-and-white garbed Santa Claus (as
there is evidence of similar representations before
the Coca-Cola Santa), it played a pivotal role in
making him the most-recognized secular icon of
Christmas. Seeking to bolster sales of Coca-Cola
during the winter, The Coca-Cola Company em-
ployed Haddon Sundblom, a commercial illustrator,
in the early 1930s to create a series of memorable
drawings of Santa enjoying a bottle of Coca-Cola.
These eventually evolved beyond simple advertise-
ments and billboards to representations such

as the one my grandmother acquired at a small
grocery store in 1947.

Patrick E. Spencer (Ph.D.), the editor in
chief for CIO Digest and The Confident
SMB, still attempts to abscond with and
uncap Santa’s bottle of Coca-Cola each
Christmas when his grandmother isn’t
watching.

organization to sing in unison ‘ Making Information

on information security is easier
said than done (or sung). And the
emergence of cloud computing and
Consumerization of IT will make
their charters even more challenging.
In the future, information security
programs need refreshing approaches
like the one Place and his team are
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