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€¢| could not add bells
and whistles to a
house of cards.”

- Massoud Sedigh, Global CIO,
Technology and Process, World Fuel Services

Oracle-based ERP system. Rolled
out in early 2008, the solution
created significant operational
efficiencies and business capabilities.
For the remainder of 2008, Sedigh
and his team spent much of their
time stabilizing the solution; this
included weekly production releases
consisting of more than 20,000
changes to the application and IT
infrastructure.

Concurrent with the Oracle
ERP implementation, Sedigh
began to look at the underlying IT
infrastructure. “We needed an IT
infrastructure foundation in place
before we could truly transform
the IT organization,” Sedigh
contends. “Reducing our custom
footprint would help us to reduce
complexity, simplify maintenance,
and facilitate timely upgrades.”

“Our Oracle ERP solution must deliver
100 percent availability across all time
zones.” He and his team have con-
figured all business-critical systems

in multi-node clusters using Veritas
Cluster Server. He elaborates: “When a
problem does occur, we either schedule
a failover ahead of scheduled main-
tenance windows or quickly migrate
over to another node in the cluster with
virtually no impact to end users.”

Plotting archiving

and e-discovery

Burgeoning email volumes and grow-
ing unstructured data stores, coupled
with discovery requirements associ-

Standardization
was the primary
objective, according
to Sedigh. And as
part of this process,
he and his team
reduced the number
of technology

providers and Ben Ribaudo.
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solutions. “We
are now in a position where we
can quickly and easily integrate
new technology components,
including IT assets and business
requirements of acquisitions, into
our larger IT environment,” he
says. “Previously, this was very
difficult for us to do.” Indeed,

with the prior IT infrastructure,
World Fuel Services often acquired
businesses and simply kept them
as a stand-alone unit because

ated with being a publicly traded
company, prompted Sedigh to look
at archiving and e-discovery alterna-
tives. “Symantec Partner Terremark

Worldwide, Inc. worked with the World

Fuel Services team to understand our
business requirements and to map a
solution that met our needs,” Sedigh
says. “We’ve been able to lower our
storage costs by archiving to less-
expensive NetApp storage and using
deduplication technologies, as well
as improve the performance of our
Exchange servers,” he adds.

Benefits extend to the legal staff,
which is now able to conduct its
own searches instead of relying on
Sedigh’s team. They also dramatically

the company did not have the
capability to fold them into the
larger business. Sedigh assesses
the situation as follows:

“T could not add bells and whistles
to a house of cards.”

Strategic business agility
Greater business agility is a
pivotal benefit of the different
initiatives Sedigh and his team
have spearheaded. When the

shaved the time required to complete
discoveries.

Aggregate becomes green
Green initiatives are becoming increas-
ingly important to World Fuel Services,

and the changes made in the data center

environment directly feed into this

area. Specifically, Sedigh and his team
have lowered power consumption by
consolidating their total number of serv-
ers through virtualization technologies,
leveraging multi-node clustering, and
optimizing their storage environment
through deduplication and other tech-

nologies. Overall, the different initiatives

spearheaded by Sedigh and his team
reduce energy consumption.
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») Security and Compliance
“Trading In” Risk and Inefficiency

n the security front, standard-

ization provided the World

Fuel Services team with the
means to create efficiencies while
driving down IT risks. “Standardizing
much of our security infrastructure
on Symantec not only gave us an
integrated toolset but a holistic view
of security issues and monitoring,”
Sedigh says.

Centralized endpoint security
For endpoint security, World Fuel
Services relied on a solution that did
not meet its operational needs. Sedigh
and his team determined that Symantec
Endpoint Protection would help them
address the deficiencies of their prior
endpoint security environment. “Our
implementation was relatively easy.

We accomplished it in about three
months,” Sedigh recalls. In addition

to mitigating IT risk through zero-day
protection, he cites the ability to have
one centralized view of endpoint secu-
rity across all clients and automated
deployment of updates and patches as
key benefits.

Protecting the IP

Unlike most companies, World Fuel
Services’ core assets are in its informa-
tion and systems, including source
code and data. “Information is our
business, and a data breach could incur
significant damage to the company’s
reputation and loss in valuable intel-
lectual property,” Sedigh notes. “We
wanted more insight into how confi-
dential and critical data were moving
around within our organization.”

After a lengthy vetting process,
Sedigh and his team selected
Symantec Data Loss Prevention and
rolled it out with the help of Symantec
Consulting Services about 18 months
ago. The solution is used across the
company’s network, endpoints, and
storage systems, and the team uses
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the Monitor, Prevent, and Enforce
features.”

With all of the pieces of Data Loss
Prevention in place, Sedigh and his
team are able to discover where criti-
cal information resides and monitor
its use, as well as manage access
and enforce policies. The different
data loss policies were developed in
concert with each business partner,
the risk management team, and legal
department. “We don’t want to spend
time looking in the mirror but to look
ahead as a business,” Sedigh quips.
“We thus spent a significant amount
of time making sure we had developed
a comprehensive list of policies for
everything from discovery and moni-
toring to enforcement.”

Managing security
The roll out of the next-generation ERP
solution created a heightened sense
of awareness around compliance for
the World Fuel Services team. “We
essentially had put all of our financial
and operational data and transactions
into the new system,” Sedigh com-
ments. “We subsequently reviewed
all of our policies and processes and
determined that we needed a security
management solution that would allow
us to automate security monitoring and
reporting.” The prior solution the team
had in place was unstable and did not
provide the necessary functionality.
After evaluating several differ-
ent software solutions, they chose to
migrate to Symantec Security Informa-
tion Manager. With implementation
assistance from Symantec Consulting
Services and training from Symantec
Education Services, they were able to
quickly move to the new solution. “IT
staff can focus on risk management
and driving business-critical initiatives,
rather than dealing with unresponsive
systems and escalating product issues
for support,” Sedigh says.
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his team were
able to concentrate on addressing
the new business challenges versus
day-to-day management of the
company’s IT systems. “We instituted
real-time reporting of critical credit
and collections data for high risk
customers,” Sedigh says. This
automated process reduced the days to
collect by increasing efficiencies and
reducing bad debt.

The fuel industry is only as
successful as the unbroken chain
that crisscrosses its three market
segments—upstream, midstream, and
downstream. A fracture between any
of them results in an energy crisis. On
a parallel note, World Fuel Services’
business is only as successful as the
linkages that exist within its business.
And the Technology and Process team
is the glue—an agile compound—
linking the different segments of the
business together. m
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