




we delete them after five years,” 
O’Brien says, “you’re protected in a 
lawsuit. On the other hand, if you 
don’t have a policy, and someone 
asks for emails that you’ve already 
deleted, you’re exposed.”

4. Reliability. As constituents 
have become accustomed to shopping 
online 24 hours a day, they’ve also  
come to expect to interact with  
e-government Web sites the same 
way. This means public-sector IT must 
pay increasing attention to reliability. 

Perhaps the most extreme 
example of the systems aspect of 
reliability falls under the purview 
of the U.S. Army; for the first time 
it’s fighting a war overseas in which 
soldiers can still communicate on 
an almost daily basis with fam-
ily back home. Lt. Col. Kenneth 
Fritzsche is chief of operations for 
Army Knowledge Online (AKO), the 
Army’s intranet portal based at Fort 
Belvoir, Virginia, with responsibility 
for keeping it running 24×7. 

“We have almost two million 
users representing the entire 
Army workforce—soldiers, their 

families, contractors, and Depart-
ment of the Army civilians,” says 
Fritzsche. One of AKO’s primary 
uses is asynchronous messag-
ing, both email and video. “One 
user can record and upload 
a video message, and a loved 
one receives it later.” AKO can 
have up to 50,000 simultaneous 
users—a reliability challenge—but 
Fritzsche’s team has deployed a 
mirrored system that duplicates 
the other on a regular basis so 
that if one goes down, the other 
system is available. 

In total, notes Fritzsche, there 
are some seven million files on the 
portal. AKO uses Veritas Storage 
Foundation software to manage the 
files and applications efficiently, 
and it has been so successful in 
this regard that its architecture is 
about to be adopted throughout the 
Department of Defense (DoD) as the 
DoD Portal—designated as Defense 
Knowledge Online (DKO). “With the 
DoD coming on board, we’ll scale up 
to 2.5 million users this year. Next 
year, it’ll be up to 3.5 million users, 

and I estimate we’ll have as many as 
8 million in five years.”

Getting creative
The challenge underlying all these 
issues facing public-sector IT ex-
ecutives can be encapsulated very 
simply: access vs. privacy. CIOs 
need to give the appropriate  
people access to the appropriate 
information necessary to do 
their job, while at the same time 
restricting inappropriate access. 
“There are always three phases to 
security,” notes Doug Drew, senior 
consultant in the Emerging Tech-
nologies Group for BT Professional 
Services, the consulting division of 
British Telecom. “Those are confi-
dentiality, integrity, and availabil-
ity. As a result, you need a layered 
approach to your architecture—
that is, a shared pool of data with 
different levels of access, depend-
ing on job requirements.” 

For example, deploying a wire-
less network for administrative 
employees and field service encom-
passes different requirements than 
deploying one for the public safety 
employees in the police and fire de-
partment; bandwidth and reliability 
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“My day-to day-activities impact  
          two million users. There aren’t too 
many jobs where you have that kind  
                of influence.” 

— Lt. Col. Kenneth Fritzsche,  
Chief of Operations, Army Knowledge Online

Lt. Col. Kenneth Fritzsche, Chief of  
Operations, Army Knowledge Online (AKO)

 
 

When asked how the role of the state CIO will change 
over the next five years, public-sector CIOs attending 
the National Association of State CIO’s conference 
last May said:

55%	 CIOs will evolve into a much stronger 	
	 role in overseeing IT policy and operations
35%	 CIOs will evolve into more of a policy role  
	 and be less involved in day-to-day operations
4%	 The CIO role will significantly diminish and  IT  
	 management will become more decentralized
3%	 No real changes will occur
3%	 Don’t care—I’m out of here

When asked what the weakening  
economy and decline in state  
revenues meant to them, public- 
sector CIOs attending the National  
Association of State CIO’s confer-
ence last May said:

56%	 Possible opportunity for  
	 innovative solutions
22%	 Delay and indecision
17%	 Budget cuts and no good news
4%	 Opportunity to update  
	 resume

By the Numbers

s

Source: National Association of State Chief Information Officers (NASCIO)
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issues are greater for the latter. 
DeKalb County’s Rawlings 
notes that while anyone in 
the county courthouse can 
access the wireless network 
there, which is also used by 
administrative employees, the 
public safety department has 
its own wireless network with a 
greater degree of security than 
the wireless network for the 
courthouse.

Finding the appropriate 
balance isn’t always easy for 
public-sector IT executives, 
especially given the range of 
issues they deal with. “You 
have to have somebody who 
can look at the entire archi-
tecture and see not just one 
thread, but rather the whole 
tapestry,” says Drew. 

Sources agree that the way 
to accomplish this is through a  
services-oriented architecture 
(SOA). “In government, you’re 
dealing with multiple layers and 
partners. The city reports data to 
the county and the state. The only 
way for that to work long-term is to 
have a set of standards to pass data 
securely,” says O’Brien. “From an 
architecture perspective, you need 
to look at creating a structure that 
allows you to keep local information 
local and the data that should be 
federated available to everyone.”

Lt. Col. Fritzsche notes that 
ascribing to an SOA will help as 
AKO’s architecture expands to 
encompass all the portals within 
the DoD. “Embracing SOA will 
eliminate redundancy. We now of-
fer LDAP authentication and attri-
bute services for 500 applications 
for our users on AKO. We provide 
single sign-on to over 425 applica-
tions for the entire army, and in 
the future the entire DoD.”

Public-sector innovation
Public-sector IT executives 
continue to develop innovative 
ways to save money. Many have 
been toying with private-sector 
partnerships regarding municipal 

wireless deployments, though the 
jury is still out on how well that’s 
working. O’Brien cites a program 
in Chicago that was deployed after 
his departure as a possible success 
story: the Chicago Transit Author-
ity wanted to help visitors and citi-
zens find their way around the city 
using GPS technology. Instead of 
building everything from scratch, 
it partnered with Google to provide 
the mapping capabilities. 

Lt. Col. Fritzsche makes the 
most of the public sector playing 
follow-the-leader. “We 
typically sit back and 
watch what the indus-
try is doing, and then 
enter based on the suc-
cesses we see,” he says. 
“We don’t go through 
the pain of discovering 
the land mines in new 
technology.” 

On the other hand, 
Fritzsche’s work 
encompasses a scale 
rarely seen in private-
sector deployments, 
and he uses that to his 
advantage. “We bring 
in vendors who have 
experience with large 
environments, and we 
still bring their systems 
to their knees. But 
when they do get it to 
work, they can say to 
other customers that 
if it works for our two 
million users, it’ll work 
for anybody.”

He also consults 
with private-sector 
companies, networks at industry 
conferences, and sets up reciprocal 
meetings with counterparts in other 
countries, such as England and Aus-
tralia. Along these same collabora-
tive lines, Alaska’s participation in 
the MS-ISAC represents similar col-
laboration, Davis notes. Through its 
infrastructure, participating states 
share information about incipient 
cyberthreats so that each one can 
avoid an attack more efficiently.

There are clearly appealing 
payoffs to being a public-sector IT 
executive. “People often think of 
government work as being sleepy 
and dull,” laments O’Brien. “But it’s 
probably one of the more dynamic 
environments that you can work in. 
In Chicago, I was working with so 
many departments, from the water 
utility to the office of emergency 
management to the world’s busiest 
airport, that it was fascinating.”

“There is no danger of ever 
getting into an endless routine,” 

says Fritzsche. “There’s a new set 
of challenges every day.” But he 
loves the idea that he’s making a 
difficult situation more pleasant for 
his constituents: soldiers and their 
families. “My day-to-day activities 
impact two million users. There 
aren’t too many jobs where you have 
that kind of influence.” n

Howard Baldwin is a Silicon Valley-based 
freelance writer who has written frequently 
on public-sector IT challenges.

Darrell Davis,  
CISO, State of Alaska
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