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NORTH AMERICA

Skilled IT Translation

and Leadership

From the Business to Technology and Back

hirty-six years ago,
after completing
his business degree
at the University
of South Carolina, Robert
Zeman took a position at
AgFirst Farm Credit Bank
as a field accountant. He
was chartered to work with
the lender’s cooperatives
to identify and document
business requirements
and processes that would
support the creation of
technical specifications used
for building systems. As a
result, he gained valuable
experience in translating
business requirements into
technology initiatives.
And though Zeman
moved into an IT role
after four years and has
served in a series of IT
positions for the past thirty-two years, including his
current assignment as the VP of IT operations and
infrastructure, he never lost sight of

20/ ZElifle 0 = Sjolclgle= ¢ his business background. “It’s about

running a business and satisfying
customer needs,” he notes. “Technology exists for the
business, and the business drives technology.”

The business, technology, and the customer
To navigate this intertwined paradigm between the
business and technology, Zeman argues that “IT must
understand the needs of the customer.” As a result, he
notes that he has always made it a point to have direct
customer engagement as part of the IT job function.
The combination of his business background and
technology experience provides him with a unique
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perspective on how to
make a difference to
the customer.

Indeed, internal
customers are at the
heart of what Zeman
and his team do every
day. “We measure our
success on whether
we’re helping the
cooperatives to grow,
deliver optimal ser-
vices to their custom-
ers, and maintain
efficient operations,”
he describes.

To gauge their
success or recalibrate
their efforts when
necessary, the AgFirst
team maintains a
continuous cycle of
customer commu-
nications, including
surveys and calls, planning and status meetings,
one-on-one visits, and frequent written communica-
tions. Beyond these recurring touch points, they hold
an annual summit with their customers to discuss
business issues, identify gaps in existing technology
solutions and business requirements, and develop
strategic plans for the coming year. “The bottom line
is that it really relates to overall customer satisfac-
tion and the value and efficiency you provide to the
customers in transacting their business,” Zeman
sums up.

Common but unique

The organizationally and geographically dispersed
structure of AgFirst presents some unique challenges
for Zeman and his team. While all of AgFirst’s 22
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cooperatives have a common set of
business requirements, they also
have unique needs based on their
regional coverage and types of
customers served. “We commit to
quality services to each one of our
cooperatives by providing core busi-
ness services across the board,” he
says. “Yet we also strive to address
their uniqueness and offer optional
services to specific needs that may
not be common across all of them.”

Chad Toney, director of network
and technical services at AgFirst,
elaborates: “Our centralized, IT
services model offers benefits to
our associations from a load-access
perspective, but it also comes with
a lot of accountability for us to
maintain all of our core and hosted
systems—from application avail-
ability to data integrity.”

The first few years after the turn
of the 21% century brought a period
of rapid growth in business opera-
tions and data for AgFirst. This also
created a number of technology chal-
lenges around areas such as compli-
ance, security, and data management
for Zeman and his team.

Maturing compliance
As a financial institution that is
highly regulated, not only by ISO
27000, Sarbanes-Oxley, and Finan-
cial Institutions Shared Assess-
ments Program (FISAP) but also
the Farm Credit Administration,
the AgFirst team manages their
compliance posture through regular
reporting and audits. With that in
mind, seeking to automate compli-
ance collection and reporting, Toney
and his team deployed Symantec
Control Compliance Suite in 2001.
“Compliance compilation and
reporting can be a very painful
process,” Toney explains. “Symantec
Control Compliance Suite pro-
vides our different associations
with reports to help with their
own compliance audits.” Overall,
through the automation of collect-

Robert Zeman, VP of IT
Operations and Infrastructure,
AgFirst Farm Credit Bank

ing compliance data
and reporting, Toney
and his team have been
able to achieve labor
productivity gains.
And he anticipates fur-
ther results: “Moving
forward, we anticipate
adding the email noti-
fication capability and
management portal
that will provide fur-
ther automation of our
compliance reporting
processes.”

Evolving endpoint
management
and security
AgFirst has relied on
Symantec AntiVirus
for protecting its cli-
ent and data center
endpoints for a number of years.
Toney and his team recently
embarked on a phased upgrade to
Symantec Endpoint Protection.
“Our initial deployment will take
advantage of just the antivirus and
antispyware features of Endpoint
Protection,” Toney notes. “But we
plan to look at using some of the
other components such as intru-
sion prevention and device and
application control to comply with
security policies.”

For managing their more
than 2,600 client endpoints,
Zeman and his team began using
Altiris endpoint management
technologies in 2001. As the
size of the AgFirst organization
grew and the task of managing
more workstations, laptops, and
software packages expanded in
scope, the job of managing these
tasks was demanding too many
resources and too much time. With
Altiris Client Management Suite
in place, Toney and his team are
able to streamline and standardize
the imaging of software onto
new systems, remotely remediate

» | A Rich Heritage: AgFirst

Farm Credit Bank

Founded: 1916

Employees: 2,513

IT Staff: 122

Headquarters: Columbia, S.C.

Markets Served: 15 eastern states and
Puerto Rico, with assets of $29.8 billion
Customers: 22 farmer-owned Agricul-
tural Credit Associations, operating as
Farm Credit and Ag Credit associations,
provide real estate and production
financing to more 80,000 customers.
Website: www.agfirst.com

helpdesk service requests, and
automate asset and inventory
management.

Managing the data

In 2004, with data backup growing
at approximately 32 percent per
year and a tape backup process
encompassing hundreds of drives
connected to hundreds of servers,
Zeman and his team kicked off a
search to find a tool that would
consolidate backup and recov-
ery across all of their operating
systems, server platforms, and
storage systems. They ultimately
settled on Veritas NetBackup
and, with the help of Symantec
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Check out the Executive
Spotlight Podcast with the
AgFirst IT leadership team
at go.symantec.com/agfirst

Consulting Services, architected
and implemented a new solution
over a period of about six months.
As the AgFirst team has been able
to accommodate ongoing, year-
over-year growth in data volumes
without adding more IT staff,

they have been able to avoid an in-
crease in labor cost over the past
four years.

More recently, under the direction
of John Davis, who assumed charge
as director of IS
operations in
January 2009,
the AgFirst team
began rapidly
moving more of

its server systems
to a virtualized environment using
VMware ESX. As part of that process,
Davis and his team upgraded the
NetBackup installation to the latest
release. “We’ve just completed an

upgrade and enhancements to our
backup-and-recovery operations,” he
says, “and we're taking advantage of
the tools for virtual server backups
and single-pass Microsoft Exchange
backups.”

Proactive security
management

As the threat landscape prolifer-
ated, the AgFirst team began
considering additional security-
related initiatives. In 2007, they
implemented Symantec DeepSight
Threat Management System for
custom intelligence and report-
ing on current and emerging
vulnerabilities and attack activity.
“We use the solution to conduct
research on patches from Micro-
soft and other types of security
information,” Toney says. “It has
saved us a significant amount

of time.”

And the team added Symantec
Managed Security Services last
year. Toney explains the reasons
for out-tasking security monitor-
ing and management: “We had
great tools and staff, but providing
24x7 coverage requirement was
virtually impossible. And Managed
Security Services has helped us
identify risks that we weren’t able
to pinpoint in the past simply
because of time and resource
constraints.” Simply from a labor
productivity standpoint, the
AgFirst team was able to reallocate
IT headcount charged with secu-
rity monitoring and management
to other business-critical tasks.

Unstructured archiving
yields structured results
Dealing with unstructured data,
particularly for a financial insti-
tution such as AgFirst, can be a

Building the Future on Past Successes

Counting recent successes
Zeman cites a number of core initia-
tives AgFirst has overseen over the
past couple years. “It all goes back to
knowing our customer and under-
standing their true business require-
ments,” he says. First, building on
prior successes, AgFirst has continued
to make improvements to its core
business systems such as the credit
and loan-origination systems. Second,
technologies were provided that help
the associations to be better informed
about borrowers via prompt and accu-
rate access to information and thereby
deliver better services to them. One
example was the implementation of a
customer relationship management
(CRM) system, which integrates with
other systems containing borrower in-
formation, that provides a more global
and current view of the borrower.
Third, in order to provide rapid elec-
tronic access to data, including remote
access, the team implemented an en-
terprise imaging solution. Employees
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can now access essential information
without being in an actual physical
office. Fourth, the team added opera-
tional efficiencies for their associa-
tions through the deployment of portal
technology that allows for single view,
entry, and navigation of business
applications based on security rights.
Finally, a series of different security
solutions were deployed to address
issues such as endpoint management,
patch management, threat monitor-
ing and management, and client and
server management.

Planning the future

Always seeking new ways to leverage
technology to drive value for the
business, Zeman and his team have
pinpointed a series of new initiatives
they are in the process of tackling, many
of which build on their prior successes.
“We’ve established a solid planning
approach that allows us to identify and
prioritize business and technical initia-
tives to pinpoint a short- and long-term

vision,” Zeman explains. First, looking
to drive operational efficiencies, the
team is integrating systems for core

applications. “We want to ensure that
our systems integrate with each other,

where needed, to provide seamless

access to information,” Zeman says. “In
addition, we want to monitor and track

the status of work flow processes to

ensure, for example, the status of a loan

from application to booking.” Second,
focused on reducing travel costs while

enabling communications, the team is
in the midst of implementing a video
conferencing solution. Third, with the
intent of driving down operational
costs while improving data center staff
productivity, virtualization—for both
servers and storage systems—is a key
focus for the team. Fourth, as data is

at the heart of AgFirst’s business, the
team is looking at different solutions to
enhance security and privacy. Finally,
on a similar note, the team is looking at
more proactive security monitoring and
governance controls.
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é€Technology exists for the
business, and the business
drives technology.??

— Robert Zeman, VP of IT Operations and
Infrastructure, AgFirst Farm Credit Bank

time-consuming, storage-intensive
burden. In late 2006, Zeman and
his team sought an email archiving
and e-discovery solution for not
only email but also other types of
unstructured data. With Microsoft
Exchange data growing at 30
percent or faster annually, stor-
age costs were exploding, and
the team settled on Symantec
Enterprise Vault.

“We saw some immediate storage
efficiency gains upon deployment,”
Toney recalls. Indeed, single-instance
archiving and data compression,
coupled with the ability to archive
Exchange data on less-expensive
EMC Centera storage arrays versus
an EMC CLARIiON storage system, is
expected to allow AgFirst to realize
savings in storage hardware costs by
the end of 2010.

“We also established a two-
year expiry policy, and as we begin
purging data, we will see even more
storage savings.” Toney adds.
Other types of unstructured data,
such as file and print data and
Microsoft SharePoint files, are
on the roadmap for the AgFirst
team as well. “We have some very
large files in SharePoint, and data
compression savings are likely to
be significant,” Davis notes.

In addition to the storage effi-
ciency gains and savings, e-discovery
is already yielding tangible time
savings for the AgFirst team,
though it will expand over time.
“As we get more and more things
into the archive, we will be able to
rely more heavily on e-discovery,”
Toney says.

A strategic,
committed
approach

It takes a special
leadership and
management
touch to drive so
many initiatives
across a dispersed
set of coopera-
tives over such a
sustained period
of time. When
asked to describe
his management
approach, Zeman
uses “a pay-me-

John Davis, Director of IS Operations (left), Robert Zeman, VP of IT Operations
and Infrastructure (middle), and Chad Toney, Director of Networks and Techni-
cal Services (right)

now and pay-
me-later scenario.” He explains:
“If you plan adequately on the
front end, knowing your customer
and understanding their needs,
you can put together a plan that
addresses those requirements. But
at the same time, it is important to
remain flexible, willing to make ad-
justments based on tracking meth-
ods and monitoring.” Above all,
Zeman emphasizes that the right
team must be in place. “It is much
more than any one individual,” he
says. “It is about the collective team
working together with a singular
focus on the overall objectives.”

When asked what has sustained
Zeman’s success over a period of
three decades, Toney uses one word:
“commitment,” adding that “he
sincerely cares about and values
people, whether customers, his staff,
or vendors.”

“He encourages his staff to chal-
lenge established processes with

an eye towards more efficiency and
better use of existing resources
and staff,” Davis adds. “This
creates an environment of true,
continual process improvement,”
which is certainly a hallmark of
Zeman and his thirty-six year run
at AgFirst. m

Patrick E. Spencer (Ph.D.) is the editor
in chief for CIO Digest and the author of
a book and various articles and reviews
published by Continuum Books and
Sage Publications, among others.

p | IT Lends Business Value

> Symantec Control Compliance
Suite

> Symantec Enterprise Vault

> Symantec Managed Security
Services

> Symantec DeepSight Threat
Management System

> Symantec Endpoint Protection

> Veritas NetBackup

= Altiris Client Management Suite

> Symantec Consulting Services

symantec.com/ciodigest 39



EMEA

From the Midst of the Undetectable

Giving Voice to Enterprise Security and Data Center Optimization

t the center of the island of Sardinia, Italy,

there is a huge hollow created by the

collapse of a cave that is only visible after

passing through a small crevice in the rock.
Located in the hollow are the remains of an ancient
village, Tiscali, that likely provided inhabitants of

the island with undetectable shelter during the

period of the Carthaginian invasions in the sixth and
fifth centuries BCE. Secluded and isolated, virtually
no communication took place with the inhabitants

who took refuge at Tiscali.
In 1998, following the deregulation of the

telecommunications industry, Renato Soru elected
to give his new startup the name of Tiscali, seeking
to deconstruct the earlier silence
and isolation of the 2,000-year-
old hollow. Indeed, in an ironic

By Patrick E. Spencer

twist of events, Tiscali S.p.A. serves as a multi-

faceted communications conduit, breaking down
communication barriers between individuals and
organizations with a breadth of services that include
Internet access, voice, media, and B2B solutions.

Some of the earliest moves in the Internet space in
Italy actually originated in Sardinia. The first com-

mercial Internet Service Provider (ISP)
in Italy, Video On Line, launched from
Sardinia in 1995. And when Salvatore
Pulvirenti was recruited by Tiscali in
2000 as the CTO for Foreign Markets, he
brought an extensive resume with him
that included overseeing systems and
services operations at Video On Line.
Pulvirenti arrived at Tiscali after
serving as the vice president of Technical
Operations for tin.it, Telecom Italia’s
ISP. His charter was to build a standard

No Longer

Undetectable: Tiscali

Founded: 1998

Headquarters: Cagliari, Sardinia,
Italy

Workforce: About 1,700
Customers: 3.1 million in Italy and
the UK.

IT Organization: Approximately
165 IT professionals

Website: www.tiscali.com

infrastructure that would scale to support the

company’s rapid growth while providing a flexible

platform that would evolve with ever-changing
business requirements.
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Salvatore Pulvirenti, CIO, Tiscali S.p.A.

As CIO since 2003, Pulvirenti
explains that IT must en-

able business growth—both
through existing and new
channels—and also deliver a
high level of service to custom-
ers. These have evolved with

the current economic climate; cost and complexity are

even more critical. “We’ve always worked under the

principle of doing more with less, but this has become
even more important for us in the current economy,”

ALESSANDRO ADDIS



he says. “We are looking at our
technology environment in terms
of consolidation, cost reduction,
and efficiency in managing the
infrastructure.”

An underlying tenet of the IT
team has been to retain a consoli-
dated infrastructure—whether server
platforms, storage systems, or
applications. And Tiscali’s aggressive
acquisition strategy created various
challenges for Pulvirenti and his
team, as they had to develop migra-
tion paths for the infrastructure of
each acquisition.

This laid the foundation for
Tiscali, initially a regional tele-
phone operator and ISP, to begin
offering services to business
customers—ranging from sophisti-
cated IP-based services to a number
of Internet solutions. These include
everything from managed services
to custom builds, based on custom-
er requirements. Tiscali currently
provides 20 different B2B services,
each with service level agreements
(SLAs). Pulvirenti cites the email
platform as an example. “We've
consolidated email onto a common
platform that allows us to manage
everything from a standard tool-
set,” Pulvirenti says. “We not only
have the mail customers within the
Tiscali Group, but we also manage
mail solutions for other ISPs and
business customers totaling 13
million.” All of this adds up to more
than 30 million messages per day—
or 10 billion annually.

At the same time, however,
these business opportunities create
technology challenges. Pulvirenti
pinpoints data center optimization
and security management as critical
areas. “The most important chal-
lenge for us right now is to meet
regulatory compliance around data
retention and integrity for ourselves
and our customers,” he says. Indeed,
this is creating exponential stor-
age growth for Tiscali. When the
company moved into its two 3,500
square meter data centers in 2003,
only about 15 percent of floor-space
capacity was used. However, less

than 15 percent now remains avail-
able, and data storage is a major
reason for this rapid consumption,
according to Pulvirenti.

Regarding security, Pulvirenti
notes that “the magnitude of security
and threat management may not

lookouts for each tribal territory,
enabling them to proactively
identify threats while fortifying
themselves when under attack.

In a similar way, Pulvirenti and
his team have constructed their
own nuraghes to address the ever-
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The ancient settlement of Tiscali is only detectable when one is standing in the hollow itself.

have been fully understood several
years ago.” This is no longer the case
today. “We see 100,000 different
security attacks every week,”

he explains, “and this requires a
robust security infrastructure and
well-defined security policies.” As a
result, following Tiscali’s move into
its new facility in Cagliari, Italy, in
2003, Pulvirenti and his team have
built out not only what he describes
as a passive security infrastructure
but also an active security infra-
structure that includes correspond-
ing countermeasures.

Security in the form of
ancient nuraghes

Truncated, beehive-shaped towers
called nuraghes, dating back
before 1000 BCE, dot much of the
countryside of Sardinia. Thought
to number more than 30,000 at
one point, the approximately 8,000
that still remain likely served as

changing and constantly growing
threat landscape. They opted to
outsource security monitoring
and management to Symantec
Managed Security Services. “The
more we grew, the more support
we needed,” Pulvirenti recalls.
With the help of Managed Security
Services, Tiscali has been able

to retain its security staff at the
same headcount while improving
the overall security posture. “We
don’t have a large security team,”
Pulvirenti says. “This is one of the
key reasons we decided to out-task
security monitoring and manage-
ment to Symantec.”

Tiscali relies on Symantec
Managed Security Services to
monitor several network devices,
including firewalls and routers,
and to provide incident analysis,
escalation, and rapid response.
Beyond the enhanced security
posture, Pulvirenti estimates that
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he was able to avoid hiring or real-
locating up to 10 IT staff to moni-
tor and manage security by out-
tasking the function to Symantec
Managed Security Services.
Endpoint security is also a concern
for Tiscali, which has been using
Symantec AntiVirus to protect its var-
ied endpoints—from the client to the
data center—since its launch in 1998.
And while the Tiscali team hasn’t
been able to upgrade to Symantec
Endpoint Protection due to a restruc-
turing of business operations, they are
looking forward to doing so, citing the
advantages of a consolidated endpoint
security infrastructure and central-
ized management console

as key reasons.

business-critical requirement.
Without the right messaging
security infrastructure in place,
Tiscali and its customers could
quickly become overrun with
spam and viruses. Indeed, Pul-
virenti reports that more than

80 percent of incoming mail is
spam, and the percentage contin-
ues to rise.

To address the challenges as-
sociated with messaging security,
Pulvirenti and his team elected
to implement Brightmail in 2000,
and the relationship has contin-
ued to mature since Symantec’s
acquisition of Brightmail in 2004.
Based on his experience using the
Brightmail solution in roles before

Critical Services. Brightmail Traffic
Shaper blocks spam—as much

as 50 percent—before it reaches
Tiscali’s network. As this reduces
the strain and requirements on
the network, the solution has
helped Pulvirenti and his team
control the growth of their Critical
Path messaging environment,
enabling them to avoid the
additional acquisition of as many
as 50 Critical Path boxes. Storage
of those spam messages is also
avoided; Pulvirenti estimates that
up to 400 terabytes of storage
space has been saved to date as a
result of the solution and the drain
on network bandwidth slashed by
700 to 800 percent.

¢6\We've always worked under the
principle of doing more with less,
but this has become even more

Messaging security is a concern
for any IT organization today.
However, for a media-communi-
cations company such as Tiscali
that provides messaging services
to millions of mailboxes and tens
of millions of messages each day,
it is more than a concern; it is a

coming to Tiscali, Pulvirenti made
the determination from day one of
his arrival that “Brightmail would
be Tiscali’s messaging security
solution.”

The initial solution involved
Symantec Brightmail Gateway,
with Tiscali subsequently adding
Symantec Brightmail Traffic
Shaper and Symantec Business

The Norton “Value Add”

N ot only does Tiscali rely on
various Symantec technologies
for its own computing environment,
but it encourages its customers to
do so as well. The media-communi-
cations provider resells Norton 360,
Norton Internet Security, and Norton
AntiVirus on its portals for Italy and

the United Kingdom. “We’ve been
reselling Norton solutions on our
portals for five or six years,” says
Salvatore Pulvirenti, Tiscali’s CIO.
“It is a longstanding relationship,
one that buttresses our brand and
enables us to provide value-add to
our customers.”
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important for us in the current
economy. ’ , — Salvatore Pulvirenti, CIO, Tiscali

Various challenges come with
managing a data center spanning
7,000 square meters that houses
more than 3,000 servers and

as many as 40 storage systems.
Maintaining a standard infra-
structure is the starting point for
Pulvirenti. “We consolidated our
infrastructure to a common tool-
set in 2001, and we have worked
to maintain this standard,” he
says. “It allows us to focus on a
common build, driving operation-
al efficiencies yet providing the
flexibility to quickly address new
business opportunities.”

As part of this process, Pulvirenti
elected to consolidate around
three different vendors for the
data center—Sun Microsystems

ALESSANDRO ADDIS



for the server platform, Network
Appliance for storage systems,
and Symantec for storage and
availability software. “We have
strategic relationships with all
three of these vendors in the data
center,” he says.

Pulvirenti and his team mi-
grated backup and recovery from
EMC Legato to Veritas NetBackup
in 2001 with the help of Symantec
Consulting Services. They sought
a solution that would support
multiple server platforms—Sun
boxes based on Solaris, Linux, and
Microsoft Windows—and would
seamlessly integrate with Network
Appliance storage systems. “We
had exponential data growth and
wanted to institute a 12-hour
recovery point objective (RPO),”
Pulvirenti notes. “Not only does
NetBackup allow us to back up our
entire data center environment,
but it also allows individual end
users to back up and recover their
own data.” In total, Tiscali has
more than 350 terabytes of stor-
age and backs up as much as 100
terabytes each day.

For the management of their
storage environment, the Tiscali
IT team uses Veritas Storage
Foundation. A key factor for its
selection is its support for mul-
tiple server platforms, which has
allowed the Tiscali team to add
Linux and Microsoft Windows
systems without making any
changes to their storage manage-
ment software. In addition to the
flexibility benefits, Pulvirenti
reports that his team has been able
to maintain storage utilization
rates at 80 percent or higher using
Storage Foundation for volume and
file system management.

The nature of Tiscali’s
business dictates that certain
systems deliver 24x7 uptime, and
Pulvirenti and his team rely on
an integrated solution of Veritas
Cluster Server, Veritas Storage
Foundation for Oracle RAC, and
Oracle RAC. “We cluster the

business-critical
components of our
infrastructure for
high availability,”
Pulvirenti says. “This
includes applications
for customer service,
billing and financial
support systems, and
other management
systems.” In add-
ition to meeting

high availability
requirements, the
solution allows the
Tiscali team to do
system maintenance
without stopping any
services by simply
failing over to the
active cluster.

Approximately 8,000 nuraghes dating back to before 1000 BCE still dot the
hillsides and countryside of Sardinia.

A challenge rich
in opportunity
The standard technology toolsets
Pulvirenti and his team have
developed are delivering both
immediate and long-term benefits.
When asked to identify some of
the initiatives on the horizon,
Pulvirenti notes that process
automation and cost are the
primary drivers in the near term.
As the world economy moves
beyond the current recession,
Pulvirenti predicts a re-emergence
of multimedia services, such as
IPTV, to gain momentum, and the
IT infrastructure he and his

team have built will be a critical
enabler of these efforts.

Sardinia is a land rich in
history and culture, simultane-
ously presenting challenges and
opportunities to inhabitants and
conquerors. And Tiscali stands
firmly in this fertile heritage.

“Tiscali has given not only
me—but the entire team—a
great opportunity,” Pulvirenti
concludes. “There are few
instances in Europe where
consolidation of this size has
been possible. While we had no
benchmarks when we began,

Podcast

Check out the Executive Spotlight
Podcast with Salvatore Pulvirenti
at go.symantec.com/tiscali.

we have
established a
baseline for
others seeking
to tackle projects of similar scale
who want to achieve comparable
results.” »

Patrick E. Spencer (Ph.D.) is the editor
in chief for CIO Digest and the author of
a book and various articles and reviews
published by Continuum Books and
Sage Publications, among others.

The “Voices” of

Technology at Tiscali

= Symantec Managed Security
Services

= Symantec Brightmail Gateway

= Symantec Brightmail Traffic Shaper

= Veritas NetBackup

= Veritas Storage Foundation

= Veritas Cluster Server

= Veritas Storage Foundation for
Oracle RAC

= Symantec Consulting Services

= Symantec Education Services

= Symantec Business Critical
Services

= Symantec Partners: Sun
Microsystems and Network
Appliance

symantec.com/ciodigest 43



AP]

Driving the Business

Transforming IT from a Fuel to an Engine

any organizations have successfully used

technology to enable business growth

through improved efficiencies, streamlined

processes, and enhanced customer service.
Few organizations, however, move to the next step: plac-
ing IT in a leading role in developing and growing the
business. In automotive terminology, it’s the equivalent
of the fuel that provides combustion versus the engine
that drives it.

One organization that is navigating this transition
is the Essar Group, a privately held conglomerate that
has grown over 40 years from shipping and construc-
tion to steel and oil production to a myriad of other
businesses. The group has also evolved from an
Indian operation to a presence in more than 15 coun-
tries worldwide. At Essar today, IT plays an integral
role in transforming business process.
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“I carry a broader mandate than most CIOs,” ex-
plains Essar’s Global CIO Vijay Mehra. “My team and
I actually drive the re-engineering of business practices.
We are very much involved in transforming Essar’s
businesses worldwide through IT enablement.”

A global search

This transformation was made possible when Essar’s
owners and executive management began a global
search for a new Global/Group CIO in 2004. The firm
had grown quickly over the preceding several years,
and its IT applications and infrastructure had grown
haphazardly, resulting in a silo-based approach to IT
in each business unit. “The owners recognized that in
order to enable growth, they had to develop a world-
class IT capability to fuel business growth,” Mehra
explains, “so they decided to do a global search to hire
the right CIO who would lead the IT transformation of
Essar.”

The search process and the final on-boarding of Meh-
ra took more than two years, during which the firm not
only interviewed Mehra and other candidates but also
worked internally so that it would be better prepared
for major changes upon the new leader’s arrival. Mehra
summarizes the final decision process: “I had a very
transparent discussion with our promoters up front, and
they responded well.”

The perfect background
Mehra was the perfect fit for the role of leading the IT
turnaround at Essar. His diverse educational back-
ground includes undergraduate degrees in economics
and industrial engineering from Cornell University, as
well as an M.B.A. and an M.S. in systems engineering
from MIT and its Sloan School of Management and
School of Engineering respectively—earned simulta-
neously under a special program for selected exem-
plary students.

After college, Mehra started as a software devel-
oper at Motorola, and from there moved to strategic
senior consulting roles at several firms. “Everywhere
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I went, I was focused on solving
tough problems that CIOs and
CEOs faced in the context of IT,” he
says. “While Essar is the first place
T have played the Global CIO role,

I had been advising CIOs for 12
years as part of my extensive work
at McKinsey & Company, Arthur

D. Little, and CSC Consulting in six
countries on four continents.”

Mehra accepted the Global CIO role
at Essar in 2006 and immediately
was faced with the need for strategic
planning. “In my first month, after
consulting with all of the lines of
business, we published a 150-page
IT Vision document that defined
the needed IT roadmap and process
improvements for each business
unit and how we could accomplish
them,” he recalls.

“In steel, it’s about supply-chain,
utilization, order entry, and materi-
als and capacity optimization. In oil,
it’s about algorithms that determine
how to optimally procure the crude,
as well as MES systems that help run
the assets as efficiently as possible.
In retail, it’s about merchandising,
point of sale, and replenishment.
We deployed an IT vision based on
a business vision for which we put a
stake in the ground.”

From an IT perspective, the
vision was to modernize the ap-
plications and upgrade the infra-
structure to support these process
improvements and to pursue stra-
tegic vendor relationships where
vendors were jointly held account-
able for results. “We look at all
our solutions in a practical sense,”
Mehra explains. “We do not believe
in best of breed for every single
aspect, which then results in an
overall compromised solution. In-
stead, we strategically choose one
platform, standardize on it, and
roll it out across the world.”

At the time, Essar was protecting
its endpoints with software from a

well-known ven-
dor, but the results
weren't satisfactory.
After a thorough
review of security
solutions, policies,
and procedures,
Mehra’s team began
to standardize and
bolster the firm’s
security infrastruc-
ture while tightening
up its policies and
practices.

“We set up a
network operations
center to proactively
monitor malware
threats and spam,”
he says. “As part of
this initiative, we
decided to standard-
ize on Symantec soft-
ware for endpoint and
messaging security.
In 2007, as soon as it
was available, we mi-
grated to Symantec
Endpoint Protection

C) Essar Group: An
Economic Engine in India

Founded: 1969 by brothers Shri Shashi Ruia

and Shri Ravi Ruia

Lines of Business: Balanced portfolio of as-
sets in steel, energy, power, communications,

shipping ports and logistics, and projects

Operations: Privately owned with operations

in 15 countries worldwide

Vijay Mehra,
Global CIO, EssarGroup

Mehra’s team is also using a
layered approach to messaging
security. Symantec Bright-

because of the advanced features
it offers.”

Mehra particularly appreciates
the product’s device control fea-
ture, which enables him to define
and implement certain access
policies at a device and end-user
level. “The flexibility to support
user- and role-based security poli-
cies is very important to us,” says
Mehra. He also plans to activate
Symantec Network Access Control
Starter Edition, which will provide
host integrity checks with each
login attempt.

mail Gateway and Brightmail
Message Filter appliances sit at the
SMTP gateway, blocking spam and
malware and providing advanced
content filtering. On the mail server
itself, Symantec Mail Security for
Microsoft Exchange blocks spam
that gets to the server.

“We saw a dramatic change in
the amount of virus penetration
and spam bombardment that was
coming through the firewall,” says
Mehra. “Symantec solutions have
allowed us to find the optimal level
of filtering for our business and to
fight spam at multiple levels.”
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Essar is also using Symantec
Backup Exec and its Agents for
Microsoft Exchange, Microsoft
SQL Server, and Oracle to perform
backups from these applications to
second-tier disk storage, which are
then transferred to tape. “It makes
it easy to get the data off the appli-
cation servers in a non-disruptive
way that shortens our backup time
significantly,” says Mehra.

Mehra’s team also uses the
Backup Exec Desktop and Laptop
Option, which delivers continu-
ous data protection for its highly
mobile employees, and is deploy-
ing Backup Exec System Recovery
Desktop Edition to enable quick
restore of executives’ laptops in
the event of hard drive failure.

Three years after arriving at a com-
pany that was ready to begin a trans-
formation, Mehra still uses that origi-
nal vision document as the guide for
a continuing transformation. “With
every senior hire that I've brought
on board, I've given them this vision
on their first day. And we’re the only
department in this entire group that
constantly goes back to this vision
and points to it and says, ‘This is
what we promised, here’s how we’ve

€¢Everywhere | went, | was
focused on solving tough
problems that ClOs and CEOs
faced in the context of IT.9?

- Vijay Mehra, Global CIO, Essar Group

delivered on that promise, and here’s
what we’ve missed’.”

And the team has delivered a
lot—not only in IT efficiencies, but in
business process results. “My team
tells me, ‘Vijay, you need to showcase
what we’ve done more’,” Mehra says.
“Just to give you a sense of where
the value comes from, in steel, we’ve
reduced the number of steel grades

sure that it serves your business
purpose. There’s much more to be
done, but we’re successfully driv-
ing success in the business today,
and Symantec is an integral part of
that success.” m

Mark L.S. Mullins is a managing editor of
CIO Digest and manager of Symantec’s
Global Customer Reference Program team.

from 575, defined in an ad hoc
way, to 75 grades on international C
standards. We've changed the
order entry cycle time from about
27 days to two days. And for the
repetitive part of our business, we've
reduced it to two hours.”

Mehra’s vision of using IT
to propel business, rather than
simply to fuel it, is beginning to
bear fruit. “The idea I've conveyed
to everyone at Essar is that you've
got to learn to respect technology,”
he concludes. “It can help you, and

Moving Forward with
Symantec Solutions

Symantec Protection Suite
Enterprise Edition

Symantec Endpoint Protection
Symantec Network Access Control
Starter Edition

Symantec Brightmail Gateway
Symantec Brightmail Message Filter
Symantec Mail Security for
Microsoft Exchange

Symantec Backup Exec System
Recovery Desktop Edition
Symantec Backup Exec for Windows
Servers

it can kill you. You've got to make
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