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   than on their own terms.” 

– John Suffolk, CIO and CISO,  
Her Majesty’s Government

 “All too often customers 		
  and citizens are expected to 
      conduct business on the	     
terms of the provider rather	     	
   than on their own terms.” 

– John Suffolk, CIO and CISO,  
Her Majesty’s Government



   symantec.com/ciodigest    17

wheel. With nearly five million 
public servants, we’ve likely solved 
most problems.”

The third is the profession-
alization of IT-enabled business 
change. “This is not about pro-
fessionalizing IT,” Suffolk says. 
“Change is a horizontal activity 
and not vertical. It is a whole host 
of things: the portfolio of manage-
ment, the allocation of resources 
to projects based on their require-
ments and level of priority, compe-
tency models, and accountability.” 

These three themes drive the 
IT initiatives of each agency and 
department. And while the dif-
ferent IT projects they initiate 
are based on their own priorities 
and requirements, the overall 
frame doesn’t change; these 
three themes serve as the lens. 
The Cabinet Office provides the 
macro level, while the individual 
agencies, departments, and local 
authorities drive the micro-level 
component. 

Focus on citizens  
and businesses
Suffolk explains that it is not the job 
of the Cabinet Office to do the work 
of the individual departments, agen-
cies, or local authorities. “They are 
the experts in terms of their specific 
constituents and organizational 
requirements and understand the 
needs of their constituents much 

better than the Cabinet Office,” 
Suffolk says. “Instead, we take the 
best ideas, package them, and then 
replay them as a best practice. Of 
course, this doesn’t mean everyone 
must use them—or more specifically 
has a need to use them.”

Suffolk and his team have spent 
a lot of time gaining insight into 
the requirements of citizens and 
businesses, and this is used to 

help guide decision making at 
the department, agency, and 
local authority levels. “We must 
work with every citizen, in every 
language, of every ability, across 
every single channel,” Suffolk 
says. “Satisfaction of services and 
the intimacy of the interaction 
are determined by the type of 
service being provided and local 
requirements and culture.” 

 As part of this process, a  
Customer Insight Forum was estab-
lished to champion the cause of the 
service. A series of documents were 
published to be used a baseline for 
measuring customer satisfaction.  
In conjunction with this effort,  
the Cabinet Office rolled out a  
Customer Service Excellence stan-
dard, achieved by more than 100 
government organizations to date.

Shared services
As with the private sector, the 
economic shifts over the past year 
are shaping the agenda of Suffolk 
and the Cabinet Office. “Excellent 
service to citizens and businesses 
will still be at the forefront of 
our agenda,” he says, “but even 
more focus on driving value out 
of the investments we make will 
be paramount. To make progress 
we must re-use, not re-invent. We 
must invest where we can create 
value for all, not for one. We must 
engage with citizens, as we cannot 

Suffolk and the Cabinet Office 
spearheaded a number of other 
initiatives in 2008 focused on 
enhancing services to citizens and 
businesses. Some of the highlights 
include:
> A Customer Insight Forum was

established to champion the
cause of the service by publishing
a series of guidance documents
that are used as a baseline for
customer satisfaction measure-

ments and customer journey
mapping

> A Cross-Government Contact
Council with the charter to facilitate
the coordination of service delivery
across all of the different channels
through which citizens and busi-
nesses access public services

> Website rationalization and
consolidation, with a target of 95
percent of all non-approved Web-
sites to close by March 2011 and

for their services to be 
moved to Directgov.uk or 
Businesslinkgov.uk 

> Improved data sharing between 
systems, with highlights that
include over 155 million pre-
scriptions transmitted and 2.7
million driving tests booked
online and 13 million motor-
ists renewing their car tax or
completing a Statutory Off Road
Notification

s

Citizen- and Business-Centric Initiatives 

s Data Loss Prevention 
Mandates

I
n November 2007, HMG had 
a significant data loss that 
was widely publicized. In 
the aftermath, Suffolk’s role 

was extended to institute a data 
loss prevention program that 
would encompass all of the vari-
ous stages of the delivery chain 
and the public sector. From the 
reviews following the data loss, 
Suffolk and the team defined and 
established minimum mandatory 
measures, such as encryption of 
laptops and removable media, a 
data off-shoring policy, and ongo-
ing checks of Internet gateways. 

Additionally, the initiative 
includes mandatory training for all 
civil servants—nearly 500,000—
who deal with citizen data. “Much 
of the data loss comes down to 
human error and a lack of un-
derstanding,” Suffolk concludes. 
“Training, education, and using a 
range of security solutions with 
multiple views of the environment 
help reduce these risks.”



18   CIO Digest    October 2009

second-guess the needs of 
those who use our services. We 
must collaborate and integrate 
services across the many and 
varied boundaries, as we cannot 
operate in isolation.”

Efforts involving shared 
services fall into three phases. The 
first phase was to evangelize the 
concept of shared services and to 
ascertain if they would be internal 
or external. With the objectives of 
flexibility and agility in the fore-
ground, the Cabinet Office deter-
mined they should be developed 
and managed in-house. As a result, 
centers of excellence were created 
that limited the number of shared 
service centers; this increased vol-
umes while improving and refining 
processes for lower cost.

“We picked departments from 
the upper end of the curve in 
terms of capability,” Suffolk notes. 
The majority of central govern-
ment employees are now served by 
shared HR, finance, and procure-

ment services. The Department 
of Work and Pension is a poster 
child, providing shared services 
across multiple departments and 
agencies for its more than 118,000 
customers. To date, savings are 
estimated at £100 million.

The second phase focuses on 
driving the adoption and breadth 
of shared services. Suffolk and the 
Cabinet Office formed the Pan-
Government Shared Service Group 

to bring together directors of 
key public sector shared services 
centers. They share best practices 
and encourage joint problem 
solving and strategy development. 
“The efforts are really beginning to 
gain momentum,” Suffolk reports. 
“Some of our shared services have 
won awards.”

The final phase is all about 
consolidation. “We are just reaching 
this point and will begin to rational-
ize existing services and focus on 
non-HR and finance functions and 
establish workflows that span mul-
tiple shared services,” Suffolk says.

IT-enabled business change
Suffolk argues that IT cannot enable 
business change without the right 
level of professionalism. With this in 
mind, the Cabinet Office established 
the competency and skills frame-
works that provide organizations and 
individuals with a common profes-
sional language. These consist of 
elements such as skills identification, 
recruitment, performance manage-
ment, and workforce planning. 

At the end of the day, the 
success—or failure—of the IT initia-
tives for HMG falls to individuals. 
“Projects and technology are all 
transient, here today and gone 
tomorrow,” Suffolk says. “However, 
what never changes and is enduring 
is the investment made in people. 
One of the most important pieces of 
feedback I received during my career 
was when I assumed charge as the 
chair of the CIO Council. A member 
came to me and told me ‘John, we do 
things, not because you tell us to do 
them, but because they’re the right 
things to do’.”

Procurement  
benchmark, standards
Each U.K. agency, department, and 
local authority manages its own 
data center, set of applications, IT 
functions, and contracts. Along 
with open, common standards as 
a core requisite, the Cabinet Office 
established supplier procurement 
criteria.

Suffolk and his team began by 
identifying technology compo-
nents that could be reduced to a 
logical view, a benchmark of func-
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Readiness Evaluation

s

The Cabinet Office pinpointed five 
areas of evaluation to assist indi-
vidual departments, agencies, and 
local authorities in assessing their 
readiness levels:
> Is there a strategy and implementa-

tion plan in place?
> Do recruitment and promotion

processes make explicit reference

to the Skills Framework for the
Information Age? 

> Is the availability of professional
skills identified at individual, team,
and organizational levels? 

> Are professional skills embedded 
into performance management
processes?

> Are plans in place to meet current
and future capacity requirements
and to deploy resources effectively?

 “Our approach is all about sharing: 	        	
             everything from knowledge,  
       architectural  design, facilities,  
		  and computer systems.” 

– John Suffolk, CIO and CISO,  
Her Majesty’s Government

> 13 million motorists renewed their

car tax online

> At the height of the tax season,

10 citizens filed tax returns via the

Internet every second

> 2.7 million driving tests were

booked online

> More than 15 million citizens and

residents visit Directgov.gov.uk
every month

s Transformational  
Government Highlights
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Podcast
Check out the Executive Spotlight  
Podcast John Suffolk at 
go.symantec.com/suffolk

tionality and cost. They started 
with desktop systems and required 
suppliers to reset their pricing to 
be in line with the predetermined 
benchmark. Given the scale of 
HMG, £100 saved on running 
each PC in the organization saves 
HMG about £400 million annually. 
Suffolk is doing the same with 
telecommunications components, 
which will accrue another £500 
million in savings. 

“And we’re doing the same 
thing with data centers right now,”  
Suffolk says. “We have about 130 
data centers in the central govern-
ment today, and we probably need 
about 9 to 12. The research shows 
that we’ll probably save a net £900 
million in the first five years and 
£300 million annually thereafter.” 

Suffolk goes on to explain that 
HMG will create a private govern-
ment cloud and application store, 
and from those they will build 
utility-based services. “Cost  
efficiencies are very important 
right now, and these initiatives 
will save many hundreds of mil-
lions of Sterling,” Suffolk says. 
“Nonetheless, delivering the right 
services to citizens and business, 
where they want them and how 
they want them, is our number 
one priority.

“The job of the Cabinet Office is 
to help our IT suppliers gain insight 
into our business requirements by 
signaling and sign posting,” Suffolk 
says. As a result, Suffolk seeks out 
strategic relationships with his 
suppliers. “I want to understand the 
strategies and direction of our sup-
pliers and for them to understand 
mine at the same time.”

Eventually, once these services 
are in the cloud, Suffolk predicts 
they will be purchased at the level 
of HMG. “We will buy them at the 
Crown level, not the departmental 
level,” Suffolk predicts. Therefore, 
any department, agency, or local 
authority will have the ability to use 
the service.”

A history of transformation
Sheep husbandry on the British 
Isles dates to about 50 CE when 
the Romans established a large 
wool pro- cessing factory in Win-
chester. By 1000 CE, England and 
Spain were recognized as the twin 
centers of sheep production in the 
Western world. And by the time 

of Elizabeth I, the sheep and wool 
trade was the primary source of tax 
revenue to the Crown of England.

Just as the sheep and wool trade 
was critical to England’s transfor-
mation from a water-bound island 
state to a world empire, technology 
possesses immense potential to 

transform how 
HMG commu-
nicates with 
and serves its citizens. Ironically, 
the connection may be more than 
an analogy; the high concentra-
tion and more sedentary nature of 
husbandry in the British Isles gave 
rise over time to an exceptional 

variety of breeds—some of which 
may have descendants among the 
sheep tended by Suffolk today. n 

Patrick E. Spencer (Ph.D.) is the editor 
in chief for CIO Digest and the author of 
a book and various articles and reviews 
published by Continuum Books and Sage 
Publications, among others.

Symantec works with multiple HMG 
agencies and departments to help 
them secure and manage their sys-
tems and information. The following 

are some of the key solution areas:

Data Protection: Symantec backup, 
recovery, and archiving technolo-
gies are leveraged across multiple 
governmental agencies to manage 

hundreds of petabytes of data.

Security Management: Two 

government agencies use Syman-

tec Managed Security Services, 

which also includes two full-time 

Symantec Residents who manage 

the Symantec Security Informa-

tion Manager installation at each 

agency respectively.

Messaging Security: A large 

number of government agencies 

rely on MessageLabs Hosted Email 

Security, MessageLabs Hosted Web 
Security, and MessageLabs Hosted 
Instant Messaging Security.

Data Loss Prevention: Two govern-
ment departments use Symantec 
Data Loss Prevention to monitor, 
manage, and enforce data in mo-
tion and at risk, thereby helping to 
mitigate information risks without 
locking down productivity.

Enterprise Agreements: Four govern-

ment agencies have Symantec Enter-

prise Agreements in place that provide 

them with the flexibility to deploy 

specific product families over a speci-

fied timeframe at specific discounts. 

Symantec Residency Services: Ten-

plus Symantec Residents are working 

across different government sectors 

on everything from IT Risk Manage-

ment to backup and recovery.

Symantec Solutions at  
Her Majesty’s Government
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“To make progress we must  
	 re-use, not re-invent.” 

– John Suffolk, CIO and CISO, Her Majesty’s Government


