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Symantec Endpoint Protection 11.0 == S ERTInIyERY

vs. McAfee Total Protection for Endpoint

Performance Impact on Microsoft Office Usage

Premise: In today’s threat-laden envi-
ronment, complete client protection is
paramount to maintaining productiv-
ity. It is also important to provide that
endpoint protection while using a
minimum of system resources and
minimizing any impact on users. Long
wait times caused by security program
processing can reduce the productivity
of system users and generally degrade
their Quality of Experience. Symantec
has made optimizing client perform-
ance a focus of its development
efforts.

sioned The Tolly Group to evalu-

ate the impact of two Enterprise-
class endpoint security offerings on host
client performance: Symantec Endpoint
Protection 11.0 compared with McAfee
Total Protection for Endpoint. The Tolly
Group installed Symantec Endpoint Pro-
tection 11.0 which provides anti-virus,
anti-spyware and host intrusion preven-
tion functionality in a single agent against
the corresponding products in the
McAfee Total Protection for Endpoint
Bundle (See Figure 4).

The Tolly Group benchmarked file
“open” and “save/close” times, as well as
memory usage on an unprotected Micro-
soft Windows Vista SP1 system and com-
pared these with execution times on the
protected systems. Tests were conducted
in July 2008.

S ymantec Corporation commis-

Test Highlights

» Symantec Endpoint Protection has a more positive impact on
user productivity than the McAfee offering

» Symantec Endpoint Protection provides faster save/close time
for key Microsoft Office documents, Word and PowerPoint than
the McAfee offering

» Symantec Endpoint Protection consumes less overall memory
than the McAfee offering when executing “save/close”
functions for Microsoft Office documents

Microsoft Office 2007/ Vista File “Open” Times
(Increase Over Unprotected System)
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Source: The Tolly Group, July 2008 Figure 1
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Executive Microsoft Office 2007/Vista File “Save/Close” Times
Summ ary (Increase Over Unprotected System)
Symantec’s Endpoint
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vides faster process- 18

ing for common func- 16

tions such as open- )

ing and saving Word § 14

and PowerPoint files. 8 12

This capability can £

improve the produc- . o8

tivity and Quality of '

Experience for users. 06

Endpoint Security solutions 04

are designed to inspect and 0.2 >
scan every file that is /
opened or written to the 0 ' ik
hard drive. The anti-virus Word PowerPoint

engine scans the file and

compares it to its repository Symantec B McAfee

of known viruses to ensure

that no malicious content is Figure 2

Source: The Tolly Group, July 2008
embedded and that no harm- y Sroup, Uy

ful scripts are present in the
file. This operation has a Summary of Test Results
non-trivial impact on the

performance of applications

such as Microsoft Word and % less
PowerPoint. Function Baseline Symantec McAfee IThpaa;Ct
Symantec Endpoint Protec- McAfee
tion 11.0 consistently dem-
onstrated faster “open” and Elapsed time (seconds)/
“save/ close” times for Word Maximum memory (MB)
and PowerPoint documents
than McAfee Total Protec- MS Word 25 2.7 4.3 88.9%
tion for Endpoint while 5MB Open 36.0 26.7 40 333.3%
using less overall memory.

. 5MB Close 10.5 11.7 12.2 29%
Tolly Group engineers used
a Microsoft Vista operating 243 17.0 31.7 198%
system with nio protection MS Power- 3.8 45 5.1 46%
client installed in order to e
gather benchmark data for ~OMEB Onen 34.3 41.3 50.3 96.3%
certain file operations. P
Engineers th-en tested these 20MB 9.4 10.7 11.3 31%
Is_ame operations on the base- Close 390 42 517 76.4%
ine system with only the
Symantec solution installed

Source: The Tolly Group, July 2008 Figure 3
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and then with only the
McATfee solutions installed.

RESULTS

MICROSOFT OFFICE
FILE “OPEN”

Tolly Group tests show that
Microsoft Word was able to
open a 5SMB document in
2.7 seconds on a system
with Symantec Endpoint
Protection 11.0 installed,
requiring only 0.20 seconds
longer than the baseline sys-
tem. On a system with
McAfee Total Protection for
Endpoint installed, the same
operation took 4.2 seconds.
Microsoft Word opened the
file on the baseline OS in
2.5 seconds. (See Figures 1
and 3).

MICROSOFT
POWERPOINT

Testing also included meas-
uring the time to open a
20MB Microsoft Power
Point document. On the base
line system it took 3.8 sec-
onds to open the 20MB
presentation. Symantec
added only 0.7 seconds to
the operation. The system
with McAfee installed took,
5.1 seconds to open the
PowerPoint document,
demonstrating that
McAfee's impact was 48%
higher than Symantec’s.
(See Figures 1 and 3).

MICROSOFT OFFICE
“SAVE/CLOSE TIME”

Tolly Group engineers
measured the amount of
time required to save and
close a modified (i.e., using
“Save as” to save an un-
modified file under a new
name.) 5SMB word file. The
system with the Symantec

client took only 1.2 seconds
longer than the baseline system.
The system with McAfee in-
stalled required 0.5 seconds
longer than Symantec and 1.7
seconds longer than the base-
line OS.

This same test was conducted
for a 20MB Microsoft Power
Point document. Powerpoint
saved the presentation in 10.7
seconds on a system protected
by Symantec, compared to 11.3
seconds on a system protected
by McAfee. The McAfee prod-
ucts added 1.9 seconds to this
operation.

TEST SETUP &
METHODOLOGY

Tolly Group engineers tested
Symantec Endpoint Protection
11.0 MR3 and McAfee Total
Protection for Endpoint. Note:
McAfee assigns product num-
bers to individual products
within the suite (See Figure 4).

As each solution is geared to the
Enterprise user, each installation
consisted of multiple security
modules. The default set was
installed, but only those that
dealt with file access were
exercised in this test.

All tests were conducted on the
same client. Network connec-
tivity was only required to
“deliver” the endpoint software
to the client under test.

The client machine ran Micro-
soft Vista Business (32-bit) SP1
on machine outfitted with an
Intel Pentium D, 2.8-GHz proc-
essor, 1GB of RAM. The system
was outfitted with a single West-
ern Digital model WD800 drive
which is an 80GB SATA hard
drive. The client was a “clean”
system without any viruses or
malware placed on it.

ENDPOINT PROTECTION 11.0
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Performance

Impact of

Enterprise Endpoint Security
on Windows Vista

Product Specifications

Vendor-supplied information not
necessarily verified by The Tolly Group

Symantec
Endpoint Protection 11.0

Benefits:

Q Symantec Endpoint Protection com-
bines Symantec AntiVirus with ad-
vanced threat prevention to deliver
unmatched defense against malware
for laptops, desktops and servers. It
seamlessly integrates essential secu-
rity technologies in a single agent and
management console, increasing
protection and helping lower total
cost of ownership

@ Improved end-user Quality-of Experi-
ence through efficient use of system
resources

Features:

Q Seamlessly integrates essential tech-
nologies such as antivirus, anti-
spyware, firewall, intrusion prevention,
device and application control

Q@ Requires only a single agent that is
managed by a single management
console

Q@ Provides unmatched endpoint protec-
tion from the market leader in endpoint
security

@ Enables instant NAC upgrade without
additional software deployment for
each endpoint

@ Optimizes client footprint and resource
utilization to fit all business environ-
ments

Symantec Corporation

20330 Stevens Creek Blvd.
Cupertino, CA 95014

URL: www.symantec.com
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The Tolly Group is a lead-
Product Components ing global provider of third-
party valida-
|
4

Symantec Version 11.0 tion services
for vendors of
Endpoint Protection IT products,
components
and services.
McAfee Virus Scan Enterprise 8.5 for ™ < based |
: Windows e company is based in
E?]tgrl)(l;rnc;tgztiltoen for Boca Raton, FL and can
Host Intrusion Prevention 7.0 for be reached by phone at
Windows (561) 391-5610, or via the

Internet at:
Web: http://www.tolly.com,

E-mail: sales@tolly.com

AntiSpyware Enterprise 8.5 for
Windows

Site Advisor Enterprise 1.5

Source: The Tolly Group, July 2008 Figure 4

Fair Testing Charter™

Interaction with Competitors [F
As the products are designed to be “user installable” without support, The Tolly

Group did not deem it necessary to contact the competing vendor.

Terms of Usage

USE THIS DOCUMENT ONLY IF YOU AGREE TO THE TERMS LISTED HEREIN.

This document is provided, free-of-charge, to help you understand whether a given product, technology or service merits addi-
tional investigation for your particular needs. Any decision to purchase must be based on your own assessment of suitability.

This evaluation was focused on illustrating specific features and/or performance of the product(s) and was conducted under
controlled, laboratory conditions and certain tests may have been tailored to reflect performance under ideal conditions; per-
formance may vary under real-world conditions. Users should run tests based on their own real-world scenarios to validate per-
formance for their own networks. Commercially reasonable efforts were made to ensure the accuracy of the data contained
herein but errors and/or oversights can occur. In no event shall The Tolly Group be liable for damages of any kind including di-
rect, indirect, special, incidental and consequential damages which may result from the use of information contained in this
document.

The test/audit documented herein may also rely on various test tools the accuracy of which is beyond our control. Furthermore,
the document relies on certain representations by the sponsor that are beyond our control to verify. Among these is that the
software/hardware tested is production or production track and is, or will be, available in equivalent or better form to commercial
customers.

When foreign translations exist, the English document is considered authoritative. To assure accuracy, only use documents
downloaded directly from The Tolly Group’s Web site.

All trademarks are the property of their respective owners.
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