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 In today’s enterprise, the security threats arrive faster. They’re more 

sophisticated than ever before. 

It’s almost impossible to stay ahead of the threat curve. Trying to 

determine where the next attack is coming from and what its target might 

be is nearly a full time job, leaving little time for productive IT activities 

let alone risk mitigation. Symantec DeepSight Early Warning Services can 

help you meet the challenge with solutions customized for the precise 

specifi cations of your IT environment. 

The award-winning services are your fi rst line of defense in taking a more 

proactive stance towards enterprise security.



 A smart way to protect your organization’s reputation—and its bottom line.

More than 82 new traditional security vulnerabilities are identifi ed each week, and the time between their 

discovery and exploitation is rapidly shrinking, exposing enterprises to a growing number of aggressive 

threats. Symantec’s most recent Internet Security Threat Report unveils a new trend with exponential 

growth in site specifi c vulnerabilities with over 432 per week as the web has quickly become the distribu-

tion point for malicious code and attacks.

 The cost of recovery is often 
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 Corporations are being driven by increasing demands of regulatory and compliance requirements and 

policies. These mandates have an over arching affect on the risk and security posture that a corporation 

and its’ IT staff has to respond to. If exploited, it can have a major impact on the bottom line.

more than prevention.
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  Symantec DeepSight™ Early Warning Services can help you meet the challenge. Supported by the 

world’s most-trusted security intelligence infrastructure, the services enable enterprises to take timely 

action against today’s threats and stay ahead of tomorrow’s vulnerabilities and malicious code. They 

provide customized alerts tracking over 55,000 technologies, and early access to analyses of emerging 

threats, 

helping you to proactively manage security and mitigate risks before they can harm your business. 

   •  Maintain continuity of operations. Security intelligence helps you make more informed 
decisions and respond effectively to vulnerabilities and malicious code. Advance notifi cation 
allows you to respond rapidly in order to prevent downtime.

•     Improve effi ciency. Information delivered automatically to people who can act upon it increases 
the productivity of your IT organization and helps you prioritize your resources. You spend less 
time tracking potential threats and more time stopping real ones.

•  Achieve measurable results. By taking a proactive stance to ensure enterprise security, you help 
your organization protect its brand reputation and maintain its competitive advantage.
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  Symantec DeepSight™ Threat Management System is Symantec’s 

fl agship early warning offering. The service combines a view of the 

global threat landscape with early warning protection, and delivers 

decision support and actionable intelligence.

    • Tracks the full life cycle of threats—from vulnerability to exploit to global attack activity

•  Delivers automated alerts of emerging threats, including vulnerabilities, worms, global attacks, 
adware, spyware, and domain-specifi c attacks

•  Provides complete analyses and risk assessments, including countermeasures to mitigate attacks

•  Offers coverage and notifi cations customized to meet the unique needs of your industry, 
technologies, network domain, and more

•  The Honeynet is an extensive virtual network of unprotected systems designed to attract 
security risks provides a new data stream for the tracking and analysis of threats in the wild 

•  Network infection alerting monitor allows Symantec DeepSight customers to be alerted when 
malicious activity has been recognized as originating from within their network

•  Brand protection alerting monitor allows Symantec DeepSight customers to be notifi ed when their 
brand is being adversely affected

•  Select optional delivery of real-time Symantec DeepSight intelligence list information via XML for 
integration into customer applications or select the option to confi gure alerts to your RSS reader
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  Symantec DeepSight™ Alert Service is a streamlined offering focusing exclusively on the automated 

delivery of actionable intelligence, including vulnerability, malicious code, spyware, adware, and 

domain alerts. 

 •  Delivers timely alerts customized for your hardware and software environment, covering 55,000 
technologies from over 8,000 vendors

•  Provides comprehensive, prioritized alerts, including in-depth analyses, attack mitigation 
strategies, patches, and recommended workarounds

• Offers powerful research capabilities to support proactive security initiatives

  Symantec DeepSight™ DataFeeds enables customers to easily build automated processes to retrieve and 

integrate vulnerability and security risk information into their organization’s security threat management 

system. Customers can choose from a variety of security data sources to get access to real-time, reliable, 

comprehensive threat information:

 •  Security risk datafeed. Provides adware, spyware, and malicious code alerts based on a 
detailed analysis of active threats

•  Vulnerability database datafeed. Provides a single, customizable source for vulnerability 
information, including mitigation guidance, impact analysis, and links to security patches

•  Common datafeed. Facilitates change management to vulnerability databases

8



  Powered by the Symantec™ Global Intelligence Network

 Symantec DeepSight Early Warning Services is supported by the world’s most comprehensive Internet 

threat database. The Symantec Global Intelligence Network leverages data gathered from 120 million 

client, server, and gateway systems and some 40,000 registered security sensors monitoring network 

activity in over 200 countries. And Symantec maintains the largest database of security risks, detailing 

over 25,000 vulnerabilities. The depth of Symantec’s security intelligence means that subscribers receive 

a wealth of information to help them better manage risks. Threat data includes: 

 • Over 200 countries

• 25,000 vulnerabilities
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 Today’s IT environment is plagued by more threats that are moving faster 

and doing more damage than ever before. 

Trying to stay ahead of the threat curve is a time-consuming drain on 

IT resources. To get ahead requires a proactive approach to security 

supported by a global threat perspective. Symantec DeepSight Early 

Warning Services delivers the actionable intelligence you need to make 

faster, better decisions—the kind of decisions that will help you reduce 

risks and control costs. 

You can experience the fi rst line of defense for proactive enterprise 

security fi rsthand by taking advantage of a 30-day free trial. 

Contact your Symantec sales representative or visit 

http://enterprise.symantec.com





  About Symantec

Symantec is a global leader in providing security, 

storage and systems management solutions to help 

businesses and consumers secure and manage their 

information. Headquartered in Cupertino, Calif., 

Symantec has operations in more than 40 countries. 

More information is available at www.symantec.com. 
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