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Mobile County Public Schools

Keeping the Network Safe—No Matter What Kids Download—with
Symantec Solutions

With Mobile County Public Schools’ former security solution, the school system
had to cope with six or seven malware disruptions per year, requiring up to 300
hours of annual IT staff remediation. After a particularly bad experience with
the Sasser virus, Mobile County Public Schools switched to Symantec Multi-tier
Protection. In the four years since, there have been no malware-related disrup-
tions. Even users have noticed the difference.

Dating back to the 1800s, and boasting 64,000 students in 94 schools, Mobile County Public
Schools is both the oldest and the largest school system in Alabama. It’s also
one of the most technologically advanced school system in the state and perhaps the entire
Southeast.

This is due to a firm commitment to new technology by the School Board—and also to a lucky
real estate deal. “Our main office used to be located in downtown Mobile,” says George Mitchell,
supervisor of IT at the school district. Then the color printer maker QMS was acquired by Konica
Minolta in 1999. The new parent company consolidated QMS operations in New Jersey, leaving
its 77-acre Mobile facility vacant. “It was state-of-the-art for a computer company, and we were
able to buy it,” Mitchell says. “We were able to inherit their data center. And now we have a lot
of the infrastructure that you would normally find at a Silicon Valley company.”

The result is that Mobile County Public Schools uses technology for...just about everything. “We
justinstalled NovaNET software for our Credit Recovery Program, which helps kids avoid summer
school. We're installing 300 SMART boards in our classrooms. We maintain employees’ time
clocks, we have biometric fingerprint readers. Teachers can log in from home and see class de-
mographics; students can log in and see their assignments. We maintain the school systems VolP
phone service, and even oversee its child nutrition program, which is like having 95 little restau-
rants. We do such a broad scale of things; it’s hard to pinpoint any one of them.”
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One of the biggest challenges for the IT de-
partment is administering and supporting
the school system’s 15,000 desktops and
laptops, especially given the size of the IT
department. “There are 28 people in our
whole department,” Mitchell says. “There
areonly 12 or 13 of us handling day-to-day
operations and keeping the endpoints run-
ning. That’s why we have to work extremely
smart.”

For Mitchell, part of working smart is using
Symantec Multi-tier Protection, including
Symantec Endpoint Protection and Symantec
Mail Security for Microsoft Exchange. “A
couple of years ago, | realized we had emerg-
ing threats: spyware, malware, different
types of Trojans,” he recalls. “I didn’t want
to manage one product doing spyware, an-
other doing viruses, and another doing a
firewall. That’s why we chose Symantec
Multi-tier Protection—it does it all. We can
manage it from one console. Symantec was
one of the first to come to market with a
product that addresses all the different
types of threats.”

Mitchell has an LCD monitor on his desk set
to the console at all times, and it lets him
keep tabs on all security threats and re-
sponses. “Today, it shows the solution
blocked 45 viruses, cleaned 7, and deleted
12,” he says. That’s a fairly typical day, he
adds: Multi-tier Protection typically blocks
or removes around 60 malware threats per
day. And, he says, “Because | can watch
everything that’s happening on the
Symantec console, We can get more done
with our small team.”

Mitchell especially appreciates the
TruScan™ Proactive Threat Scanning feature
of Symantec Endpoint Protection, which
uses behavior-based analysis to stop zero-
day viruses even before they’ve been identi-
fied and added to traditional antivirus defi-
nition lists. “We’ve got it set to quarantine
any software that exhibits unusual behav-
ior,” Mitchell says.
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SOLUTION AT A GLANCE

Key Challenges
¢ Secure 15,000 endpoints

¢ Constantly update security to combat non-

stop threats
e Streamline security management

¢ Reduce time for server recovery

Symantec Products
¢ Symantec™ Multi-tier Protection
- Symantec Endpoint Protection

- Symantec Mail Security for
Microsoft® Exchange

¢ Symantec Ghost™ Solution Suite

¢ Symantec Backup Exec™ System Recovery

Symantec Services

¢ Symantec Essential Support Services

Symantec Platinum Partner

o |TS Partners, LLC (www.itsdelivers.com)

Technology Environment

Applications: McAleer NextGen account-
ing software; STI District student tracking
software; PCS child nutrition program
software; Cognos data warehouse
Databases: Microsoft SQL Server; IBM DB2

Server platform: HP ProLiant servers run-
ning Microsoft Windows Server 2003

Storage: SAN Lefthand

Supervisor of IT
Mobile County Public Schools

BUSINESS RESULTS AND
TECHNICAL BENEFITS

Security

e Zero security disruptions per year, down
from six or seven

¢ Approximately 100-400 malware incidents
prevented per day

e Zero-day viruses detected and blocked

Operational Efficiency

¢ Up to three hours’ travel time per incident
avoided restoring remote servers

e Up to 300 hours security remediation time
per year avoided

75% reduction in server recovery time (30
mins. vs. 4 to 6 hours)
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Mobile County Public Schools first deployed
Symantec security because of frustration
with its previous solution. With that solu-
tion, he says, “We got shut down all the
time, about two or three times a year. Or
there’d be an outbreak and we’d have to
deal with it because the product didn’t
handle it correctly.” Administrators in his
department wound up spending about 300
hours a year solving problems they shouldn’t
have had to, if the product worked correctly,
Mitchell says. After a particularly painful
experience with the Sasser virus, the school
system decided to switch to Symantec.

Since then, there have been no significant
security disruptions, he says. “It’s our fourth
year with Symantec solutions, and we
haven’t had issue one,” he says. Even the
school system’s computer users have no-
ticed the difference, he adds. “A lot of my
coworkers say, ‘Hey, it’s been great since we
switched!””

Mobile County Public Schools is running
Symantec Mail Security for Microsoft Ex-
change to protect the 8,000 mailboxes on
its servers running Microsoft Exchange
Server. Mail Security for Microsoft Exchange
automatically updates its virus definitions
approximately every 30 minutes.

Symantec Endpoint Protection also offers
application control, which allows IT staff to
select which types of applications are and
are not allowed to run on its network. While
the school system is not yet using this fea-
ture, Mitchell plans to take advantage of its
auditing capabilities. “You can use that soft-
ware for auditing, and that’s what we prob-
ably will do first,” he says. “We’ll audit our
machines and find out what’s running. That
will make us a little more aware of what’s
out there. It’s hard to police the network
when you’re not there. This will help.”

In addition to application control, Symantec
Endpoint Protection lets the school system
IT staff scan any devices, such as USB drives,
connecting to their computers. “From our
Symantec central console we see many stu-

dents bringing in MP3 files from home via
thumb drives,” says George Mitchell, super-
visor of IT. “We otherwise couldn’t police the
high school systems—but Endpoint Protec-
tion lets us set policies to either block the
drives outright, control who can attach
them, or quarantine dangerous files. We've
stopped all threats so far.”

The school system is currently installing
Symantec Ghost™ Solution Suite to provide
imaging at schools throughout the system.
“We’re deploying 94 servers, one for each
school,” Mitchell says. “Those servers will
be utility servers where our technicians can
store data. We will also store Ghost images
on those servers. We could do it with fewer
servers, but we don’t want to send large
packets over the WAN with the amount of
data we have on our network.”

Once implemented, he says, anyone will be
able to re-image any computer at the school.
“If you hit F12 while the computer is booting
up, the preboot execution environment
(PXE) will connect to the server with the
Ghost image. The user will see a universal
desktop image, and can choose that. Five
minutes later, the machine is re-imaged.”

Having this capability will allow users at the
schools to resolve many issues without as-
sistance from IT. And even if IT does need to
make changes on school computers, “We
can grab a machine, take it out of the do-
main, back up the data, re-image the ma-
chine and put it back in the domain, all
working remotely from our site,” Mitchell
says. “That will make us more productive.”
It will especially save a lot of what his staff
calls “windshield time”—driving to a school
and back, which can take as long as one
hour, round-trip. “We’re a huge district and
our schools are spread all over the place,”
he notes. “So the more we can do remotely,
the better off we’ll be.”
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Robert Gray, lead technician at Mobile
County Public Schools, uses Symantec
Backup Exec™ System Recovery to take
server images every 3 days, storing images
on external drives and on a separate imag-
ing server. It also uses Backup Exec System
Recovery to successfully and painlessly
upgrade one of its main financial servers.
Restoring one of these servers prior to im-
plementing Backup Exec System Recovery
wasn’'t possible. In the event of a cata-
strophic loss the IT staff had to rebuild each
server from scratch and re-import the most
recent tape backup, which are taken nightly.
A total crash in January 2007 prompted the
Mobile County Public Schools to purchase
an imaging solution that was compatible
with the hardware and met its disaster re-
covery needs.

Using these products in combination, he
says, will give the school system the flexibil-
ity to apply different types of protection to
different data. “There are three different
options,” Mitchell says. “You can back up
continuously, in real time. You can create
images. Or you can schedule backups at
regular intervals. In our environment, we
would use all three options, depending on
which server we’re backing up.”

Mobile County Public Schools uses Symantec
Essential Support Services to provide 24-
hour support seven days a week. “As far as
quick questions go, they’ve been able to give
me an answer right away, every time,”
Mitchell says. “And even when they can’t
give me an immediate answer, they send
emails to keep me up to date, letting me
know they’re working on getting me the
answer.”

Part of Mitchell’s strategy for maintaining
so much technology with such a small staff
is to rely on ITS Partners, LLC, a Symantec
Platinum partner. ITS has staff members on
site full-time at the school system. “They’re
our support, they help me maintain all this,”
he says. “We have such a small staff, we
depend on our relationship with ITS to keep
us up and running day to day. It’s critical
that we have them.”

And, he says, it’s just as critical that the
school system can count on Symantec prod-
ucts. “Today’s technology is changing so
fast,” he says. “With all the responsibilities
we have, we need to work with vendors like
Symantec, that we can trust.”
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