Data Sheet: Endpoint Security

Symantec™ Network Access Control

Comprehensive Endpoint Enforcement

Overview

Symantec™ Network Access Control is a complete,
end-to-end network access control solution that enables
organizations to efficiently and securely control access
to corporate networks through integration with existing
network infrastructures. Regardless of how endpoints
connect to the network, Symantec Network Access
Control discovers and evaluates endpoint compliance
status, provisions the appropriate network access,
provides remediation capabilities, if needed, and
continually monitors endpoints for changes in
compliance status. The result is a network environment
where corporations can realize significant reductions in
security incidents and increased levels of compliance

with corporate IT security policy.

Symantec Network Access Control makes deploying and
managing network access control an achievable and

cost-effective goal.
Authorizing endpoints, not just users

In today’s computing environments, organizations and
network administrators are challenged with providing
access to corporate resources for a growing user
population. This includes both onsite and remote
employees, as well as guests, contractors, and other
temporary workers. Never before has the burden of
maintaining the integrity of network environments been
more challenging. It is no longer acceptable to provide
unchecked access to the network. With the significant
increase in the numbers and types of endpoints

accessing their systems, organizations must have the
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ability to verify the health and posture of endpoints,
both prior to connecting to resources and on a continual
basis after endpoints connect. Symantec Network
Access Control helps ensure that endpoints are in
compliance with IT policy before they are allowed to
connect to the corporate LAN, WAN, WLAN, or VPN.

Confidence in a connected world.

Key benefits

Organizations deploying Symantec Network Access
Control experience multiple measurable benefits. These

include:

Reduced propagation of malicious code such as
viruses, worms, spyware, and other forms of

crimeware

Lowered risk profile through increased control of
unmanaged and managed endpoints accessing the

corporate network

Greater network availability and reduced disruption of

services for end users

Verifiable organizational compliance information

through real-time endpoint compliance data

Minimized total cost of ownership as a result of an

enterprise-class, centralized management architecture

Verification that endpoint security investments such

as antivirus and client firewalls are properly enabled

¢ Seamless integration with Symantec™ Endpoint

Protection
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Key features

Symantec Network Access Control process

Symantec Network Access Control is a process—one
that mandates coverage for all types of endpoints and all
types of networks. It begins prior to connection to the
network and continues throughout the duration of the
connection. As with all corporate processes, policy

serves as the basis for evaluations and actions.
The process consists of four steps:

1. Discover and evaluate endpoints. This occurs as
endpoints connect to the network and before they
access resources. Through integration with the existing
network infrastructure and the use of intelligent agent
software, network administrators can be assured that
new devices connecting to the network are evaluated

according to minimum IT policy requirements.

2. Provision network access. Full network access is
granted only after systems are evaluated and
determined to be in compliance with IT policy. Systems
not in compliance, or failing to meet the minimum
security requirements for the organization, are

quarantined with limited or no access to the network.

Page 2 of 6

Confidence in a connected world.

3. Remediate noncompliant endpoints. Automatic
remediation of noncompliant endpoints empowers
administrators to quickly bring them into compliance
and subsequently alter network access. Administrators
can either fully automate the remediation process,
resulting in a fully transparent process to the end user,
or provide information to the user for manual

remediation.

4. Proactively monitor compliance. Adherence to
policy is a full-time issue. As such, Symantec Network
Access Control actively monitors, on an
administrator-set interval, the compliance posture for all
endpoints. If at any time the endpoint’s compliance
status changes, so will the network access privileges of

the endpoint.
Pervasive endpoint coverage

Networks are composed of new and legacy corporate
systems, contractor systems, guest systems, public
kiosks, business partners, and any number of other
unknown systems. Administrators often have little or no
control over the management of many of these
endpoints, yet are charged with keeping the network
secure and available. Symantec Network Access Control
makes it possible for organizations to apply the network
access control process to devices—managed or

unmanaged, legacy or new, known or unknown.
Deployable in any network

The typical corporate user connects to the network via
multiple access methods; therefore, administrators must
have the flexibility to apply evaluation and connection

controls consistently, regardless of the connection type.
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