Data Sheet: Messaging Security

Symantec™ Mail Security for Domino® Multi-Platform

Real-time Protection Backed By The Largest Investment In Security Infrastructure

Overview

Symantec™ Mail Security for Domino® Multi-Platform
Edition provides real-time protection against viruses, spam,
spyware, phishing, and other attacks while enforcing
content policies for your Lotus Domino email, documents,
and databases.

The solution is designed as an integrated Lotus Domino
application and optimized for high performance, including
native 64 bit support on both Windows and AlX
environments. Cross platform policy management simplifies
administration in heterogeneous environments. Powered by
Brightmail technology, the Premium Antispam add-on
subscription stops 99 percent of spam while making fewer
than 1 mistake per million messages. With the largest
investment in security infrastructure, Symantec provides

leading protection.

Symantec Mail Security compliments other layers of
protection by preventing the spread of email borne threats
internally and by serving as a first line of defense from

threats in mail stores and in case of perimeter failure.

Key Benefits

Comprehensive Protection

¢ Provides real-time protection against viruses, mass-
mailer worms, Trojan horses, spam, spyware, phishing,
and denial of service attacks while enforcing content
policies

e Powered by Brightmail technology, the optionally
licensed Premium Antispam Add-on stops 99 percent of
spam while making fewer than 1 mistake per million
messages (available on Windows 32-bit only)

» Rapid release definitions and pro-active signature-
independent technologies provide immediate protection

» Content Filtering prevents data loss and compliance

violations using pre-defined policies and dictionaries,
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regular expressions, attachment criteria, True File
typing, and more

Flexible and Easy to Use Management

» Cross platform policy and definitions management
simplifies administration in heterogeneous
environments

« Centralized quarantine database significantly reduces
effort required to track down quarantined emails and
attachments across all servers

¢ Role-based quarantine access control enables
administrators to delegate management of content
policy violations

* Symantec Enterprise Vault™ tagging enables automatic
content and retention policy definition

e Outbreak Notification alerts administrators to the first
sign of a virus outbreak, enabling an immediate
response

Optimized for the Lotus Domino

¢ Designed as an integrated Lotus Domino application

e Full support for Lotus Domino Clusters

¢ Native 64 bit support on both Windows and AIX
environments optimizes for performance and scalability

« Protection for Linux, Solaris, and iSeries environments
are also included in the Multi-Platform Edition via

Symantec Mail Security for Domino 3.2

New Features in the 8.0.5 Release

* Native 64 bit support on both Windows and AIX
environments optimizes for performance and scalability

¢ Refined product architecture further improves
performance and disk I/0

¢ Unified virus definitions management and replication

across clusters
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» Content violation detection inside container files and
attachments

e Enhanced logging and error handling

e Content filtering support in Scheduled and On-demand
scans

» Custom email disclaimers and signatures

System Requirements

Mail Security for Domino 8.0.5

Supported Operating Systems

e Microsoft Windows Server 2008 R2/SP2 Standard/
Enterprise (32-bit or 64-bit)

e Microsoft Windows Server 2003 R2/SP2 Standard/
Enterprise (32-bit or 64-bit)

* IBM AlX version 5.3 or 6.1

Supported IBM Lotus Notes Platforms

* |IBM Lotus Domino Server 7.x, 8.0.x, or 8.5.x (32-bit or
64-bit)

* IBM Lotus Notes Client 7.x or later

Mail Security for Domino 3.2

Supported Operating Systems

» Novell SUSE Linux Enterprise Server 9.0 or later (32-bit
or 64-bit)

» RedHat Enterprise Linux 4.0 or later (32-bit or 64-bit)

* Sun Solaris 8 or later

e |BM iSeries V5R3 or later

Supported IBM Lotus Notes Platforms

* |IBM Lotus Domino Server 7.x, 8.0.x, or 8.5.x (32-bit or
64-bit)

* |IBM Lotus Notes Client 7.x or later

More information

Visit our website

http://www.symantec.com/business/mail-security-for-

domino

To speak with a Product Specialist in the U.S.

Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please
visit our website.

About Symantec

Symantec is a global leader in providing security, storage
and systems management solutions to help consumers and
organizations secure and manage their information-driven
world. Our software and services protect against more risks
at more points, more completely and efficiently, enabling

confidence wherever information is used or stored.

Symantec World Headquarters

350 Ellis St.

Mountain View, CA 94043 USA
+1 (650) 527 8000

1(800) 721 3934

www.symantec.com
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Symantec helps organizations secure and manage their information-driven world with high availability, and disaster recovery solutions.
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