Data Sheet: Messaging Security

Symantec™ Mail Security for Microsoft® Exchange

An integrated, high-performance security solution that protects against viruses, spam, and security

risks while enforcing company policies

Overview
Symantec Mail Security for Microsoft Exchange provides

high-performance, integrated mail protection against virus

threats, spam, and security risks, while also enforcing

company policies on Microsoft Exchange Server 2000,

2003, and 2007. A Symantec Premium AntiSpam™
subscription can be activated by purchasing a license key
to provide best-of-breed spam prevention with a spam
effectiveness rate of more than 99 percent, and with1in 1
million false positives—without additional ongoing

administration after initial setup.

New Features

Extended support for Microsoft Exchange 2007 Server
eContent Filtering

eManual and Scheduled Scan

Performance Enhancements

*Optimized codebase

eIn-memory scanning

*Edge and Hub focused scanning, reducing need to scan

on mail server

eIntelligent scanning between server roles
Added compatibility and supportability

eCompatibility with Symantec Endpoint Protection for
64-bit environments

eServer names inclusion in notifications
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Key Benefits

Industry-leading antivirus defends against new

andknown viruses and security risks

*Rapid Release definitions are updated approximately
every 30 minutes to ensure protection against emerging
threats

*Backed by Symantec Security Response, the world’s
leading antivirus and Internet security research

organization

Industry-leading antispam with a spam effectiveness
rate of more than 99 percent, with 1 in 1 million critical

false positives

*Over 20 filtering technologies including spam signatures,
heuristics, reputation filters, language identification and
proprietary methods

*24x7 real-time protection provided by Symantec’s
patented Probe Network of over 2.5 million decoy

accounts, across 70 countries

Integrated content filtering for policy enforcement,
blocking inappropriate content and restricting

confidential information from being sent

*Flexible user- and group-based policy enforcement rules
allow creation of targeted rules to prevent inappropriate
communications

eAdvanced policy rules filter inappropriate content within
most attachment file formats, and block files based on

true file type (not just file extension)
Centralized management and consolidated reports

eIntuitive user interface provides a consistent and high

performance administration experience
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*Enables administrators to update settings of individual
servers and groups of servers remotely

*Aggregates data from all Exchange servers within a group
for a single report on all activity within the Exchange

environment

Server Installation System Requirements
Operating Systems

» Windows® 2000 Server/Advanced Server/

Data Center (SP4)

» Windows Server 2003 Standard/Enterprise/

Data Center (SP1)

* Microsoft Windows Server 2003 x64 or Windows Server
2003 R2 x64, Standard or Enterprise Edition

* Microsoft Windows Server 2008 x64 Standard or

Enterprise Edition
Minimum System Requirements

For Microsoft Windows Server 2003 x64 or 2008 x64
Standard or Enterprise Edition

¢ Intel® Server-class 32-bit processor

* 1 GB of RAM

For Exchange Server 2007

Only for Microsoft Exchange Mailbox server role, Microsoft
Exchange Server MAPI client and Collaboration Data
Objects 1.2.1

e x64 architecture-based computer with Intel processor
that supports Intel Extended Memory 64 Technology

(Intel EM64T), or AMD processor that supports the AMD64
platform

* 2 GB of RAM minimum

For all versions of Exchange

» 325 MB available disk space for Symantec Mail Security
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for Microsoft Exchange

* .NET Framework version 2.0

* Microsoft Data Access Components (MDAC) 2.8 or higher
* Microsoft DirectX® 9.0

Console-only Installation

Operating system

» Windows 2000 (SP4)

» Windows 2003 (SP1)

* Windows XP (SP1)

Minimum system requirements
* 512 MB of RAM

¢ 250 MB available disk space
* .NET Framework version 2.0

¢ Microsoft DirectX 9.0

Visit our website

http://www.symantec.com/business/mail-security-for-mic

rosoft-exchange

To speak with a Product Specialist in the U.S.

Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please

visit our website.

About Symantec

Symantec is a global leader in providing security, storage
and systems management solutions to help consumers
and organizations secure and manage their

information-driven world. Our software and services

protect against more risks at more points, more
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completely and efficiently, enabling confidence wherever

information is used or stored.

Symantec World Headquarters

20330 Stevens Creek Blvd.
Cupertino, CA 95014 USA
+1 (408) 517 8000
1(800) 721 3934

www.symantec.com
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