Data Sheet: Messaging Security

Symantec™ Protection Suite Enterprise Edition for Gateway

Maximum messaging, Web and network security with minimum complexity

Overview

Symantec™ Protection Suite Enterprise Edition for Gateway safeguards confidential data and employee productivity by creating
a protected messaging, Web and network environment. Reduce costs, eliminate complexity and increase the efficiency of your
network and employees by combining industry-leading data loss prevention, messaging security, and defense against browser-
based attacks. Symantec Protection Suite Enterprise Edition for Gateway is an unparalleled combination of award-winning
gateway technologies from the world leader in security, enabling you to comprehensively protect, easily manage, and

automatically control your messaging, Web and network environment.

Leveraging the new Symantec security management solution, Symantec™ Protection Center, the Protection Suite Enterprise
Edition for Gateway consolidates access to threat, security, and operational dashboards that give decision makers deep
visibility across the security infrastructure while delivering real-time and actionable information. Simplify and secure your IT
infrastructure with this unique solution from the world leader in security.
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Key benefits

Comprehensive gateway protection

» Protect with confidence using market-leading gateway technologies and identify threats before they propagate

» Secure your gateway against data loss, protect against malware, spam, and enforce network access to keep threats out,
before they cause disruptions

» Secure sensitive data and valuable confidential information at the gateway with email encryption, advanced content
filtering, and botnet protection

» Automatically manage access to your network from unmanaged and managed endpoints through policy compliance
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Efficient deployment, management and administration

» Offering single sign-on and management access to protection components across heterogeneous systems with Symantec
Protection Center management console

* Quickly deploy with minimal disruption to your environment through easy management and optimized utilization of system
resources

» Automate processes and responses to incidents ranging from outbreaks to loss of sensitive data

» Meet IT policy requirements with granular control over policies and features that are easily configurable and selectively
deployable

» Eliminate additional steps and costs with a single decision, purchase, and vendor for gateway security

Reduce cost and complexity

* Protect proactively with the Symantec™ Global Intelligence Network, providing real-time security intelligence for early threat
warnings and protection from evolving threats

» |dentify and automatically control the flow of sensitive information via email, IM, and Web

» Streamline management with optimized workflows for critical security tasks, freeing administrators and end users from
unproductive tasks

* Provide maximum visibility into actions, events, and status from endpoints and messaging infrastructure with insightful

reporting

Symantec™ Protection Suite Enterprise Edition for Gateway includes:

Symantec™ Brightmail Gateway—delivers inbound and outbound messaging security, with effective and accurate real-time
antispam and antivirus protection, advanced content filtering, data loss prevention, and email encryption. It has been
benchmarked at catching more than 99 percent of spam with very few false positives?, leveraging real-time automatic updates,
global and local IP reputation analysis, and comprehensive reporting to deliver cost-effective protection against new messaging

threats.

Symantec™ Web Gateway—an innovative secure Web gateway appliance that protects organizations against Web 2.0 threats,
spyware, botnets, viruses, and other types of malware, and provides controls for Web and application use. Backed by the
Symantec Global Intelligence Network, the Symantec Web Gateway is built on a scalable platform that quickly and
simultaneously scans for malware and inappropriate Web content, helping organizations maintain critical up time and
employee productivity, which can suffer when organizations come under attack. URL filtering is available as an add-on option;
however, today’s complex malware threats require more than just URL filtering. Instead, to fend off the threats thrown at
organizations today, a comprehensive secure Web solution is required. Symantec Web Gateway is well positioned to help keep
organizations secure against threats today, tomorrow, and in the future.

Symantec™ Mail Security for Microsoft® Exchange and Domino—provides real-time protection for email against viruses,
spam, spyware, phishing, and other attacks while enforcing content policies on Microsoft® Exchange Server 2003, 2007 and
2010 and Lotus Domino® email servers, documents and databases. Powered by Brightmail™ technology, Symantec has been

benchmarked at catching more than 99 percent of spam with very few false positives?, and supports 64-bit Windows® and

1. VBSpam (VirusBulletin-Fighting malware and spam), March 2010 - http://www.virusbtn.com/vbspam/index, author: Martijn Grooten
2. |bid
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virtualized Exchange Server environments with easy installation and simple administration. Normally a premium add-on to the

products, Symantec™ Premium AntiSpam is included and integrates seamlessly to provide superb spam-blocking and

—detection capabilities.

Symantec™ Network Access Control Starter Edition—makes it simple to deploy a network access control mechanism that can

be leveraged as your network access control deployments mature. When paired with Symantec™ Endpoint Protection, it can

limit access to only endpoints that comply with your defined security policies, using compliance status evaluation

and automatic remediation to help ensure that access is properly provisioned and secured.

Symantec™ Workflow—connects people, process, and information to optimize efficiency, enforce policies, reduce costs, and

automate redundant tasks. Accelerate the delivery of IT and business process without having to know complicated code or

adding undue costs. Symantec Workflow helps to ensure that nothing slips through the cracks by auditing and enforcing

human and automated activities. Give process-creation power to the people who actually define processes, with a visual, self-

documenting workflow designer. Provide higher-level process management and oversight while integrating Symantec and

other environments to make business processes seamless and cost-effective throughout the organization.

Symantec Protection Suite Enterprise Edition family comparison matrix

How to choose the right security product

ec Pr

Pri tion Sy Pr: ion Protection

Suite Enterprise
Protection technology Edition
Endpoint security
Antivirus/Antispyware
Endpoint firewall

Intrusion detection/prevention

Device & application control .
Protection for Macintosh® .
Protection for Linux® .

Protection for Windows® Mobile
Protection for AIX, HP-UX, Solaris, VM
Network access control self-enforcement

Network access control for Gateway
and Guest

Data loss prevention
File access control and audit

Messaging and Web security

Antivirus/Antispam/Antiphishing .
Reputation-based spam filtering .
Content filtering/Compliance .
Data loss prevention .

Microsoft® Exchange

Lotus Domino®

Messaging Gateway software subscription .
Web Gateway software subscription .
Backup and recovery

Backup live desktops and laptops .
Restore to any hardware .
Server backup and disaster recovery

Threat driven backups .
Central management console

Single sign-on management and
reporting access

Endpoint management
IT process automation
Hardware and software inventory

0S and application patch management

Suite Enterprise
Edition for Endpoints Edition for Gateway

Suite Enterprise Suite Enterprise

Edition for Servers
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System requirements

Hardware/Software Operating Systems/Browsers

Symantec™ Network Access Control Starter Edition

Symantec Network Access Control Client

Windows® XP, Windows Server® 2003, Windows Vista®, Windows® 7, Windows
Server 2008, Windows® 2000 (x86)

Symantec™ Endpoint Protection Manager Remote
Management Console

Windows 2000, Windows XP, Windows Server 2003, Windows Vista, Windows
Server 2008, Windows 7; Other Software Requirements: Sun™ Java™ JRE 5.0

Symantec Endpoint Protection Client

Windows 2000, Windows XP, Windows Vista, Windows Server 2003, Windows
Server 2008 (32-bit or x64 edition), Windows 7 (32-bit or x64 edition),
Windows 2008 R2 (x64 edition)

Microsoft® Hyper-V or VMware VMotion, Windows XP Embedded/Windows
Embedded Enterprise/Windows; Other Software Requirements: Internet
Explorer 6.0 or later; Terminal Server clients connecting to a computer with
AntiVirus protection have the following additional requirements: Microsoft
Terminal Server RDP (Remote Desktop Protocol) client; Citrix Metaframe (ICA)
client 1.8 or later if using Citrix Metaframe server on Terminal Server

Symantec Endpoint Protection Manager

Windows 2000 (32-bit), Windows XP, Windows Server 2003, Windows Server
2008, Windows Business Server 2008

Microsoft Internet Information Services (Web server)

Microsoft® SQL Server™ 2000 SP3 or SQL Server 2005 (optional)

Note: No Itanium hardware support

Symantec™ Mail Security for Exchange

Processor:

- Intel® server-class 32-bit (for Server 2003 x64 or Server
2008 x64)

- Intel 64-bit that supports Extended Memory 64
Technology or AMD 64-bit (for Exchange Server 2007)

Software components:

- .NET Framework v.2

- Microsoft Data Access Components (MDAC) 2.8 or higher
- Microsoft DirectX® 9.0

Microsoft Windows:

- 2000 Server, Advanced Server, Data Center (Service Pack 4 or higher)

- Server 2003 Standard Ed., Enterprise Ed., Data Center Ed. (Service Pack 1 or
higher)

— Server 2003 x64 or R2 x64 Standard Ed., Enterprise Ed.

- Server 2008 x64 Standard Ed., Enterprise Ed.

- Small Business Server Standard Ed., Premium Ed.

Console-only installation: Windows 2000 (Service Pack 4 or higher), Windows
2003 (Service Pack 1 or higher), Windows XP (Service Pack 1 or higher)

Symantec™ Mail Security for Domino®

Microsoft Windows:

- 2000 Server, Advanced Server

— Server 2003 Standard Ed., Enterprise Ed.
Lotus:

— Domino® server 6.5.x, 7.x

- Notes® client 6.5.x, 7.x

Symantec Brightmail™ Gateway

Physical appliances:
— Brightmail 8300 Series
- Mail Security 8300 Series

Administrator console:
Microsoft Internet Explorer 6.0, 7.0, 8.0
Firefox 2.0, 3.0

Virtual appliances:

VMware ESX 3.5 (rev 4 or later)

VMware vSphere 4.0

VMware ESXi 3.5 (rev 3 or later), ESXi 4.0

Brightmail Web Gateway

Physical appliances:
— Web Gateway 8400 Series

Administrator console:
Microsoft Internet Explorer 6.0, 7.0
Firefox 3.0

Workflow

Server

Windows 2000 Server, Windows Server 2003, Windows Server 2008
Windows SQL Server 2000, Windows SQL Server 2005
Microsoft .NET 3.5

Symantec Management Platform

Windows Server 2003, Microsoft SQL Server 2005
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More information

Visit our website
http://enterprise.symantec.com

To speak with a Product Specialist in the U.S.
Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please visit our website.

About Symantec

Symantec is a global leader in providing security, storage and systems management solutions to help consumers and

organizations secure and manage their information-driven world. Our software and services protect against more risks at more

points, more completely and efficiently, enabling confidence wherever information is used or stored.

Symantec World Headquarters

350 Ellis St.
Mountain View

CA 94043 USA

+1 (650) 527 8000
1(800) 721 3934

www.symantec.com

Copyright © 2010 Symantec Corporation. All rights reserved. Symantec and the Symantec Logo are trademarks or registered trademarks of Symantec Corporation or its affiliates in the U.S. and other countries.

Other names may be trademarks of their respective owners.

Symantec helps organizations secure and manage their information-driven world with security management, endpoint security, messaging security and application security solutions. 21027136-1 04/10
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