Data Sheet: Messaging Security

Symantec™ Mail Security for Domino®

Protects against viruses, spam, company policy violations, and other security risks.

Overview

Symantec™ Mail Security for Domino® provides
high-performance, integrated mail protection against
virus threats, spam, and other unwanted content for
Domino™ servers. With award-winning virus protection,
multi-layered spam prevention features, and flexible
policy enforcement, Symantec Mail Security for Domino
provides comprehensive mail security with minimal

administrative overhead.

Key benefits

» Secure Scanning Optimization allows administrators to
avoid repetitive scanning of documents that have
previously been scanned using current virus

definitions

Rapid Release Definition support enables
administrators to deploy Rapid Release definitions to
the Domino environment with no additional scripting.
One click returns an environment to standard

LiveUpdate distribution methods if desired

Symantec Enterprise Vault™ tags can now applied to
specify e-mail archiving policy. Policies can be defined
for any content type and set retention policy and
search criteria for Symantec Enterprise Vault,

Discovery Accelerator, and Compliance Accelerator

Graphical Reporting enables administrators to
efficiently identify threats and monitor the overall

status of Symantec Mail Security operations

Multimedia/Executable Analysis pro actively disposes

of content when defined by corporate policy
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e Attachment Content Scanning provides the ability to
identify and/or filter inappropriate content within

attachments

Provides flexible, user and group-based content
filtering to automatically identify, classify, or remove

messages that violate corporate policy

¢ Mass-Mailer Cleanup feature automatically eliminates
entire messages infected with mass-mailer

worms—not just attachments

Multi-layered spam prevention combines various spam
detection technologies, including a heuristics
antispam engine, custom filtering rules, and
whitelisting techniques to maximize detections and

minimize false positives

- Premium Antispam is offered as an additional content

subscription

Minimizes configuration and management time with

Zero Maintenance Mode settings

Outbreak Notification alerts administrators to the first
sign of a virus outbreak, allowing them to respond

quickly

Support for the latest versions of Domino including

7.X, 8.X

Supports Windows 2003/2008

Backed by Symantec Security Response, the world’s
leading antivirus and Internet security research and

support organization

Confidence in a connected world.

, symantec.
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New features in this release

* Enhanced definition capability for transparent

functionality in multi-platform environments
¢ Support for Windows 2008 32 and 64 bit

e Support for Lotus Domino 8.5.x

System requirements
* Operating System
Windows Server 2003/Windows Server 2003

R2/Windows Server 2003 Enterprise Edition , Windows
Server 2008 Enterprise(x86 and x64)

Lotus Domino Domino 7.0.x, and 8.x

Lotus Notes Client 7.0.x, and 8.x

* Processor: 1 GHz Pentium or higher

¢ Memory: 512 MB

¢ Available disk space: 4 GB

* Available disk space for processing: 300 MB minimum
¢ Hardware: CD-ROM drive

Note: Domino server should be sized based on Domino
system requirements. System requirements should take
into account additional needs such as file system
antivirus protection, backup operations, and other
business-critical applications unique to the

environment.

Visit our website

http://enterprise.symantec.com
To speak with a Product Specialist in the U.S.

Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please

visit our website.

About Symantec

Symantec is a global leader in providing security,
storage and systems management solutions to help
consumers and organizations secure and manage their
information-driven world. Our software and services
protect against more risks at more points, more
completely and efficiently, enabling confidence

wherever information is used or stored.
Symantec World Headquarters

20330 Stevens Creek Blvd.
Cupertino, CA 95014 USA
+1 (408) 517 8000

1(800) 721 3934

www.symantec.com
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