
Symantec™ Security Information Manager
Automating the incident management lifecycle for IT security and compliance mandates

Datasheet: Security Management

Page 1 of 3

Overview

The Symantec Security Information Manager customizable dashboard
provides at-a-glance view of security and risk in your environment

Driving a documented, repeatable process for

responding to security breaches, threats and failures in

IT Policy Compliance controls is the foundation of a

strong governance model. The Symantec Security

Information Manager provides the foundation for

enabling a comprehensive incident response program by

helping customer identify, prioritize, respond to and

review incidents and threats in their environment.

By providing real-time updates from the Symantec

Global Intelligence Network, security response teams

can raise their security level and save time by more

efficiently managing threats and responding with

built-in remediation instructions.

Symantec Security Information Manager minimizes

deployment and management costs through a self

maintaining infrastructure, which does not require

additional staff and expertise to maintain.

Key features

Identify the critical incidents and threats in your

environment

• Correlate millions of events into a manageable set of

incidents

• Get comprehensive monitoring through pre-configured

collectors to over 100 third-party products

• Incorporate awareness of the global threat landscape

with real-time updates from the Symantec Global

Intelligence Network

Prioritize security incidents through rich asset-awareness

• A rich and extensible asset view offers prioritized

response to the most critical incidents

• The asset table provides classification by policy and

regulatory scope, detailed configurations including

running services and patch levels

Respond to security incident with a documented,

repeatable process

• Lightweight ticketing workflow helps ensure incidents

get assigned to appropriate individual and groups,

escalation of critical incidents and response SLA

reporting
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Key features (Respond to security incident with a

documented, repeatable process) - continued

• Security incidents include detailed remediation and

risk mitigation strategies identified with Symantec’s

rich database of vulnerabilities, exploits and malicious

code

Review history of security incidents for reporting and

forensic purposes

• Scalable and affordable archive to retain log data

indefinitely

• Hundreds of preconfigured compliance and risk

management reports can be customized and

scheduled for distribution

Prove compliance and monitor the effectiveness of IT

Security Controls

• Enables the real-time monitoring of the IT Security

Controls in your environment, including firewalls,

VPNs, application, directories, and databases

• Manage security and compliance incidents through a

unified workflow

Product specifications

Symantec™ Security Information Manager 9650

Appliance

• Rack Mount, 2U form factor

• (2) Dual Core Xeon 2.66 GHz Processor with 4 MB

Cache

• 1333 MHz Front Side Bus

• 8 GB 533 MHz (4x2 GB), dual ranked DIMMs

• (2) 146 GB, SAS, 15 K RPM Hard Drives, Raid 1

Configuration

• (4) 300 GB, SAS, 10 K RPM Hard Drives, Raid 5

Configuration

• 8X DVD-ROM

• (3) PCIe Slots

• Redundant Power Supplies with Dual Cords

• 5th Generation Remote Access Card

Symantec™ Security Information Manager 9630

Appliance

• Rack Mount, 1U form factor

• (2) Dual Core Xeon 2 GHz Processor with 4 MB Cache

• 1333 MHz Front Side Bus

• 8 GB 533 MHz (4x2 GB), Dual Ranked DIMMs

• (2) 146 GB, SAS, 15 K RPM Hard Drives, Raid 1

Configuration

• 8X DVD-ROM

• (2) PCIe slots

• Redundant Power Supply with Dual Cords

• 5th Generation Remote Access Card
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System requirements

Symantec™ Security Information Manager Console

• Microsoft Windows XP

• Microsoft Windows 2003 Server

• Microsoft Windows 2000 Server

• Microsoft Windows 2000 Advanced Server

• Microsoft Windows 2000 Professional

Services information

Symantec™ Solutions Enablement Services

Symantec Solutions Enablement Services offers security

solution implementation, operational integration, and

on-site management services to optimize and accelerate

the benefits of Symantec Security Information Manager.

Symantec security consultants assess organizations’

security technology needs, design optimal systems and

architectures, and implement the right solution.

Symantec experts help organizations purchasing

Symantec Security Information Manager choose the

implementation, integration, or custom services that

best meets their business needs.

Please visit http://enterprisesecurity.symantec.com for

additional information.

More information

Visit our web site

http://enterprise.symantec.com

To speak with a Product Specialist in the US

Call toll-free (800) 745-6054

To speak with a Product Specialist outside the US

Symantec has operations in 40 countries. For specific

country offices and contact numbers, visit our web site.

About Symantec

Symantec is the world leader in providing solutions to

help individuals and enterprises assure the security,

availability, and integrity of their information.

Headquartered in Cupertino, Calif., Symantec has

operations in more than 40 countries. More information

is available at www.symantec.com.

Symantec World Headquarters

20330 Stevens Creek Blvd.

Cupertino, CA 95014 USA

(408) 517-8000

(800) 721-3934

www.symantec.com
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