
Symantec Brightmail AntiSpam™
Advanced antispam and email security solution for the enterprise 

Deployed at the Internet gateway, Symantec Brightmail AntiSpam makes email more secure and

productive, providing enterprises with an advanced antispam and email threat defense. 

Catch more spam

This award-winning solution leverages multiple effective technologies, globally distributed opera-

tions centers, a patented spam detection network, and a real-time filter delivery mechanism.

Accurately

Incorrectly identifying legitimate messages as spam leads to missed business opportunities and

end-user productivity loss. Offering the industry’s highest accuracy rate,1 Symantec Brightmail

AntiSpam ensures that users don’t miss important email. Safeguards include daily monitoring of

accuracy by Symantec and automatic review of all potential false positives.

With low administration

Many antispam solutions place even more burden on administrators, but Symantec Brightmail

AntiSpam is constantly and automatically updated with the latest protection, requiring no tuning or

training of filters by administrators.

√

KEY POINTS

∆ 95% spam-catching rate2

∆ 99.9999% accuracy rate 

∆ Protects over 300 million users

∆ Filters over 15% of worldwide
email and over 100 billion emails
per month3

∆ Protects 9 of the top 12 U.S. ISPs4

∆ Automatic, timely, secure updates
every 5 to 10 minutes 

∆ Global operations centers in the
United States, Ireland, Australia,
and Taiwan 

Antispam
SECURITY TECHNOLOGY
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Probe Network collects spam in real time using decoy accounts 
and other methods.

Automated tools at global Symantec operations centers (known 
collectively as the BLOC) create, validate, and deploy antispam 
filters to customers. 
Every 10 minutes, Symantec software deployed at customer sites 
automatically pulls down updated filters from the BLOC. 

Using the latest antispam filters from Symantec, as well as  
custom filters, the Symantec software filters incoming messages.  

Administrator specifies how filtered mail is handled.
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How it works

1 “Anti-Spam Services for SMBs and Middle-Market End-Users,” February 25, 2003 
Research note by J.P. Gownder of the Yankee Group

2 Source:  “eWeek,” September 2003
3 Source: “Percentage of Total Internet Email Identified as Spam”
4 Source: “Top 22 U.S. ISP by Subscribers,” Q1 2004

 



ANTISPAM IS A KEY COMPONENT OF SYMANTEC ENTERPRISE SECURITY. SYMANTEC ENTERPRISE SECURITY 

COMBINES WORLD-CLASS TECHNOLOGIES, COMPREHENSIVE SERVICES, AND GLOBAL EMERGENCY RESPONSE

TEAMS TO HELP BUSINESS RUN SECURELY AND WITH CONFIDENCE.
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800 721 3934
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For Product Information
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Symantec has worldwide

operations in 35 countries.
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please visit our Web site.
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Symantec BRIGHTMAIL ANTISPAM

Multilayered spam protection

• Over 17 different filtering technologies, including proprietary signatures and heuristics

• Adjustable spam threshold to customize effectiveness and accuracy levels 

• Language-based filters to block non–English language spam 

• Antifraud filters to protect against phishing and email fraud

Powerful and flexible administration

• Web-based control center provides centralized management of multiple servers, role-based

administration, and system alerts

• Customized mail policies support flexible actions, such as message markup or quarantine, 

for different groups of users

• Multiple quarantines—Web-based quarantine for users or administrators, Exchange quarantine

for Microsoft® Outlook® users, Domino™ quarantine for Lotus Notes® users

• LDAP support

Other features

• Reporting—Filtering statistics consolidated across all servers, providing visibility on spam filtering

performance and trends

• Comprehensive threat protection—Optional antivirus protection scans and cleans messages

infected with viruses and mass-mailing worms

• Per-user spam control—Plug-ins and tools augment email clients such as Microsoft Outlook and

Lotus Notes with spam-fighting features

• Content filtering—Custom filters and block/allow lists enable administrators to tailor filtering to

the needs of the organization

For more information about Symantec Brightmail AntiSpam, visit:

http://enterprisesecurity.symantec.com

SYSTEM REQUIREMENTS
SYMANTEC BRIGHTMAIL ANTISPAM 6.0

WINDOWS®

• Microsoft Windows 2000 Server or 
Windows Server™ 2003

• Intel® Pentium® 4 processor or compatible

• 512 MB RAM minimum

• 250 MB disk minimum space 

SOLARIS™

• Sun™ Solaris 9 or 10

• UltraSPARC & UltraSPARC T1 processor

• 512 MB RAM minimum

• 250 MB disk minimum space

LINUX

• Red Hat Linux ES/AS 3.0 & 4.0

• Intel Pentium 4 processor or compatible

• 512 MB RAM minimum

• 250 MB disk minimum space
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