Data Sheet: Virus Protection, Antispam and Content Filtering

Symantec Mail Security™ for Microsoft® Exchange

An integrated security solution that protects against viruses, spam,

and other unwanted content

Overview

Symantec Mail Security™ for Microsoft® Exchange
provides high performance, integrated mail protection for
Microsoft® Exchange 2000/2003 servers. An optional
Symantec Premium AntiSpam add-on subscription service,
powered by Brightmail technology and response, provides
best-of-breed spam prevention without requiring addition-

al administration or software installation.

 Incorporates rules-based content filtering to prevent
unwanted content from entering—and confidential

information from leaving—the network

e Backed by Symantec Security Response, the
world’s leading antivirus and Internet security

research organization

Key Benefits

e NEW! Optional Symantec Premium AntiSpam add-on
subscription service provides best-of-breed spam
prevention with low administrative overhead and no

additional software to install

e NEW! Multiple daily virus updates using Symantec Rapid
Release enable organizations to respond quickly to new

threats

* Protects Microsoft Exchange messaging environments
against new and known viruses using Symantec’s

extensible NAVEX™ antivirus technology

e Mass-Mailer Cleanup automatically eliminates entire
messages infected with mass-mailer worms, not

just attachments

e Basic spam tools include heuristic engine, sender and
recipient whitelist, custom filtering, and integration
with Microsoft’s Spam Confidence Level and Intelligent

Message Filter technologies
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Features and Technical Specifications

¢ Award-winning Symantec antivirus technologies enable
administrators to update dynamically, without stopping
scan services or incurring server downtime. And with
integrated LiveUpdate™ functionality, virus cures can be
deployed rapidly, providing optimal protection against

quickly spreading threats

e Attachment and subject line blocking capabilities
enhance protection by providing hour-zero responses

against emerging threats

e Symantec Mail Security for Microsoft® Exchange
provides full support for Exchange 2003, including the
new VS API 2.5 and SCL functionality

e Centrally managed through a multi-server console,
enabling simultaneous updates to all Microsoft®

Exchange server settings across the enterprise
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Symantec Mail Security for Microsoft Exchange

System requirements

Symantec Mail Security 4.6 for Microsoft Exchange
0S

e Windows 2000 Server/Advanced Server SP4

» Windows Server 2003 Standard/Enterprise
Microsoft Exchange

¢ Microsoft Exchange 2000 SP3

¢ Microsoft Exchange 2003

Minimum System Requirements

¢ Intel Server class 32-bit processor

1 GB of RAM

L]

L]

190 MB available space to install

L]

260 MB available disk space for remote installation

e Microsoft Explorer v6.0 or later

Multi-Server Console Requirements

e Windows Server 2003, Windows 2000 SP4, or
Windows XP

¢ 140 MB available disk space for installation

¢ Microsoft Management Console v1.2

¢ Microsoft Internet Explorer v6.0 or later
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More information
Visit our Web site

http://enterprisesecurity.symantec.com

To speak with a Product Specialist in the US
Call toll-free 800 745 6054

To speak with a Product Specialist outside the US
Symantec has operations in 35 countries. For specific

country offices and contact numbers, visit our Web site.

About Symantec

Symantec is the global leader in information security pro-
viding a broad range of software, appliances and services
designed to help individuals, small and mid-sized busi-
nesses, and large enterprises secure and manage their IT
infrastructure. Symantec’s Norton brand of products is the
worldwide leader in consumer security and problem-solv-
ing solutions. Headquartered in Cupertino, Calif., Symantec
has operations in more than 35 countries. More informa-

tion is available at www.symantec.com.

Symantec World Headquarters
20330 Stevens Creek Blvd.
Cupertino, CA 95014 USA
408 517 8000
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