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EXECUTIVE SUMMARY

Doing more with less has been the recent mantra for IT professionals
due to flat budgets. Add to that the increased pressures caused by high
downtime costs, stringent service level agreements, and the potential for
system outages to test disaster recovery plans, and you may think you
have a recipe for disaster.

In this year’s annual Disaster Recovery Research, Symantec found that
IT professionals responsible for disaster recovery have been largely able
to rise to these and other challenges, perhaps due to increased
executive involvement. However, the study found that testing disaster
recovery increasingly impacts customers and revenue, and one in four
tests fails. In addition, incorporating virtualization into disaster recovery
plans is still a major challenge for organizations. Due to this and other
factors, executives are more involved in disaster recovery initiatives.

Key findings of the 2009 Disaster Recovery Research Report include the
following:

e The cost of downtime is significant

o Although DR budgets continue to rise in 2009, they are
expected to be flat in 2010

¢ DR testing increasingly impacts customers and revenue

¢ Virtualization changes how organizations approach DR
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METHODOLOGY

Symantec surveyed 1,650 companies worldwide. Applied Research was
selected to perform the survey and targeted the following personnel:

e Enterprise IT (at least 5,000 employees worldwide)
e Companies with a current DR plan

e Personnel involved with DR management

The survey was performed in June 2009.
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What is your title? DEMOGRAPHICS

0% 20% 0% 60% 80% 100%

hefnformaton Ok (€0} CheTedneloy Gt - Symantec spoke with 1,650 companies worldwide. All companies
‘ included in the survey had at least 5,000 employees worldwide.

One third of global respondents were CIOs/CTOs. Twenty-nine percent
were IT managers, with the remaining respondents being split almost
- evenly between VPs/SVPs (13 percent), IT Staff (12 percent), and Data

Center Managers or Directors (11 percent).
. ‘ One third of respondents worked in the technology/online market. One
" fourth provided financial services, and 14 percent were service
providers.

Other (please specify)

What is your market?

o

*

20% 40% 60% 80% 100%

Financial services 25%

Government

Q I

Technology/online/internet company

~

Service providers 14%

Healthcare 8%

Other (please specify)

14%
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F I N DI N G 1 . s I G N I F I CANT cos‘r o F Under what circumstances have you had to actually

execute your disaster recovery plan, either in full or in
part, excluding drills/tests?

DOWNTI M E (Select all that apply)
o ot dssters, . e oot | R -
In the past year, nearly all organizations (93 percent) have had to M madedstr o varsndreron, NN
implement DR plans (either in full or partially). They reported they could — comuessmtane i miaesmisonr: |
t tl b k d . . b t f h ﬁ . t . d External computer threats, e.g viruses and hackers _ 54%
get mostly bac gp and running |n.a out four hours a far a §| e-wi e. SO, —— —— =
outage. They said they could achieve skeleton operations in a median — I
Of th ree hOUI’S Configuration change management issues — 34%
IT problem management — 39%
. Dataleakage or loss —37»‘.
Based on recovery time reported by respondents and the cost per hour R, —— —— =
of downtime, it can be deduced that the cost per incident globally ot e s o) [T
Never - 7%

averages approximately $287,000. The median cost per incident can
rise as high as $500,000 globally.

e H H e : . : Which of the following technology types do you have,
Add|t|on§|IIy, ITis becomlng more pr|t|cal tolorgam.zatlons, demonstrating S WHich oF s AT Coveted by (e DR plaki?
the crucial problems associated with downtime. Sixty percent of all (Select all that apply)
applications are now deemed mission critical, up from 56 percent in D G e A i

2008 5
. 62%

Applications (ie ERP, etc.)

Database servers are the most likely technologies to be covered by DR 5:
plans (62 percent), followed by applications and web servers (61 percent
each).

~
3

Web servers
@Havein Organization

Desktop environment @ Covered by DR Plan

Laptop environment

e
k2
2
2
|
e

39%

Mobile technology such as handheld devices e
W%
Remote offices i
44
s
Home workers' PCs "
24%
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In your opinion, which of the following best describes
your disaster recovery budget?

®Decreasing @ Staying thesame  @Increasing
100%
90%
80% 42%
46%
des s1%
70%
60%
50%
40%
52%
30% 7% 36%
20%
10%
13%
5% 6%
0%
[ nths n 12 mon! ths n 18 months In two years
Which of the following people are on your
organization's disaster recovery committee?
(Select all that apply)

— L
Chief Finandial Officer (CFO) - 32‘1‘:
Chief Information Office (C10) / (hlefTe(Il‘nologv Office _ 70)“
(CTO) /1T director
Chief Security Officer (CS0) _ 50%
—— - -
Line of business executives/managers _ 29% ‘
R — -
P — -

14%

HNondT senior managers

External consultant - 10%
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FINDING 2: BUDGETS EXPECTED TO BE
FLAT

Though Disaster Recovery budgets are currently rising in 2009, they're
expected to be fairly flat in 2010. In 2010, 52 percent of respondents
believe that budgets will remain the same. Conversely, 42 percent
believe that budgets will increase.

With IT needs increasing and budgets remaining steady, it becomes
apparent that more will need to be done with less.

Executive involvement rising

One side effect of flat budgets and the increase in the strategic and
critical nature of IT is that executive involvement in Disaster Recovery
initiatives is increasing. Seventy percent of respondents indicated that
executives (ClO, CTO, IT director) are involved in DR committees.
Compared to 33 percent indicating the same in 2008, this is a significant
rise.
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F I N DI N G 3: D R TESTI NG I M PACTI N G Which of the following do you consider to be barriers

to running a full scenario test on your disaster
recovery plan?

CUSTOMERS AND REVENUE (Select all that apply)
Disaster recovery testing, while important, also has a negative impact. e [
When asked about barriers to running full-scenario tests on their disaster . ___
recovery plans, 40 percent of respondents indicated a fear of disruption s ol [N
to customers. Twenty-seven percent indicated a fear of disruption to onpunte crviorees | Y
sales and the revenue stream. These both rose from 32 percent and 21 ounptontocutomer |
percent, respectively, in 2008. Another 44 percent said it could cause

disruption to employees.
Other T projects takinga higher priority - 16%

Not seen as a priority by top management l 4%

Additionally, almost one third of such tests (30 percent) failed to recover
critical data and applications within their specified targets.

Symantec believes that disaster recovery testing methods should not
disrupt business operations. As respondents point to people (44 percent)
and processes (36 percent) as two of the main reasons tests fail, more
automated tools would help to address this challenge.
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What percentage of the following applications are
being put into virtual environments now, and what
will they be twelve months from now?

0% 20% 40% 60% 80% 100%

Databases

@Median Now
@Medianin 12 months

Messaging applications

ERPs/CRMs

Custom line of business applications

Do you test virtual servers as part of your disaster
recovery plan?

How are your organization's data and mission critical
applications protected in virtual environments?
(Select all that apply)

20% 40% 60% 80% 100%

+ 2

&
%

Tape backup

Disk backup

Optical removable media (CDs, DVDs, Blu-ray, etc )

Online/cloud storage {ie online)

Continuous data protection

High availability clustering

Global or wide area clustering

Datareplication
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FINDING 4: VIRTUALIZATION CHANGING
DR APPROACH

As technology evolves, so does disaster recovery. The rising popularity
of virtualization is causing 64 percent of organizations to re-evaluate
their disaster recovery plans, a significant increase from 55 percent in
2008. In addition, companies only back up 36 percent of their data in
virtual environments.

That said, however, virtual environments still have a way to go. Just
over one fourth of organizations reported that they do not test their
virtual servers.
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KEY RECOMMENDATIONS

10

Organizations can do a better job at curbing the costs of
downtime by implementing more automation tools that minimize
human involvement and address other weaknesses in their
disaster recovery plans.

Because disaster recovery testing is invaluable, but can
significantly impact business — including customers and revenue
— organizations should seek to improve the success of testing
by evaluating and implementing testing methods which are non-
disruptive.

Organizations should include those responsible for virtualization
in disaster recovery plans, especially testing and backup
initiatives.

Virtual environments should be treated the same as a physical
server, showing the need for organizations to adopt more cross-
platform and cross-environment tools, or standardize on fewer
platforms.
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