Solution Overview: IT Compliance

CCS Federal Toolkit

Targeted Compliance Solution for the Federal Market

The Control Compliance Suite Federal Toolkit provides a targeted solution for agencies to report on the Federal Desktop Core
Configuration (FDCC) requirements set forth by the Federal Government’s Office of Management and Budget (OMB). The CCS
Federal Toolkit takes full advantage of the Security Content Automation Protocol (SCAP) and is extensible to any new security
configuration requirements that may emerge based on these standards.

The CCS Federal Toolkit provides complimentary capabilities to those already present in the full Control Compliance Suite product
and when used together provide a unified compliance management solution for the Federal market. Control Compliance Suite
provides end-to-end coverage for the IT compliance lifecycle, including policy management, technical and procedural controls
assessment, reporting and remediation. CCS provides the most comprehensive view of risk and compliance posture with a
combination of point-in-time controls assessment and real-time monitoring of risks and threats. Evidence of compliance can be
agentlessly gathered on configurations, permissions, patches, vulnerabilities, and manual attestation of procedural activities. CCS
is an open architecture that enables integration with business processes and other external solutions.

Solution Benefits
e |dentify and report upon deficiencies uncovered by NIST security configuration guidelines at an organization-wide level

» Test core security configuration changes before implementing them in a production environment and rollback selected changes
if configuration issues arise

¢ Remediate configuration deficiencies for desktops and place them into compliance quickly and easily

Key Features and Benefits

Operationalize Compliance
¢ Implement baseline and system configurations before deploying new assets
e Apply authorized deviation/exception profiles quickly and easily

¢ Automatable scanning allows administrators to identify missing security patches and other deficiencies which could raise
vulnerability threat posture

Reporting and Access Control

¢ Report on compliance posture to FDCC and other future mandates

e Roles based access view permits read-only access to compliance status.

e Secure authentication is enforced to view and apply settings.

Ease of Use and Flexibility of Deployment

e Schedules jobs to reduce the cost of redundant and often-repeated technical assessments
¢ Agentless technology eases deployment and maintenance

e Agent based capabilities to meet varying customer needs
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Flexible Platform Support
¢ Windows XP, Windows Vista, Windows Server 2003, Red Hat 5, and Solaris 10

» Extensible architecture and SCAP standards based content model provide the flexibility to support new platforms as content is
made available by the SCAP community

Contact Us Today
Call toll-free 1 (800) 745 6054

Visit Our Web Site
http://enterprise.symantec.com

About Symantec

Symantec is a global leader in providing security, storage, and systems management solutions to help businesses and consumers
secure and manage their information. Headquartered in Cupertino, Calif., Symantec has operations in more than 40 countries.
More information is available at www.symantec.com.
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