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This report discusses the metrics and trends observed in phishing activity during the month of
December 20009.

Highlighted in the January 2010 report:

1 Symantec observed a 4 percent decrease from the previous month in all phishing at-
tacks

1 21 percent of phishing URLs were generated using phishing toolkits; a decrease of 19
percent from the previous month

T A 26 percent decrease from the previous month was observed in-ammylish phishing
sites

T More than 118 Web hosting services were used, which accounted for 11 percent of all
phishing attacks; an increase of 2 percent in total Web host URLs when compared to
the previous month
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Phishing site attack methods and target sectors

Phishing sites in December 2009 were categorized to understand the attack methods and
determine the sectors and brands impacted by the attacks.

The following categories were analyzed:

Sectors

Number of brands

Phishing toolkits

Fraud URLs with IP addresses

Use of Web hosting sites
Geclocations of phishing sites
Non-English phishing sites
Top-Level domains of phishing sites
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Phish sites that use IP address domajeategorized by hosted cities

Country of brand NoiEnglish phishing sites

SectorsPhishing target sectors are seen in the graphic below.

Number of Brands:

Symantec observed that 79
percent of all attacks were from
unique  phishing  websites,
which included more than 218
targeted brands. In Decembe
2009, the unigue phishing
activity increased by 2 percen
over the previous month. The
proportion of unique phishing
URLs increased from 75 percel
(in November 2009) to 79
percent (in December 2009)
The higher proportion of
unique phishing activity was ¢
result of a fall in the number of
toolkit phishing websites in the
month.
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Weekly Behavior of Phishing Toolkit Activity
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Automated Phishing Toolkits:
Symantec observed that 21 percent of rest of the month. The toolkit attacks on the

phishing URLs were generated using phishindinancial sector decreased considerably in De-
toolkits. The number of toolkit attacks cember 2009. The information services sector
decreased considerably by 19 percent. Ahad the majority of toolkit attacks during the

spike was observed in the first week of the month. The attacks on the financial sector
month in toolkit phishing activity. However, spanned several brands whereas the attacks
the volume of phishing attacks from these in information services sector were primarily

toolkits was considerably low throughout the targeted at a single brand.
Phishing Attacks Using IP Address Domains

Phishers today use IP addresses as part of the hostname instead of a domain name. This is a
tactic employed to hide the actual fake domain name that otherwise can easily be noticed.

Also, many banks use IP addresses in their website URLS.

A total of 1135 phishing sites were hosted in 61 countries. This amounted to an increase of
approximately 8 percent of IP attacks in comparison to the previous month. The United States
continued to be the top ranked country hosting phishing sites. The Greater China region con-
tinued to be at the second spot comprising of 7 percent of IP attacks. South Korea accounted

for approximately 7 percent of IP attacks in the month.
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The top cities hosting phish sites were Seoul, Fort Lauderdale and Clarksville. Debuting in
December was Clarksville at the third position. Brooklyn, Atlanta and Montreal were common
to the list of top cities in the previous month as well.



