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Report Network (PRN), strategic partners, customers and security solutions. 
  
This report discusses the metrics and trends observed in phishing activity during the month of 
June 2009. 

Highlighted in the July 2009 report: 

¶ Symantec observed a 21 percent increase from the previous month in all phishing attack  

¶ A 9 percent increase was observed in the total number of phishing URLs generated using 

phishing toolkits. However, when compared against all phishing attacks the proportion of 

phishing URLs using toolkits actually reduced to 38 percent. This decrease can be partially 

attributed to a significant increase in the total number of phishing URLs utilizing free Web

-hosting services.   

¶ More than 143 Web hosting services were used, which accounted for 10 percent of all 

phishing attacks; a staggering increase of 96 percent from the previous month   

¶ Symantec observed a 21 percent increase in non-English phishing sites  

¶ Symantec identified a new phishing tactic used in an attack targeting the Australian Taxa-

tion Office 
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Phishing Tactic Distribution: Phishing sites 
were categorized based upon the domains 
they leveraged.  A considerable increase was 
seen in the number of phishing sites using 
automated toolkits. This increase was a re-
sult of a large toolkit attack targeting an in-
formation services brand. 
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The following categories were analyzed: 
 

¶ Sectors 

¶ Number of brands 

¶ Phishing toolkits 

¶ Fraud URLs with IP addresses 

¶ Phish sites by hosted cities 

¶ Use of Web-hosting sites 

¶ Geo-locations of phishing sites 

¶ Non-English phishing sites 

¶ Top-Level domains of phishing sites 

¶ Country of brand  
 
 

Sectors: Phishing target sectors are seen in 
the graphic below. 
 
Number of Brands: Symantec observed that 
62 percent of all attacks were from unique 
phishing Web sites, which included more than 
208 targeted known brands. The unique at-
tacks increased by 27 percent from the previ-
ous month. The increase was likely a result of 
phishers evading the phishing mitigation tac-
tics of several web hosting companies to their 
benefit. This has  also partially attributed to 
an overall increase in the volume of phishing 
activity in June. 

 

 
 

 
 

Phishing site attack methods and target sectors   



 
 

Automated Phishing Toolkits: Symantec ob-
served that 38 percent of phishing URLs in the 
month of June were generated using phishing 
toolkits. The number of toolkit attacks in-
creased by 9 percent.  Symantec observed 
that there was a sudden increase in toolkit 
attacks during the last week of June (primarily 
targeting the information services sectors).  
 

The rise in toolkit attacks was primarily the 
resurgence in phishers targeting a social net-
working site popular mainly in the United 
States. This phishing attack follows right after  
the recent phishing attacks observed in May 
targeting another popular social networking 
site Facebook, which was successfully curbed 
by the team at Facebook. 
 
This particular toolkit attack is most likely re-
lated to a specific Command & Control server 
being reactivated. These attacks play a signifi-
cant part in populating and updating under-
ground economy servers with stolen personal  
 

 
 

data; marketed in the maturing underground 
economy. The primary objective of those who 
operate in these activities is - money. 
 
Symantec observed a new technique used in 
phishing scams targeting the Australian Taxa-
tion Office at the closing of the financial year. 
Most of these phishing attacks were traced 
back to compromised Web servers hosted in 
Germany and Australia. 
 
 The phishing scam was technically very nifty 
as it asked the intended victims to supply de-
tails and print the form. The completed form 
was to be sent to the mailing address to proc-
ess the tax refund. If someone completed the 
form and clicked on the "Print" button, what 
actually happened was the confidential infor-
mation was sent to a server utilizing the fraud 
domain. Fortunately the Australian Taxation 
Office took serious note of  the phishing at-
tacks and worked diligently to gain control 
over it. 
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