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This report discusses the metrics and trends observed in phishing activity during the month of 
July 2009. 

Highlighted in the August 2009 report: 

¶ Symantec observed a 52 percent increase from the previous month in all phishing attack 

¶ 63 percent of phishing URLs were generated using phishing toolkits; an increase of 150 

percent from the previous month 

¶ More than 130 Web hosting services were used, which accounted for 6 percent of all 

phishing attacks; a decrease of 14 percent of total Web host URLs when compared to the 

previous month    

¶ There was a 17 percent decrease from the previous month in non-English phishing sites   

¶ Symantec observed an increase in attacks employing fraudulent use of hijacked legitimate 

SSL certificates    
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Phishing Tactic Distribution: Phish-
ing sites were categorized based 
upon the domains they leveraged.  

A considerable increase was seen 
in the number of phishing sites be-
ing generated using phishing tool-

kits. This was likely a result of a 
particular Command & Control 
served being re-activated. This also 

is partially attributable for the 
overall increase in the volume of 
phishing activity in July. 
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The following categories were analyzed: 
 

¶ Sectors 

¶ Number of brands 

¶ Phishing toolkits 

¶ Fraud URLs with IP addresses 

¶ Phish sites by hosted cities 

¶ Use of Web-hosting sites 

¶ Geo-locations of phishing sites 

¶ Non-English phishing sites 

¶ Top-Level domains of phishing sites 

¶ Country of brand  
 
 

Sectors: Phishing target sectors are seen in 
the graphic below. 

 
Number of Brands: Symantec observed that 
37 percent of all attacks were from unique 

phishing websites, which included more than 
226 targeted brands. Although, the unique 
phishing activity decreased by only 8 percent 
in July, the proportion of unique phishing 

URLs decreased considerably from 62% (in 
June) to 35% (in July). This was the result of a 
sharp increase in toolkit activity as the trend-

ing of the two is usually inversely correlated. 
 

 

 
 

 

 

Phishing site attack methods and target sectors   



 
Automated Phishing Toolkits: Symantec ob-

served that 63 percent of phishing URLs were 
generated using phishing toolkits in the last 
month. The number of toolkit attacks in-

creased by 150 percent.  Symantec observed 
that there was a vast increase in toolkit at-
tacks during the first half of the month 
(primarily targeting the information services 

sectors).  
 
The increased toolkit attacks observed since 

the previous month continued to primarily 
target a social networking site popular in the 
United States. This toolkit attack is in all likeli-

hood related to a specific Command & Control 
server being reactivated. These attacks tar-
geted towards the information services sec-

tor, facilitates attackers in the collection of 
personal data to leverage further spamming 
activities.   

 
Symantec recently observed an increase in 
phishing attacks abusing legitimate SSL  

 
certificates. Fraudsters have targeted the us-

ers of major brands by compromising Web  
servers with SSL certificates so that the 
fraudulent Web pages can display the familiar 

padlock icon, while offering a false sense of 
security to the victims.  
 
In this particular attack, the certificates were 

legitimate because they matched the compro-
mised legitimate domain.  The fake pages that 
were spoofing the target brands in actuality 

had no connection with the displayed domain 
or the certificate. A single compromised Web 
server with an SSL certificate can be used to 

host a broad range of phishing sites, and, can 
have a higher success rate to trick users gain 
trust in the fake site. Web servers using SSL 

certificates generally have strong security 
measures so they do not tend to be compro-
mised as frequently as non-SSL sites and in 

the larger picture represent a relatively small 
percentage of all phishing attacks.     

Weekly Behavior of Phishing Toolkit Activity 


