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This report discusses the metrics and trends observed in phishing activity during the month of 
August 2009. 

Highlighted in the September 2009 report: 

¶ Symantec observed a 45 percent decrease from the previous month in all phishing attacks 

¶ 30 percent of phishing URLs were generated using phishing toolkits; a decrease of 74 per-

cent from the previous month 

¶ There was a 11 percent increase from the previous month in non-English phishing sites 

¶ More than 111 Web hosting services were used, which accounted for 11 percent of all 

phishing attacks; a decrease of 4 percent of total Web host URLs when compared to the 

previous month 

¶ Symantec identified an increase in a phishing tactic used in an attack targeting a popular 

email client application 
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Phishing Tactic Distribution: Phishing sites 
were categorized based upon the domains 
they leveraged.  A considerable decrease 
was seen in the number of phishing sites 
being generated using phishing toolkits. 
This was largely due to the discontinuation 
of a large toolkit attack targeting a social 
networking site. Although, there is some 
decrease in phishing toolkit activity, it pos-
sibly could be a short term variation in 
strategies before we see resurgence in the 
upcoming holiday season. The decrease in 
phishing toolkit activity is also  partially 
attributable to an overall decrease in the 
volume of phishing activity in the reporting 
period. 
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The following categories were analyzed: 
 

¶ Sectors 

¶ Number of brands 

¶ Phishing toolkits 

¶ Fraud URLs with IP addresses 

¶ Phish sites that use IP address domains ς categorized by hosted cities 

¶ Use of Web hosting sites 

¶ Geo-locations of phishing sites 

¶ Non-English phishing sites 

¶ Top-Level domains of phishing sites 
Country of brand 
 

Sectors: Phishing target sectors are seen in the graphic below. 

Phishing site attack methods and target sectors   

Number of Brands:  
Symantec observed that 70 
percent of all attacks were 
from unique phishing  
websites, which included 
more than 222 targeted 
brands. Although, the 
unique phishing activity  
increased by only 3 percent 
in August, the proportion of 
unique phishing URLs  
increased considerably from 
37 percent (in July) to 70 
percent (in August). This 
was the result of a sharp 
decrease in toolkit activity 
as the trending of the two is 
usually inversely correlated. 



 
Automated Phishing Toolkits:  
 

Symantec observed that in August 30 percent 
of phishing URLs were generated using phish-
ing toolkits. The number of toolkit attacks de-
creased dramatically by 74 percent.  Symantec 
observed that there was a continuous fluctua-
tion in the toolkit attacks throughout the 
month. There was a slight increase observed 
in the toolkit attack (primarily targeting the 
information services and financial sector) to-
wards the end of the month.  
 
The increase in toolkit attacks observed in the 
recent months primarily targeted a social net-
working site, and was discontinued in August. 
This in all likelihood is related to a specific 
/ƻƳƳŀƴŘ ϧ /ƻƴǘǊƻƭ ǎŜǊǾŜǊǎΩ ŀŎǘƛǾƛǘȅ ōŜƛƴƎ 
brought down. Symantec observed that this 
resulted in a slight increase in toolkit attacks 
targeting the financial sector, as the fraud-
sters possibly activated another botnet from 
their distributed infrastructure, to carry out 
the phishing attack. 

 
Phishing Trojan Targets Email Client:  
 

In August, Symantec observed an increase in 
phishing attacks facilitated by spam email 
messages targeting a popular email client  
application. The phishing scam messages 
lured the intended victims to re-configure 
their email client application by a link  
provided in the email. The link directed the 
potential victim to a phishing Web page that 
requested the download of a critical security 
update for the email application.  The security 
update was in fact a malicious application file 
developed by the fraudsters that further  
attempted to acquire user credentials such as 
the email account name, password, and the 
mail server name. This would enable the 
fraudsters to gain control over the email  
application and steal critical information, or 
even use it for further spamming activities. 

Weekly Behavior of Phishing Toolkit Activity 


