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This report discusses the metrics and trends observed in phishing activity during the month of 
September 2009. 

Highlighted in the October 2009 report: 

¶ Symantec observed a 5% decrease from the previous month in all phishing attacks 

¶ 25 percent of phishing URLs were generated using phishing toolkits; a decrease of 21 

percent from the previous month 

¶ Non-English phishing sites decreased by 33 percent from the previous month 

¶ More than 110 Web hosting services were used, which accounted for 11 percent of all 

phishing attacks. Although the proportion remained the same as in August; there was 

a 3 % decrease in total Web host URLs in September 

¶ Symantec identified an increase in a phishing tactic used in an attack targeting the U.S. 

tax payers 
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Phishing Tactic Distribution: Phishing sites 
were categorized based upon the domains 
they leveraged.  In September, an overall 
decrease was observed in almost all of the 
phishing metrics considered in the report. As 
seen in recent months, there was a consider-
able decrease observed in the number of 
phishing sites being generated using phish-
ing toolkits. The continued downtrend of 
toolkit attacks was observed across all sec-
tors in September. However, as cited earlier, 
these attacks are expected to gradually re-
appear as we approach the holiday season.  
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The following categories were analyzed: 
 

¶ Sectors 

¶ Number of brands 

¶ Phishing toolkits 

¶ Fraud URLs with IP addresses 

¶ Phish sites that use IP address domains ς categorized by hosted cities 

¶ Use of Web hosting sites 

¶ Geo-locations of phishing sites 

¶ Non-English phishing sites 

¶ Top-Level domains of phishing sites 

¶ Country of brand 
 

Sectors: Phishing target sectors are seen in the graphic below. 

Phishing site attack methods and target sectors   

Number of Brands:  
Symantec observed that 75 
percent of all attacks were 
from unique phishing web-
sites, which included more 
than 222 targeted brands. 
Although, the unique phish-
ing activity remained nearly 
the same, the proportion of 
unique phishing URLs in-
creased from 70 percent (in 
August) to 75 percent (in 
September). This was the 
result of a further decrease 
in toolkit activity as the 
trending of the two is usu-
ally inversely correlated. 



 

Automated Phishing Toolkits:  
 

Symantec observed that, in September, 25 
percent of phishing URLs were generated us-
ing phishing toolkits. The number of toolkit 
attacks decreased considerably by 21 percent. 
Symantec observed that there was a continu-
ous fluctuation in the toolkit attacks through-
out the month. There was a sharp increase 
observed in the toolkit attack (primarily tar-
geting a payment processing company) in the 
first week of the month. Symantec found this 
particular attack as the only exception 
wherein the number of phishing websites ac-
tually increased over the previous month. 
 

The decrease in toolkit attacks was observed 
across all sectors. As explained in the previous 
month, this possibly could be a short term 
variation in the strategies of the fraudsters, 
before we see resurgence in the forthcoming 
holiday season. Symantec observed that the 
cutback in toolkit attacks has in recent 
months resulted in a slight increase in attacks 
employing other tactics such as Typo squat-
ting.  
 

 

Phishing Trojan Targets U.S. Taxpayers: 
 

In September, Symantec observed a phishing 
attack facilitated by spam email messages, 
targeting the Internal Revenue Service tax set-
tlement program for the U.S. tax payers. The 
phishing scam requested the intended victims 
to review their tax statement online by click-
ing on the link provided. The fraudsters re-
ǇƻǊǘŜŘ ǘƘŜ ƛǎǎǳŜ ŀǎ ά¦ƴǊŜǇƻǊǘŜŘκ
¦ƴŘŜǊǊŜǇƻǊǘŜŘ LƴŎƻƳŜέ ǘƻ ƛƴǎǘƛƭƭ ŀ ǎŜƴǎŜ ƻŦ 
panic amongst the tax payers. The link di-
rected the potential victim to a phishing Web 
page that requested to download and execute 
the tax statement file - άǘŀȄ-ǎǘŀǘŜƳŜƴǘΦŜȄŜέΣ 
which in fact was a password stealing Trojan.  
The URLs in the phishing attack comprised of 
several recently created randomized domain 
names.  

Weekly Behavior of Phishing Toolkit Activity 


