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This report discusses the metrics and trends observed in phishing activity during the month of 
October 2009. 

Highlighted in the November 2009 report: 

¶ Symantec observed a 17 percent increase from the previous month in all phishing at-

tacks 

¶ 30 percent of phishing URLs were generated using phishing toolkits; an increase of 24 

percent from the previous month 

¶ Symantec observed a 45 percent increase from the previous month in non-English 

phishing sites  

¶ More than 97 Web hosting services were used, which accounted for 8 percent of all 

phishing attacks; a decrease of 19 percent in total Web host URLs when compared to 

the previous month 
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Phishing Tactic Distribution: Phishing sites 
were categorized based upon the domains 
they leveraged.  In October, there was an 
increase observed in the volume of phishing 
activity, as forecasted in the previous 
months. There was a considerable increase 
observed in the number of phishing sites 
being generated using phishing toolkits. The 
recent downtrend of phishing attacks, in all 
likelihood, is seen to have been discontin-
ued with the resurgence in toolkit attacks in 
October, and signals the approach of the 
holiday season.  
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The following categories were analyzed: 
 

¶ Sectors 

¶ Number of brands 

¶ Phishing toolkits 

¶ Fraud URLs with IP addresses 

¶ Phish sites that use IP address domains ς categorized by hosted cities 

¶ Use of Web hosting sites 

¶ Geo-locations of phishing sites 

¶ Non-English phishing sites 

¶ Top-Level domains of phishing sites 

¶ Country of brand 
 

Sectors: Phishing target sectors are seen in the graphic below. 

Phishing site attack methods and target sectors   

Number of Brands:  
Symantec observed that 70 
percent of all attacks were 
from unique phishing  
Websites, which included 
more than 201 targeted 
brands. In October, the 
unique phishing activity  
decreased by 4% over the 
previous month. The  
proportion of unique  
phishing URLs decreased 
from 75 percent (in  
September) to 70 percent 
(in October). This was  
partially attributable to an 
increase in toolkit activity as 
the trending of the two is 
usually inversely correlated. 



 

Automated Phishing Toolkits:  
 

Symantec observed that in October, 30 per-
cent of phishing URLs were generated using 
phishing toolkits. The number of toolkit  
attacks increased considerably by 24 percent. 
Symantec observed that the toolkit attacks 
were more in number at the beginning and 
towards the end of the month. The sharp  
increase observed in the toolkit attacks was 
primarily attributed to a phishing attack  
targeting a popular information services 
brand.  
 

Symantec observed that the increased toolkit  

 

attacks targeted a wide range of brands from 
diverse sectors. It further turned out interest-
ing to observe that most of these brands, for a 
while, had been disengaged by the fraudsters 
from the toolkit activities. This in all likelihood 
indicates that the fraudsters have reactivated 
many command-and-control servers, with-
drawn recently, for a new season of phishing 
activity. Symantec observed that the resur-
gence in toolkit attacks has resulted in other 
tactics such as Typo squatting which had  
increased in the recent months, back to a  
normal level of activity. 

Weekly Behavior of Phishing Toolkit Activity 

Phishing Attacks Using IP Address Domains 

Phishers today use IP addresses as part of the hostname instead of a domain name. This is a 
tactic employed to hide the actual fake domain name that otherwise can easily be noticed. As 
many banks use IP addresses in their website URLs, this establishes a precedent that spam-
mers can follow as it raises less suspicion.  


