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The earthquake in Haiti drove up the volume of scam and phisinegsages in January 2010

as spammers used the tragic event for their benefit. Both scam and phishing categories dou-
bled as in percentage of all spam in January 2010 compared to December 2009. With 419
Nigerian spam becoming more prevalent again, the total of scam and phishing messages came
in at 21 percent of all spam, which is the highest level recorded since the inception of this re-

port.
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was not enough to make up for Christmadated product spam as the product category de-
creased by 7 percentage points in January 2010.

Phishing attacks are getting more and more targeted in nature and are focused on attacking
major brands rather than being mass attacks. Symantec observed a 25 percent decrease from
the previous month in all phishing attacks. The decline in phishing attacks was primarily due to
a decrease in the volume of phishing toolkit attacks. It would be important to note that phish-
ing attacks are measured based upon the number of new active phishing sites whereas phishing
email messages (spam) are a delivery mechanism to reach phishing sites. In January, 14 per-
cent of phishing URLs were generated using phishing toolkits, a decrease of 50 percent from the
previous month. A 16 percent decrease was observed inErglish phishing sites as well.

More than 95 Web hosting services were used, which accounted for 13 percent of all phishing
attacks, a decrease of 12 percent in total Web host URLs when compared to the previous
month.

The following spam and phishing trends are highlighted in the February 2010 report:
No Sympathy From Spammers

Spam Calendar of Events

CNNIC Clamps Down

Will the Trend Continue?

January 2010: Spam Subject Line Analysis

Adult Phishing Scams
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Metrics Digest

Name (% points)
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adult 2% 1%
financial 11% 13% -2
fraud 10% 5% +5
health 14% 16% -2
internet 31% 31% No Change
leisure 6% 7% -1
419 spam 7% 4% +3
political <1% <1% No Change
products 14% 21% -7
scams 4% 2% +2
Spam URL TLD Distribution -
(% points)
68.6% 59.1%
cn 11.9% 24.4% =17).5)
org 7.8% 4.8% +3.0
ru 4.9% 1.0% LS8R0
(% points)

0-2kb 0.83% 1.50%
2kb- 5kb 72.02% 78.10% -6.08
5kb-10kb 22.58% 13.49% +9.09
10kb+ 4.57% 6.91% -2.34

Spam Attack Vectors



