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Scam and phishing messages in February accounted for 19 percent of all spam, which is 2 per-
centage points lower than in January, but nevertheless an elevated level. Spammers continued
to use the earthquake in Haiti, and the recent earthquake in Chile as another vector to utilize.
They also used other current higiofile events, such as recent auto recalls, to deliver spam
messages. Also taking a look at international threats, this reports highlights attacks specific to
Brazil, China, Russia, and India.

Symantec observed a 16 percent increase from the previous month in all phishing attacks. This
was primarily due to an increase in the volume of unique URL and IP attacks. 13 percent of
phishing URLs were generated using phishing toolkits, an increase of 9 percent from the previ-
ous month. A 12 percent increase was observed intoglish phishing sites from the previous
month. There was a significant increase in phishing sites in Italian and French languages. The
increase in Italian language phishing was attributed to a rise in attacks on three Italian banks.
Phishing on one Canadian financial institution and one French bank led to the rise in attacks in
French. More than 98 Web hosting services were used, which accounted for 12 percent of all
phishing attacks.

The following trends are highlighted in the March 2010 report:

Still No Sympathy From Spammers

Affected by Recalls? Spammers Want to Know

Will the Trend Continue?

International Spam & Phishing Roundup

Phishing the Brands of Online Auction Marketing Tools
February 2010: Spam Subject Line Analysis
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Metrics Digest

Name (% points)

Adult 1% 2%
Financial 12% 11% +1
Fraud 8% 10% =2
Health 11% 14% =)
Internet 33% 31% +2
Leisure 4% 6% -2
419 spam 7% 7% No change
Political <1% <1% No change
Products 19% 14% +5
scams 4% 4% No change
Spam URL TLD Distribution -
(% points)
57.2% 68.6% -11.4

ru 25.1% 4.9% +20.2
org 4.9% 7.8% -2.9
net 3.2% Not listed N/A

(% points)
0-2kb 0.52% 0.83%
2kb-5kb 76.53% 72.02% +4.51
5kb-10kb 14.39% 22.58% -8.19
10kb+ 8.56% 4.57% +3.99
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Spam Regions of Origin

GecLocation of Phishing Lures

GecoLocation of Phishing Hosts
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