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Scam and phishing messages in March accounted for 17 percent of all spam, which is 2 percent-
age points lower than in February. After the tragic earthquakes in Haiti and in Chile, there were
no additional natural disasters for spammers to take advantage of. Instead, spammers contin-
ued to focus on seasonal and calendar eve - Spam Percentage

such as Easter holiday to deliver spam me:
sages. With respect to spam message sizt
there was a sizeable increase in spam mes %% 1]
sages between 5kb and 10kb (up over 10
centage points), which correlates to an in-
crease in attachment spam. Overall, spam 7%
made up 89.34 percent of all messagesin |
March, compared with 89.99 percentin Fel $
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Symantec observed a 3 percent decrease from the previous month in all phishing attacks. This
was primarily due to a decrease in volume of attacks generated from automated toolkits. 9 per-
cent of phishing URLs were generated using automated phishing toolkits, a decrease of 35 per-
cent from the previous month. However, there was an increase in the volume of unique URL
and IP attacks. Unique URLs increased by 1.5 percent and IP attacks increased by nearly 4 per-
cent from the previous month. A 9 percent decrease was observed ifEngfish phishing sites

from the previous month. The decrease was due to a fall in the number of phishing attacks in
French and Italian. There was a slight increase in the number of attacks in Chinese that was pri-
marily in the ecommerce sector. More than 95 Web hosting services were used, which ac-
counted for 12 percent of all phishing attacks.

The following trends are highlighted in the April 2010 report:

Spam as Economic Indicator

Mass Phishing of Retail Electronic Payment Brands
Phishing of Indian Job Sites

Will the Trend Continue?

Easter, and Other Holidays

March 2010: Spam Subiject Line Analysis

=A =4 =4 -4 -4 -4

Dylan Morss David Cowings
Executive Editor Executive Editor
Antispam Engineering Security Response

Eric Park Mathew Maniyara Sagar Desai
Editor Editor PR contact
Antispam Engineering Security Response sagar_desai@symantec.com



(e

. State of Spam & Phishing

/ A Monthly Report

Metrics Digest

Global Spam Categories

Spam URL TLD Distribution

Average Spam Message Size

Spam Attack Vectors

Confidence in a connected world. ’ Symantecm

Category Change

Adult
Financial
Fraud
Health
Internet
Leisure
419 spam
Political
Products
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