
 
Dotted quad spam makes a splashy return to this report as the volume more than tripled from 
the month prior.  The most observed spam subject line of the month was also the dotted quad 
spam attack.  With respect to message size, attachment spam continued to creep up in volume 
in March.  This, along with an increase in NDR spam, raised the average message size.  The 5kb 
to 10kb bucket increased by over 4 per-
centage points, and 10+kb bucket in-
creased by over 9 percentage points.  With 
respect to spam categories, scam and 
phishing messages in April accounted for 
17 percent of all spam, remaining un-
changed compared to March.  Overall, 
spam made up 89.22 percent of all mes-
sages in April, compared with 89.34 per-
cent in March. 
 
An increase of 33 percent was observed in overall phishing attacks from the previous month. 
The increase was contributed to all sectors of phishing.  Twelve percent of the phishing web-
sites were generated from automated toolkits, an increase of 77 percent from the previous 
month. Unique URLs increased by 29 percent and IP attacks increased by 3 percent from the 
previous month. Non-English phishing websites increased by 23 percent. The increase was con-
tributed by a rise in attacks in French and Portuguese. Phishing in French was mostly in the fi-
nancial sector and attacks in Portuguese were a combination of the financial and information 
services sectors.  About 108 free webhosting services were used, which accounted for 10 per-
cent of all phishing attacks. 
 
The following trends are highlighted in the April 2010 report: 
 
¶ Deeper Dive into Dotted Quad Spam  
¶ A Fake Fast Food Survey 
¶ UK Students Under Scam Attack 
¶ !ƴƻǘƘŜǊ IƻƭƛŘŀȅ {ǇŀƳƳŜǊǎ /ŀƴΩǘ {ƪƛǇ hƴ 
¶ April 2010: Spam Subject Line Analysis 
¶ Will the Trend Continue? 
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