
 
Notable highlights from December 2009 include the shift in the region of spam message origin 
and changes in the average size of spam messages.  In recent months, APJ and South America 
have been taking spam share away from the traditional leaders of North America and EMEA.  
However, North America and EMEA together sent 57 percent of spam messages in December 
2009, compared with 50 percent in November 2009.   
 
With respect to the average size of the messages, the 2kb- 5kb message size category increased 
by 7 percent points, while the 5kb-10kb message size category decreased by 6 percent points in 
December 2009.  This change corresponds with a decrease in attachment spam. Attachment 
spam averaged at 4.48 percent in December 2009, compared with 5.28 percent in November 
2009.  With respect to all spam categories, health and product spam have increased, and now 
account for 52 percent of all spam messages.  
 
The following trends are highlighted in the January 2010 report:  
¶ Xmas Card, Loaded with Malware 
¶ Your Bank Has Declared Bankruptcy 
¶ Pills From Amazon? 
¶ December 2009: Spam Subject Line Analysis 
¶ ά5ƻǘǘŜŘ vǳŀŘέ {ǇŀƳ {Ƙƻǿǎ {ƛƎƴ ƻŦ 9ǊǳǇǘƛƻƴ 
¶ Andy Lau Talks Chinese Invoice Spam 
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Xmas Card, Loaded with Malware 

[ŀǎǘ ƳƻƴǘƘΩǎ {ǘŀǘŜ ƻŦ {ǇŀƳ wŜǇƻǊǘ ƘƛƎƘƭƛƎƘǘŜŘ ǘƻǇ ǎŜŀǎƻƴŀƭ ǎǳōƧŜŎǘ ƭƛƴŜǎ ŀǎ ǘƘŜ ƘƻƭƛŘŀȅǎ ŀǇπ
proached.  Once again, Symantec researchers have monitored the typical holiday spam, rang-
ing from replica goods and online pharmacy products to Nigerian-type scams.  It was interest-
ing to see a spam message pretending to be a holiday greeting card from a financial institu-
tion. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
It is also important to note that this spam message can be easily changed into a phishing/fraud 
message.  This could be accomplished by making minor changes to the email message source. 
 
 
 
 
 
 
 
 
 
 
 



 

Your Bank Has Declared Bankruptcy 

Due to current recession, the FDIC (Federal Deposit Insurance Corporation) has closed many 
failed banks.  By mid-December, there were 140 banks in 2009 closed by the FDIC.  Given the 
amount of press coverage such news garners in the media, it is no surprise that spammers are 
taking advantage of this trend for their benefit.  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
In the example above, spammers are claiming that the bank has declared bankruptcy.  When 
ǘƘŜ ǳǎŜǊ ŎƭƛŎƪǎ ƻƴ ǘƘŜ ǇǊƻǾƛŘŜŘ ƭƛƴƪ ǘƻ άƭŜŀǊƴ Ƙƻǿ ǘƻ ǎŀǾŜ ƳƻƴŜȅΣέ ¢ǊƻƧŀƴΦtƛŘƛŜŦ ǘǊƛŜǎ ǘƻ ƛƴǎǘŀƭƭ 
itself on the machine. 
 
Symantec advises users to check reliable news outlets as well as the official FDIC website to 
determine whether the banks indeed have been taken over by the government.  As this exam-
ple shows, spammers continue to look for ways to increase the chances of their messages be-
ing opened by users.  Symantec expects such techniques to continue in 2010. 

 
 



 

Pills from Amazon? 

{ǇŀƳƳŜǊǎ ƘŀǾŜ ōŜŜƴ ǘŀƪƛƴƎ ŀŘǾŀƴǘŀƎŜ ƻŦ ǾŀǊƛƻǳǎ άŦǊŜŜǿŜōέ ǎŜǊǾƛŎŜǎ ƛƴ ŀƴ ŜŦŦƻǊǘ ǘƻ ōȅǇŀǎǎ 
filters.  Some have used URL shortening services to mask the true destination URL while others 
have abused a variety of social networking sites/tools by creating a profile that is really a spam 
campaign. 
 
While Symantec researchers have monitored spam which purported to be from Amazon, this 
particular spam message was different in that the spammer actually created an account on the 
ǊŜǘŀƛƭŜǊΩǎ ǿŜōǎƛǘŜΦ  ¢ƘŜƴΣ ǘƘŜ ǎǇŀƳƳŜǊ ǎŜƴǘ ǘƘŜ ƳŜǎǎŀƎŜ Ǿƛŀ !ƳŀȊƻƴΩǎ ŜƳŀƛƭ ǎȅǎǘŜƳ ǿƛǘƘ ƛǘǎ 
links.  
 
 
 
 
 
 
 
 
 
 
 
 
When users click on the link provided in the message, they are directed to the Amazon web-
site.  


