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The sudden shutdown of McColo caused a ripple that has impacted the spam landscape for

five months. Spam levels have yet to match the highs we monitored previous to this event.
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watched as spam volumes have gradually crept back to approximately 91 percent of their pre
McColo shutdown levels.

Highlighted in the April 2009 report:
McColo Shutdown Continues to Affect the Spamscape throughout the month of March
Spammers Rethink Their Mortgage Strategy
Conficker Used for Fake Antivirus Software Sale
Countdown to Tax Day Continuess 2 b2 CAfS GKS a{LIY 9ELSYyA&S

"Take care about yourself!" Avoid TerreRelated Malware Spam
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Metrics Digest

Spam Percentagefhe model used to calculate spam percentage now factors in network layer
blocking in addition to SMTP layer filtering, and as a results represents a more accurate view
into the actual spam percentage on the Internet.
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McColo Shutdown Continues to Affect the Spamscape throughout the month of March

Snce the shutdown of hosting company Like September 2008, the EMEA region con-
McColo in mieNovember 2008, spam vol- tinues to be the leading source of all zombie
umes have slowly made their way back to  IP addresses, hosting 45 percent of active
GY2NXYIf ®é htR 020y SidombiN®mpat&siiyMarctd 20 deAtked o | O]
online, and new botnets are being created. countries making up the EMEA region, Russia
Spam volumes are now at 91 percentoftheiry 2 ¢ 2¢gya GKS GAGES 2F a4t S
pre-McColo shutdown levels. f SIFRAY3 ¢dzNJ Seé o6& 2y S LISN
zombie count fell by more than half. While
Zombie is a term given to a computer that haEEMEA continues to be the leading regional
been compromised and is being used for varihost of zombie computers, Brazil at 14 per-
ous criminal related interests such as sendingcent has jumped five percentage points and
spam, hosting websites that advertise spam owns the dubious honor of the number one
and acting as DNS servers for zombie hosts. host of active zombie machines. As countries
such as Brazil, India and China (which have a
The top 10 countries hosting active zombie burgeoning middle class) continue to invest
machines in March 2009 are compared belowheavily in Internet and IT infrastructure, the
with the September 2008 results shared in thdocation of active zombie machines will con-

October 2008 State of Spam report : tinue to change.
2008 %
Brazil 9% 14% 5%
Russia 8% 7% -1%
India 6% 6% 0%
United States 6% 6% 0%
Turkey 12% 6% -6%
Poland 4% 4% 0%
Germany 5% 4% -1%
Argentina 4% 3% -1%
Spain Not Listed 3% N/A

[taly Not Listed 3% N/A
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Spammers Rethink Their Mortgage Strategy

Do you have the housing market blues? Top 20 Mortgage Related Subject Lines:

Does the term credit default swap send
shivers down your spine? Spammers are 1.
here to help! Since the beginning of the 2.
year, spammers have been steadily utiliz- 3.
ing sadly familiar terms from the mortgage
industry in theirspamvertisements Moni- 4.
tored terms include: foreclose, foreclo-
sure, interest rates, mortgage, and for fun 5.
the misspelledorclosure

6.
A review of these terms makes two things7.
apparent. First, and as usual, spammers 8.
have been complementing marketing 9.
pitches with terminology relating to cur-

re: mortgage payment

mortgage loan information

a big instrument isa mortgage to suc-
cess.

search foreclosure listings by zipcode
for free... nationwide!

record foreclosure filings: homes given
away!

in fear of foreclosure

hey mom, this can pay your mortgage
don't go into foreclosure

facing foreclosure?

10.had a hardship and facing foreclosure?

rent events, such as the economic down- 11.don't let your lender foreclose
turn. There has been an increase in the 12.home-mortgagemess: your 30 second

use of these terms in enhancement spam
and fraud spam where the intent is to

bailout

13.don't let them foreclose

steal money and/or personal information. 14.fight foreclosure
15.save your house from foreclosure to-

Second, there has been a shift in certain

day

types of spam, such as make money fast 16.; search foreclosure listings by zipcode

spam, which are actually get rich quick
schemes built around purchasing fore-

for free... nationwide!

17.lower your mortgage. popular ontv.

closed homes. Many spam messages nowli8.get a free book from robert allen... the

carry the promise of avoiding foreclosure
all together.

foreclosure guru.

19.find out if a reverse mortgage is right

for you

20.mortgage modification may be avail-

able to you avoid foreclosure!
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Countdown to Tax Day Continuess 2 b 20 CAfS GKS a{ LI} Y 9E

If you are a resident of the United States Below are the top 20 tarelated subject
YR KIF @Sy Qi | f NBI Realines i ordeRthattifedidde bdcltredNiS (i dzNJ/ &
maybe you should consider reading the spam messages for February 1 to March
F2ft2gAy 3 ¢KS O2dzy2BR@®MEY (2 ac¢l E
51 &¢ Oo! LINRE mMp Ay (GKS ! yAOGSR {dG4lFrdSav Aa Od
rently in full swing, with the IRS offering 1. rebate processor positionwe need
daily tips for filing. your help now

2. we could help you settle irs debt now
The runup to Tax Day in the United States3. don't you want something for your

has traditionally become a time when taxes

phishing directed towards the IRS be- 4. re: do you owe tax debt? read on
comes more prevalent. As reported in pre5. a rebate processor position offers you
vious Symantec State of Spam reports, the chance to work at home

spammers continue to attempt to disguise6. rebate processor positioneasy work
themselves as the IRS, dangling tax refund great pay
offers in front of unsuspecting users. 7. don't you want something for your
taxes

These offers are aimed toward recipients 8. rebate processing jobs at home. imme-
GK2 Yl & 0S dzyl abedB ( didtelpladeiedt L w{ a
not initiate communication with taxpayers 9. re: need help with irs back taxes?
0 KNRdzZ3K SYI Af ¢ ¢ K S10.fakzadeats tardfund KS&aS | G n
tacks is often to collect personal details, 11.97% of all applicants can be helped
including date of birth and debit/credit with irs back tax
card information. However, these types of 12.warranty and refund policies and won-
tax-related spam attacks are not limited to  derful discounts are available.
the United States, with spammers at- 13.re: do you owe back taxes? we could
tempting to disguise themselves as tax col- help
lection authorities from across the world. 14.$389 desktop, $499 laptop. amazing
The Irish tax authority recently became tax season zlay sale.
one of the latest targets. 15.need irs tax relief?..

16.no more tax increases
In addition to spammers disguising them- 17.get expert tax advice with your irs is-
selves as the IRS and other tax authorities, suesno cost consultation
Symantec has recently observed that 18.at home rebateprocessor positions
spammers have been offering ways to paying $390+ daily
save money on tax preparation as a mean$9.back taxes got you worried?
G2 SYyGSNI I dza SN & AP.bagkHakes fotJoyWOBIAdE.. || NB dza it
ing this method to attempt to obtain per-
sonal information from a recipient.


http://www.irs.gov/newsroom/content/0,,id=104608,00.html?portlet=2
http://www.symantec.com/spam
http://www.revenue.ie/en/press/2009/pr-160309-emailfraud.html
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Conficker Used for Fake Antivirus Software Sale

Il LINAE C22faQ 5 & ¢l the plodidt website i nindeRo Idokilikell KS S E
pansion date of the Conficker worm with the product is one of our Norton con-
the possibility of a major threat launch.  sumer security solutions, by using the
We have found spam samples attempting AntiVirus 2009 name and comparing itself
to capitalize on the frenzy over Conficker with other antivirus solutions such as Spy-
(a.k.a. Downadup), offering the latestin bot, Kaspersky, and AV@ifter clicking on
antivirus security software that purport- the link inside the message, we find that it
edly protects users from the Conficker  redirects to a website where the user is
threat. Some of these spam messages  promptly given directions on how to make
even use names and images of software a payment. Whether or not any product
much like our own Norton AntiVirus 2009. will be made available after the payment
In the example below, it even mentions is made is still unknown at this point. Even
the name of one of our Symantec employ-if the product promised is available, its ef-
ees frequently cited in the press. fectiveness would be questionable be-
cause it is most likely a rogue application
In an attempt to increase financial gain, or pirated software.

From: Antivirus Mews Update

Date:

To:

Subject:  Conficker Worm Still a Threat, Stay Prokected

Eesearchers have warned that even though the powerfill Conficker wortn that has infected milhons of computers across the
globe faled to wreal havor on Wednesday Apnl 1st as some feared, it 15 still wewed as a sertous threat.

It's definitely serious, Eewin Haley, director of secunty response at Symantec, said of the wirus thought to be embedded in
milions of networl: computers across the globe.

Act Mow and Stay Protected!

Tour Antrorus Code: 8463
httpd  URL Removed

The worm, a self-replicating program, talces advantage of networks or computers that haven't lkept up to date with Antvirus
software.

Why put vour personal mformation at nsk? Go below to update to the latest Antivirus version,

Your Anttvirus Code: 3463
htt o) URL Removed

Best Regards,


http://www.symantec.com/norton/theme.jsp?themeid=conficker_worm
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"Take care about yourself!" Avoid TerreRelated Malware Spam

With the ominous subject lin€Take care  The logo of a prominent news wire service
about yourself!'fear mixed with excite-  was added to try and bring a sense of au-
ment might propel some recipients to dis- thenticity. Human curiosity might prevail
regard security consequences and click orfor some users as they were instructed by
URLSs that link to malware. Inthisrecent 4§ KS &L} YYSNE &, 2dz ySSR
example, geolocation services were used player to view video content. Click here to
to target the recipient of the message. De-R2 gyt 2 Rd¢ | aSNA aKz2dzZ R
pending on the relative location of the link as it contains a link to downloadable
message recipient, the location of the ter- malware. The link between malware and
rorist attack differs. spam should not be underestimated.

Spammers have long used this connection
In one location, the spammer indicated  to target unsuspecting recipients.
GKIG GKSNB 6l a || at26SNFdz SELX 2aA2y 0dzNA
AY {ly tloft2 G§KAA YShadherydtendse hynBn carigsityto/ 2 G K S N
iKSe&8 AYRAOIFGSR UKI (temptkesipidhts itb dpening aispazn nSsNFF dzt
SELX 2aA2y o0dzNBO Ay sagidnd clickioralinkYoRtaldf dopied d¢ C2 f
lowing the message is a brief description other action. In this instance, spammers
2T GKS ddlF 01 Ay Ot dbRliews that keéping spanfcbniefit rele-H LIS 2 L
have been killed and more than 40 vant to a geographical location will enable
g2dzy RSR Ay | 02Y0 otfieméoichiéve theiri§oald. SELX 2 aA 2 Y
gl a OFdzZaSR 0& WRANIEQ 02Y0dE

Logo of a prominent news wire service

Powerful explosion burst in San Pablo this morming.

At least 12 people have been killed and more than 40 wounded in a
bomb blast near market in San Pablo. Authorities suggested that
1on was caused by "dirty" bomb. Police said the bomb was
detonated from close by using electric cables. "It was awful" said

the eyewitness about blast that he heard from his shop. "It made the
floor shake. So many people were running”
Until now there has been no claim of responsibility.

You need the latest Flash player to wiew wideo content. Click here
to download.



(¢ . State of Spam - |
Q A Monthly Report Confidence in a connected world. ’ Sy'manteC

Metrics Digest: Regions of Origin:

Defined:

Region of origin represents the percentage of spam messages reported coming from
certain regions and countries in the last 30 days.

Russia (5)
United 3%

Kingdom (10
2%
United States (1) :
28% \ e O \

Turkey (6) South Korea(4)
3% \ 4%
Columbia(7) B Brazil (2) India (3)
0,
3% 9% 4%
er)y Current rank Argentina (8)
= Lurrent ran rgentina
% = Current proportion e & 3%

United States 25% 28% 3%
Brazil 9% 9% 0%
India 5% 4% -1%
South Korea 4% 4% 0%
Turkey 4% 3% =1%
Russia 4% 3% -1%
China 4% 3% 1%
Columbia Not Listed 3% N/A
Argentina Not Listed 3% N/A
United

i 0,
it Not Listed 2% N/A
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Metrics Digest: Global Spam Categories:

Global Category Count - last 30 days

Adult
Fraud 1% Scams
2% 419 \ 1%
spam r
5
Finacial “'
AP\ \al
\\ Internet
\\ 35%

Products
14%

Leisure
17%

Health
19%
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Metrics Digest: Global Spam Categories:

A0 Feb 09 Mar 09

Internet 27% 35% 8%
Health 16% 19% 3%
Leisure 16% 17% 1%
Products 15% 14% -1%
Financial 11% 6% -5%
Fraud 5% 2% -3%
419 spam 4% 5% 1%
Adult 3% 1% 2%
Scams 3% 1% -2%
Political <1% <1% No Change

®w t NP Rraalattazksdfering or advertising gen- ®  C NJmditRttagksthat appear to be from a well

eral goods and serviceBxamples: devices, known company, bvut are not. Also known
investigation services, clothing, makeup Fa G0N YR aLR22FAYyIE 2N aLIKAAKA
w ! R-dril dttackscontaining or referring to prod-  often used to trick users into revealing

ucts or services intended for persons personal information such asri&ail address, financial
above the age of 18, often offensive or inappropriate. information and password&xamples:

Examples: porn, personal ads, relationship account notification, credit card verification, billing up-
advice dates A A

w CA y mailaitdcKstha® contain references or w [ S AraadzMtickséffering or advertising prizes,
offers related to money, the stock market awards, or discounted leisure

2NJ 20 KSNJ TAYIl y &damdes: ingestdJ2 RAitgsEXam@es: gacation offers, online casinos,
ments, credit reports, games A

real estate, loans w b A 3 S NI hayhedaftdr the section of the Nige-

w { O km¥iBatta@ksrecognized as fraudulent, inten- rian penal code dealing with fraud, and refers to spam
tionally misguiding, or known to result in fraudulent ~ email that typically alerts an end user that they are
activity on the part of the sendeExamples: Nigerian  entitled to a sum of money, by way of lottery, a retired

investment, pyramid schemes, chain letters government official, lottery, new job or a wealthy per-
w | S I-nfailiasktackoffering or advertising health ~ son that has that has passed awais is also some-
related products and services. times referred to as advance fee fraud.

Examples: pharmaceuticals, medical treatments, herbal
remedies
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Metrics Digest: Size of Messages and spam



