
 
Spam volumes continue to fluctuate but averaged approximately 90 percent of all email mes-
sages in June 2009. The recent death of Michael Jackson, and the subsequent public interest 
combined with the Fourth of July holiday show that spammers are willing to use any notable 
event as a cover to distribute their messages. Various image spam obfuscation techniques that 
have recently been observed demonstrate that spammers continue to invest in this particular 
spam threat. 
 
The following trends are highlighted in the July 2009 report: 
¶ Different Faces of Michael Jackson Spam and Malware 
¶ 4th of July Holiday Brings Fireworks and More Spam Campaigns 
¶ Image Spam Update 
¶ Mass-Mailing Worm in Fake Twitter Account Invite 
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Spam Percentage: The model used to calculate spam percentage now factors in network layer 
blocking in addition to SMTP layer filtering, and as a result represents a more accurate view 
into the actual spam percentage on the Internet. 
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Different Faces of Michael Jackson Spam and Malware  

!ǎ ǘƘŜ ŦƻŎǳǎ ƻƴ aƛŎƘŀŜƭ WŀŎƪǎƻƴΩǎ ƭƛŦŜ ŀƴŘ ŘŜŀǘƘ ŎƻƴǘƛƴǳŜǎΣ ƛǘ ƛǎ ƴƻǘ ǎǳǊǇǊƛǎƛƴƎ ǘƘŀǘ ǎǇŀƳƳŜǊǎ 
and malicious code authors have turned their attention toward it. Since his death on June 25, 
2009, several spam and malware campaigns have taken shape.  
 
The top spam subject lines containing a reference to Michael Jackson were: 
¶ Who killed Michael Jackson?   
¶ All M. Jackson's faces  
¶ Jackson is still alive: proof  
¶ Remembering Michael Jackson  
¶ Michael Jackson, Farrah Fawcett and You...  
¶ Tonight: Celine Dion Reflects on Michael Jackson! 
¶ Remembering Michael Jackson - the King of Pop;Transformers; 
¶ Jackson ordered too close Neverland  
¶ The Many Fasces Of Michael Jackson.  
 
At its peak, spam related to President Obama during his first 100 days in office accounted for 
approximately two percent of all spam messages. At this time, less than one percent of all 
ǎǇŀƳ ƳŜǎǎŀƎŜǎ ƳŀƪŜ ǊŜŦŜǊŜƴŎŜ ǘƻ aƛŎƘŀŜƭ WŀŎƪǎƻƴΩǎ ƭƛŦŜ ŀƴŘ ŘŜŀǘƘΦ IƻǿŜǾŜǊΣ as the interest 
ǎǳǊǊƻǳƴŘƛƴƎ aƛŎƘŀŜƭ WŀŎƪǎƻƴΩǎ ƭƛŦŜ ŀƴŘ ŘŜŀǘƘ ŎƻƴǘƛƴǳŜǎΣ LƴǘŜǊƴŜǘ ǳǎŜǊǎ ǎƘƻǳƭŘ ŜȄǇŜŎǘ ǘƻ Ŏƻƴπ
tinue to see threats that try to play upon the emotions and curiosity of the public around this 
event. Email recipients should be extra cautious about messages that appear to be related to 
WŀŎƪǎƻƴΩǎ ŘŜŀǘƘΣ ŜǎǇŜŎƛŀƭƭȅ ŀƴȅ ŜƳŀƛƭ ǘƘŀǘ ŎƻƳŜǎ ŦǊƻƳ ŀƴ ǳƴƪƴƻǿƴ ƻǊ ǳƴŜȄǇŜŎǘŜŘ ǎƻǳǊŎŜΦ 
 
¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŀǊŜ ǎƻƳŜ ƴƻǘŀōƭŜ ŜȄŀƳǇƭŜǎ ƻŦ ǘƘŜ άaƛŎƘŀŜƭ WŀŎƪǎƻƴέ ǊŜƭŀǘŜŘ ǎǇŀƳ ŀƴŘ ƳŀƭǿŀǊŜ 
campaigns: 
 
Sample 1 
Symantec has discovered a mass-mailing worm using Michael Jackson's death as bait. The 
ǿƻǊƳ ǎŜƴŘǎ ƻǳǘ ǎǇŀƳ ŜƳŀƛƭǎ ǿƛǘƘ ǘƘŜ ǎǳōƧŜŎǘ άwŜƳŜƳōŜǊƛƴƎ aƛŎƘŀŜƭ WŀŎƪǎƻƴέ ŀƴŘ ŀƴ ŀǘǘŀŎƘπ
ƳŜƴǘ ƴŀƳŜŘ άaƛŎƘŀŜƭ ǎƻƴƎǎ ŀƴŘ ǇƛŎǘǳǊŜǎΦȊƛǇΦέ ¢ƘŜ ΦȊƛǇ ŦƛƭŜ Ŏƻƴǘŀƛƴǎ ŀƴƻǘƘŜǊ ŦƛƭŜ ŎŀƭƭŜŘ 
άaƛŎƘŀŜƭWŀŎƪǎƻƴǎƻƴƎǎŀƴŘǇƛŎǘǳǊŜǎΦŘƻŎΦŜȄŜΣέ ǿƘƛŎƘ ƛǎ ŀ ŎƻǇȅ ƻŦ ǘƘŜ ǿƻǊƳ ǘƘŀǘ ƛǎ ŜȄŜŎǳǘŜŘ ƻƴ 
ǘƘŜ ǳǎŜǊΩǎ ƳŀŎƘƛƴŜ ǿƘŜƴ ǘƘŜ ŦƛƭŜ ƛǎ ƻǇŜƴŜŘΦ 
 
Sample 2 
A spammer, pretending to be a Michael Jackson concert ticket officer based in London, sends 
ƻǳǘ ŀ ƳŜǎǎŀƎŜ ǘƘŀǘ ǊŜǉǳŜǎǘǎ ǘƘŜ ǊŜŎƛǇƛŜƴǘΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ƻǊŘŜǊ ǘƻ ǊŜŎŜƛǾŜ ǊŜƛƳōǳǊǎŜƳŜƴǘ ŦƻǊ 
the ticket. 
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Sample 3 
Spammers hide behind a spoofed message, which appears as a rip-off of a familiar social net-
work notification, in an attempt to entice recipients to open a malicious URL. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Sample 4 
Spammers disguised as a press organization attempted to lead email recipients to a malicious 
URL. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 




