























Spam Monthly Report, September 2008

Airline E-ticket Connects Malicious Code and Spam

Yet another instance which demonstrates the connection between malware and spam is a
recent spam message that claimed to be an airline e-ticket. This attack thanked the recipi-
ent for using their online services “Buying flight ticket Online” and informed the user that
the attached message is the purchase invoice and the flight ticket. The e-ticket invoice at-
tachment which was in a .zip file format, results in the Trojan horse “Infostealer.Monstress”
being executed. On August 16th this Trojan targeted millions of customer records uploaded
on a recruitment web site.
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Olympic-Themed Spam Continued in August 2008

As the Olympic Games concluded in late August, Olympic-themed spam continued. Refer-
ences to the Olympic Games were used to promote a number of products such as watches
and Chinese training spam. While the spam employed techniques such as message obfusca-

tion and spam URLs inserted into the message body are not new, it did demonstrate spam-
mers’ willingness to join the games in their own unique way.

Date: Header details removed
Tac Header details removed
Subject: new Obmpic ching collection

Looking to buy vour partner or loved one a beautifl gift?
Or maybe just to reward yourself with a gift for once?

We have over 3000 Replica products m stock rangmg from Folex,
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