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Overall spam volumes averaged at 87 percent of all email messages in August 2009. Health
spam decreased again this month and averaged at 6.73 percent, while over 29 percent of
spam is Internet related spam. Holiday spam campaigns have begun leveraging Halloween
and Christmas, following closely after Labor Destated spam.

The following trends are highlighted in the September 2009 report:

Holiday Spam Campaigns Begin in Earnest

Spoofing Around the URLSs

Image Spam Gaining Weight

August 2009: Spam Subject Line Analysis

Checklist: Protecting your business, your employees and your customers
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Spam Percentagefhe model used to calculate spam percentage now factors in network layer
blocking in addition to SMTP layer filtering, and as a result represents a more accurate view
into the actual spam percentage on the Internet.
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Holiday Spam Campaigns Begin in Earnest

This year economists predict that there will be more pressure than ever for retailers to get an
early start on what is expected to be a very difficult holiday season, overshadowed by the eco-
nomic downturn and pressures on consumer spending. At the end of August 2009, two major
retailers in the U.S. launched Christmas clubs. A Christmas Club is a savings program where a
set amount of money is deposited into a special savings account, and the money is received
back at the end of the year for Christmas shopping. Weak spending during the holiday season
in 2008 brought sales to levels not seen since the 1980s.

Total holiday sales in 2008 were down tvo -four percent. With back to school cam-
paigns now over the holiday campaigns starting, it is not surprising that spammers have fol-
lowed suit with campaigns for Halloween and Christmas. Some of the holiday related spam
subject lines include:

Hello Halloween + Summer Sale, $3.99 and under!

Labor Day Sale

Sign Up for Our Halloween Workshop for Party Plans, Pumpkins, Decorations, and More!
Biggest deal this Halloween

Halloween discount

It's new improved crazy Christmas

Halloween great offers

It's new improved crazy Christmas

Halloween Already? Yes! Special Florida family coupons from Extreme Halloween
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Labor Day which occurred in the U.S. on September 7, 2009 also did not escape the attention
of spammers.



