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October 2009 Report #34

During the month of September 2009, spam averaged slightly over 86 percent of all email
messages. Notable this month is that the percentage of spam containing malware has in-
creased, reaching up to 4.5 percent of all spam at one point. When compared to August 2009,
we observed a nine fold increase in spam containing malware during September. The spam
types that experienced the greatest change during the past month were Internet spam which
increased by three percent again this month, and averages at 32 percent of all spam, and fi-
nancial spam which decreased 3 percent to account for 17 percent of all spam.

The following trends are highlighted in the October 2009 report:

1 Spam Spotlight : Implications of the Increasing Malicious Spam September 2009: Spam
Subject Line Analysis

1 Holiday Spam Campaigns Diversify

1 Russian Spammers Dialing to Work Three Days A Week

1 Career Opportunities @ Spammers.EDU

Spam Percentagefhe model used to calculate spam percentage now factors in network layer
blocking in addition to SMTP layer filtering, and as a result represents a more accurate view
into the actual spam percentage on the Internet.
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Spam Spotlight: Implications of the Increasing Malicious Spam

Recent data suggests that the percentage of spam containing malware has increased. In Sep-
tember 2009, an average of 1.3 percent of all spam messages contained malware. When com-
pared with August 2009, this equates to a nine fold increase in the number of messages con-
taining malware month on month. The number of messages containing malware actually hit a
peak of 4.5 percent of all spam at one point during September.

While the single digit increase may seem relatively small at first, the consequences of this rise
is quite significant when you consider that 86.39 percent of all email messages in September
2009 were spam. Additional implications include :

T Anincrease in attached malware contributed to an increase in the average spam message
size. From the spam attack vectors chart below an increase in attachment spam can be ob-
served in September 2009. Also, in September, spam messages with a size greater than
10k increased by 5 percent while spam messages that had an average size betkeen 0
dropped by 7 percent. Larger messages cause a significant burden on IT resources and can
delay the delivery of legitimate messages from reaching their intended users.



