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Notable highlights this month include the continuing shift in the region of message origin to APJ
and South America, and changes in the average size of spam messages. 71.08 percent of mes-
sages now have an average message size betweerbRRlwhile 19.53 percent have an aver-

age message size between 8kbkb. During November, the 2kbkb message size category
increased by 20 percent, while the 5kBkb message size category decreased by 18 percent.
This change corresponds with a decrease in attachment spam. Attachment spam averaged at
5.27 percent in November. With respect to spam categories, Internet spam decreased by 4 per-
cent and now accounts for 35percent of all spam messages.

The following trends are highlighted in the December 2009 report:

Special Spotlight: 2009 Year in Review

Jingle BellsNo Recession for Retail Spam

Region of Origin for Spam Continues to Shift to APJ and South America
H1N1 Flwg A Scare Reused To Spread Malware

Irish Under Attack as Spam Emails (Turscar riomhphoist) in Irish Emerge!
November 2009: Spam Subject Line Analysis

Fake Airline Ticket Spam Taking Off During The Holiday Season

Spam Spotlight: Regional Spam Trends APJ
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Special Spotlight: 2009 Year in Review

Spam Growth Trend (average percentage of all email traffic):

1 Spam volumes averaged at 87.4 percent of all email messages in 2009.

1 Spam peaked at 95 percent of all messages at the end of May 2009, and hit a minimum of
73.8 percent in the aftermath of the McColo shutdown.

1 Since 2007, spam has increased on average by 15 percent.

Notable Spam Trends of 2009:

McColo shutdown effects continued to be felt in early 2009

FTC Shuts Down Notorious Rogue Internet Service Provider, 3FN Service
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The FTC's efforts to shut down Internet service provider Pricewert LLC

Region of origin for spam continues shifts towards APJ and South Amkrisavember

2009 APJ accounted for 26 percent while South America accounted for 25percent

T Image spam reemerged at levels not observed since early 2@6Gounted for over 22 per-
cent of all spam email in mia009

1 Spam continuing to migrate to new wddased mediums like blogs and social networks

1 Uptick in spam messages containing attached malw&etween September and October
2009 an average of approximately two percent of spam emails had attached malware
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nation of some spammers. At its height, Michael Jackson spam easily exceeded President
Obamarelated spam and accounted for under two percent of all spam messages.
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The Future of Spam2010 and Beyond

The economics behind spam dictate that 2010 will be another active year for spammers. The
distribution of spam emails is set to continue as long as distribution channels remain relatively
cheap, botnets continue to be active and shift locations, and spammers develop new and inno-
vative ways to attempt to bypass antispam filtering.

Specifically:

T Distribution networks are becoming more dynamic as additional broadband connected tar-
gets are coming online every day. Distribution paths are also getting more complicated
with spammers now sending messages directly from infected machines, routing through
compromised relays and continuing to use webmail/SMTP Auth abuse.

1 Botnets are also set to continue jockeying for position as botnets which were previously
dominant are undermined by the actions of new more sophisticated botnets. The number
of botnets is set to grow as hackers target developing IT infrastructures in certain regions.

1 In an attempt to evade antispam filters through obfuscation and hijacking the reputation
of legitimate websites, spammers are set to continue using tactics such as URL shortening
and using freeweb hosting servers, damaging the reputation of some services until they go
out of business.

1 Spammers are set to continue the progress of blending where they utilize spam to tempt
an end user into buying a product or service, to more mischievous and even dangerous
practices such as phishing where a spammer tries to steal a users identity and computer
resources to obtain money or add to the strength of bot networks by compromising PCs.
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Jingle Bells No Recession for Retail Spam

While retail sales are slumping due to current recession, spammers seem to be unaffected by
the downturn. The top 10 seasonal spam subject lines observed between October and No-
vember 2009 were as follows:

- 2009 2008

1 Sales Receipt from Amazon Best Sales 2008!

2 Sales Order from walmart.com Spend less this Christmas
3 Incredible sale for luxury goods A Really Good Gift

4 Re: what she wants for Christmas Christmas Specials

Give her luxury this holiday

5 Christmas promo few days left
season

6 Bling yourself up this Christmas Gifts for Christmas

7 Get the perfect gift for Christmas Holiday Luxury Gifts

8 Impress your friends this holiday Hot Christmas Specials
season

9 Xmas on-line cookies Most Affordable Gifts

10 Time limited Christmas promotion Low Christmas Pricing

Some interesting observations about these seasonal spam subject lines include:
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some time selling counterfeit brand name watches, purses and other gpodsing this
holiday season no exception. This trend is likely to continue as spammers find the holiday
season is a great opportunity to trick users who are shopping for gifts online.

1 There is no question that online purchases are on the rise. Spammers have taken advan-
tage of the Internet this holiday season by crafting a subject line that users are likely to
click on. The top two seasonal subject lines indicate that spammers tricked users to be-
lieve that they have a transaction email from two wiallown retailers. Although we usu-
ally see these type of subject lines associated with phishing/fraud messages, this tactic re-
directed users to a bogus online pharmacy site.
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Jingle Bells No Recession for Retail Spam



