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1. Summary

The rising profile of DR?

The makeup of the DR committee? [Section 3.5]

1 This research shows very clearly that the makeup of the decision making unit for DR has
changed consgtably in the last 3 to 4 years

1 There has been an elevation of the issue to higher levels within the organisation, and

there has beean influx of nonlIT roles into thedecisionmakingprocess.

- Today, nore (23%) involve the CEO, compared to 2003 (7%) and 2004 (8%).

- More (17%) involve dter directors, compared to 2003 (11%).

- More (17%) include a chief security officer, compared to 2003 (4%) and 2004 (9%).

- More (55%)involvethe CIO / CTO / IT director, compared to 2003 (22%) and 2004
(36%).

- More (34%)includesystems / infrastructure magexs, compared to 2003 (8%) and
2004 (9%).

1 But still only 43% of organisationgive DR committee membership to a mix of IT and
non T staffi but this is a dramatic improvement from 11% in 2003 and 25% in 2004.

1 However,1 in 2 organisations (499till only involve IT staff on the DR committée
but this situations is significantimprovement or2003 (75%) and 2004 (€4).

1 RegionallymoreEMEA organisationseem to take thisiixed rolesapproachcompared
to their US counterparts:
- EMEA organisationgnvolve a wider variety ofoles compared tohe US.
- More (56%)includethe CIO / CTO / IT director, comparedttte US (42%).
- More (12%) include the line of business heads, compartbe tdS (5%).
- More (18%) include other directors, comparethisUS (9%).

Feared consequences of a disaster? [Section 3.16]

1 The influx of nonIT personnel may be due to the fact thiathe top of the lisbf
concerns over potential disastesglamage to brand reputation (69%).

1 This is followed by 65% who fear damagectesstomer loyalty and the same amount fear
damage to their competitive standing in the market place.

1 Almost as many (64%) are concerned about data loss as a potential impact or
consequence of a disaster.

1 EMEA organisations are especially worried about desed employee productivignd a
reduction in revenue, compared to US organisations.

1 Whereas US organisations are especially concerned dam#ge to brand reputation
andto supplier relationshipselativeto EMEA.

© Dynamic Markets Limited, October 2007 For Symantec 1
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Investment in DR? [Section 3.16]

1 This change in profile of the DR decision making teanety likely to affect decisions
on DR funding.

1 Indeed, forthe largest groupf organisation$40%), all ongoing investmerih DR would
be maintained and safeguarded if their organisation were tanfalhi@ economic times
tomorrowi and this ignorethan in 2004

Another 34% say investment would be reduced, but it would still carry on.

But only 3% of organisations say investment would be increased in hard economic times,
if deemed necessary.

1 Incontrast, 19% of IT managers say the investment in DR wouidbben and all
activity would be put on hold such circumstances were to arisa sentiment that is
especially common in the US (28%), compared to EMEA (18%).

Prompts for creatinghe DR plan? [Section 3.1]

1 The Top 3 issues that have prompted organisations to create a DR plan and strategy are:
1. Natural disasters (69%)
2. Virus attacks (57%)
3. War and / or terrorism (31%)

1 Overall, US organisations were prompted by more factarspared to EMEA
organisations in fact, more US organisations were prompteavay and / or terrorism,
virus attacks and increased number of people working from home, compared to EMEA
organisations.

1 But, more EMEA organisations were prompteddogvernment and industry secto
regulations and changes in technology infrastructure compared to US organisations.

1 Since 2004, the amount of organisations that have been prompted to create a &WRiplan
strategy by natural disasters, war and / or terrorism, virus attacks and by tad@den
malicious employee behaviour has increased.

1 Less significant in 2007 are insurance policies, pressure from customers, suppliers and
their competition, increases in patches and changes in technology.

Levels of risk? [Sections 3.11 and 3.14]

1 The Top 3 threats or disasters that organisations wadeel exposed to if they did
not have their DR plan in place are:
1. Natural disasters, e.g. fire and flood (70%)
2. Computer failure, i.e. hardware and software (67%)
3. External computer threats, e.g.uses and hackers (57%)

1 US organisations would feel exposed to more thnedkout their DR planshan those in
EMEA, and would be more worried about some specific ones, compared to EMEA:
- More (55%) would feel exposed to marade disasters, compared to EM&1%).
- More (47%) would feel exposed to internal computer threats, compared to EMEA
(34%).

© Dynamic Markets Limited, October 2007 For Symantec 2
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On the increase since 2003 and 2004, has been a concern about natural disasters, with
more organisations questioned in 2007 (7@%)ing they would feel exposedttos
without their DR plapncompared to 2003 (59%) and 2004 (65%).

But of less concern now in 2007, compared to 2004 and / or 2003, an@aaken
disasters, computer failure, external computer threats and internal computer threats.

In total, 89% of IT mangers have discussed and agreed acceptable levels of risk with the
nortIT, business directors within their organisation for at least some of the threats they
feel exposed to

But only a third (33%) have dors®for all the threats they feel exposed t65%have
not.

Another 1 in 10 (9%) have not discussed nor agreed acceptable levels of ask for
threats.

Also, more of those irSouth Africa and the Middle East hagtene this forll the threats
they feel exposed to, compared to Russia.

Interestingly, natral disasters, which is at the top of the listtokatsthat prompted
organisations to first create their pland is also the one that most would feel exposed to
without their DR plandoes not make the Topli8t of threats for which the levels of kis
have been assessed and agreed.

Natural disasters is actually the second most common trigger for execution of the DR
plan, either in full or in part.

Probability and impact assessment? [Sections 3.15]

T

While 88% of organisations have carried out a probakalitgimpact assessment for at
least 1 of the threats they feel exposedtdy 40% have carrietheseout forall the
threats they feel exposed tnd 12% have not carrigdemout forany.

However, the8 most commonly assessed threats are:
1. Computer system failur@3%)

2. External computer threats (69%)

3. IT problem management (67%)

Once againnatural disasters, which is at the top of the lighoéatsthat prompted
organisations to first create their plan and is also the one that most woulkiffeste to
without their DR plandoes not make the Topli8t of threatsfor which a probability and
impact assessment has been carried out

The least asses$area is for configuration change management issues, where only 42%
of people that feel exposed to this threat have carried out a probability and impact
assessment.

EMEA organisations have carriedit such assessments for more of the threats they feel
exposed to, compared to US organisations; andentdS organisations (55%) have not
carriedthemout for all the threats thefeelexposed to, compared to EMEA (38%).

© Dynamic Markets Limited, October 2007 For Symantec 3
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ComprehensiveDR plans?

BC and the DR plan: [Section 3.2]

1 There is often dispute amondexperts over the nature of the business continuity and
disaster recovery plans and the degree to which they should be integrated.

1 Among this research sample, opinion reflects this and is dividedd&# of
organisations hang a DR plan that is integradl with the BC planandalmost as many
(40%) hawng separatdR and BC plaa

But, 10% have a DR plan ongndno BC plan.

However, this researdhdicates that there has beemove towards the integration of the
two plans, withthe amount of organisationgth integratedR andBC planon the
increase since 2004 (from 38% to 43%).

1 But Russia stands out from the other countoiggs lack of BC plans, whereas integrated
BC and DR plans are most common in Poland.

What 6 s hythe BRrplan® [Section 3.7]

1 Most DR plansn 2007cover database servers, applications, email and web servers,
where they exist within an organisation.

1 But fewer include the desktop environment, the laptop environment, remote ,offices
mobile technologgn d h ome wor kersdé PCs.

Indeed, he least included area is mohigehnology such as handheld devices.

Interestingly, €wer organisations questioned in 2007 (87%) that theleservers in the
organisation cover theimn their DR plan compared to 2004 (92%).

Application performance considered in DR plans? [Sections 3.12, 3.13 & 3.20]

1 94% of organisations consider at least some of their applications to be busineslks
and on average, 36% of an organisationbs ap

1 But whileopinion is quite varied, in general, more organisations (69%) cite a figure of
50% or below.

1 While EMEA organisations generally consider more of their applications to be business
critical, compared to the US, those in Russia think very few are.

1 Furthermoe, 99% of organisations think their Internet presence is important to some
degree or other to their overall business succeswl 61% describe it as either critical
(14%) or very important (47%).

1 Yet despite the importance of applications to the sucaedsaooth running of the
organisationonly 30% say poor application performance would lead to them invoking
their DR plan.

1 In contrast, 62% say this would not be the case, and there is no difference in opinion
between EMEA and the US on this matter.

© Dynamic Markets Limited, October 2007 For Symantec 4
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1 Infact, among those who think the Internet is either critical or very important to the
success of their business, only 30% say poor application performance would lead to them
invoking the DR plan 64% say it would not.

Robustness of DR plans?

Testing theDR plan: [Sections 3.8.10]

1 91% of organisations carry out full scenario testing on their DR plans involving relevant
people, processes and technologi@nd on average this takes placee every 8
months

1 Indeed, ust over half the sample (54%) tesbma frequently than annually and 34% carry
out such tests annually or less frequently than this.

1 Another 3% carry out full scenario tests on arhad basisand8% do not carry out any
full scenario testing.

1 However, testing became more frequent betw&68 and 2004, and again it has seen
another rise in the proportion of organisations testing every 6 months or less between
2004 and 2007

But the most frequent testing is carried out in Russia and the Middle East.

However,48% of organisations that caroyt full scenario tests sdlgese testhave
failed, and the 3 main reasons are:

1. The technology does ndb what it is supposed to (22%)

2. People do not do what they are suppio®e(19%)

3. DR processes turn out to be inappropr{d&2o)

Indeed, 21% say theiests have failed for more than 1 reason.
Theseproblems withtestingapply equally to EMEA and the US.

Despite the frequency of testig9% of organisations think there are barriers to carrying

out full scenario teston their DR plansandthe Top 3 bariersare

1. Resources, in terms of peoplebds time (50
2. Disruption to employees (47%)

3. Resources, in terms of budget (38%)

1 However,only 17% say other IT projects take a higher priotitgrt full testing of the DR
plan,andonly 12% sayt is not seen as aiprity by top management.

1 More US organisations think there are barriers, compared to EMEA:
- More (62%) say disruption to employees is a barrier, compared to EMEA (46%).
- More (46%) think disruption to customers is a barrier, compared to EMEA (22%).
- More (3%%) say disruption to sales and the revenue stream is a barrier, compared to
EMEA (21%).

T I'n fact, organisations questioned in 2007
DR plan testing, compared to previous years, and all barriers are selectedeoy
organisations in 2007 than previously.

© Dynamic Markets Limited, October 2007 For Symantec 5
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1 Interestingly, here seems to be a false sense of security among those that have not yet
tested their DR plan.
"We are sceptical about testing something unless we deem it fully necessary. If for some
reasonoup | an di dndét work, we would only Ilike to d
USA, IT Manager, 1,000 employees, investment banking sector.

"1 dondét think we will IayMTeDirextory550employde r s wh en
public sector.

“ldon6t think there are anyWSA@E Managerrls500 we j ust h
employees, local and federal government.

Fire disaster scenario: [Section 3.18]

1 When presented with a hypothetical scenario where a significant fire disestesat
their organisation and completely obliteisiiee main data centre, many organisations
(66%) saythey could achieve skeleton operations within a relatively short time fohme
less than 12 hours

1 In contrast, the average time it would take to get thingstiynback up and running 5.3
days and this is as long &months in some organisations.

1 Furthermore, the average time it would take to be able to get back to 100% normal
operationgs 19 days, anthis can be as long 48 months in some cases.

1 Howeve, only 16%o0f these organisatiortsave ever had to execute their DR pian
realdue to a natural disaster, suchadise orafloodi andt hi s groupds esti ma
getting back to skeleton operations are in line with those that have not experieaced thi
type of disster, but their estimates of getting back to 100% normal operations are longer
(28 days), compared to those that have tested their DR plaia(s3

1 Interestingly, time estimates from EMEA IT mangers are longer them ith theUS
when it ®mes to achieving skeleton operations, but the converse is true for getting things
back to 100% normal operationsth US IT managers being more pessimistic

1 Based on the average figures, countries that would take the longest to get back to 100%
normal opeations include the Netherlands, Germany, Sweden, Switzerland, the UK and
the US, with the UK taking the longest.

T Since 2004, or gfmchewdskeetorsoperadosst hagmateéneds
from an average of 3.2 days in 2004 to 0.8 days in 2007

91 But the converse is true for estimatesgetting back to 100% normal operationsich
was 6.6 days in 2004 and is now 19 days.

1 This may be due to the increase in the frequency of testing and actual extuaittioas
occurred betwee®004and20071 this is supported by the fact that-46% of
organisations in 2004 admitted they did not know how long it would take to respond to
such a disaster, compared to just 2% in 2007.

© Dynamic Markets Limited, October 2007 For Symantec 6
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Realtime execution of the DR plan: [Sections 3.17 & 3.22]

1 1in 2organisatios(48%)have had to execute for real their DR plan, either in full or in

part.

Indeed,1 in 4 26%) have had to executefor 2 or more reasonand 12% have had to
do it for 3 or more

The most common circumstance for DR plan execution has been corsysitan
failure, such as hardware and software failure (22%).

This is followedin second placky 16% that have executédor real due to natural
disasters, such as fire and floods.

Almost as many (15%) have executedue to external computer threagsch as viruses
and hackers.

EMEA organisations have had to execute their DR plans for more of these reasons,
compared to the US, especially:

- Natural disasters, such as fire and floods (1 ®dnpared tathe US (8%).

- Computer system failure (23%), compatedhe US (14%).

- IT problem managemeij10%), compared to the US (4%).

But, more US organisations (22%) have executed their DR plan due to external computer
threats like viruses and hackersompared to EMEA (14%).

This means that natural disasters are@mmon as attacks from viruses and / or hackers,
especially in EMEA, but not in the US.

More organisations questioned in 2004 (5E¥) 2007 (48%) have had to execute for

real their DR plan, either in full or in part, compared to 2003 (33%).

- More in 2004(14%)and 2007 (16%) had to executt@ue to natural disasters,
compared to 2003 (7%)).

- More in 2004 (10%and 2007 (9%) have implemented due to meade disasters,
compared to 2003 (2%).

- More in 2004 (37%and 2007 (22%) have implemented due to commysiem
failure, compared to 2003 (18%).

- More in 2004 (13%and 2007 (9%) have implemented due to internal computer
threats, compared to 2003 (6%).

In fact, 44% of organisationgithouta DR plan have experienced at least some sort of
problem or disasterindeed, 26% have experienced 2 or more and 11% have experienced
3 or more.

The Top 3 disasters experienced by those without a DRapésimost identicato the
list for those with DR plan

1. Computer system failure (22%)

2. External computer threats from viruses and hackers (18%)

3. Natural disasters like fire and floods (17%)

Suppliersi an Achilles heelSection 3.19]

1 For many organisations, suppliers are integral to the smooth running of the business, yet

29% of these large organisations do not ask to see the BC and DR mawy®btheir
third party suppliers, as they assume they have adequate plans.

© Dynamic Markets Limited, October 2007 For Symantec 7
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1 Another 4% araeinsure about the degree to wheaithplans of suppliers are given
consideration by their organisation.

1 Only 28% routinely ask to see the BC and DR plaral&fuppliers for the whole of their
organisation before they start work with them.

1 Another 34% rotinely ask technology suppliers this question, and 12% ask it to
outsourced managed service providers.

© Dynamic Markets Limited, October 2007 For Symantec 8
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2. Research Methodology

2.1 Overview:

This report was commissioned by tBgmantecCorporation and details qualitative and
guantitative research with IT managers in laogganisationgcross the US,1 European
countries, the Middle East and South Africa.

The objective of the qualitative e&rch was to gain insight and understanding into some of
the more complicated issues associated with disaster recovery. These issues were
subsequently quantified by collecting a larger sample from the same universe. This report
draws together and repottee findings from these surveys which represent a toth088
interviews.

2.2 Quantitative Research:

903interviews were collected with IT managers who have responsibility for and are involved
in the management of therganisatiod s d i s aesyiplanrinorgaeisatiorsvith >500
employees. The resulting sample includes a variety of industry sectors.

|Countries represented by the samplla Number of respondents per country
0 20 40 60 80 100 120
Benelux ] 103
France | ] 100
Germany | ] 100
Italy | | S0
Middle East | | 50
Netherlands | | 50
Poland | | 50
Russian Federationi | 50
South Africa | | 50
Spain | | 50
Swedeni | 50
Switzerland | | 50
UK | | 100
USA | | 100

© Dynamic Markets Limited, October 2007 For Symantec 9
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Prior to being interviewed, all respondentsfirmed that theiorganisatiorhas500 or more
employeesvorldwide, and that thewreresponsil@ for theorganisatiod s di sast er
plan,as well as beingvolved in the dayto-day management of the plan.

In addition, 48 organisationshat do not have a DR plan were also interviewed and asked
why theydonot have a DR plan. These represktit of the total sample.

Both thesesubsample arebalanced according to country, with more respondents from the
US, UK, Germany and France to represent the larger econoftlesse countriesin

addition, 50 interviews were collected in tRetherlands and another 53 in Belgium and
Luxemburg. In the report, the Netherlands data is shown as a single country, but it is also
grouped with Luxemburg and Belgium and described as Benelux.

Interviews were conducted by Dynamic Markets Limited betv@s July and15" August
2007. Before and during the interviews, respondents were not awai®ytinaintedad
commissioned the research.

Comparative Analysis:

The findings of the quantitative survey have been analysed and compared according to
region(i.e. USA versusEMEA) andcountry In addition, some of the questions from this
surveywere also posed @ similar sample i2004and2003 Where appropriate, answers
between th& data sets have been compared.

Where anyinterestingdifferences existhat are significant at a 95% confidence level for
these elements, they are described accordingly in this repoetfollowing statistical
confidence at a 95% level has been used when analysing the data.

Table 1: Margin of error at a 95% confidence leel:

Sample size | 50 100 200 300 400 500 1000
5% or 95% +6.2% +4.4% +3.1% +2.5% +2.2% +1.%% +1.4%
10% or 90% +8.5% +6.0% +4.2% +3.5% +3.0% 2. % +1.9%
25% or 75% +12.56 | £8.7%% +6.1% +5.0% +4.3% +3.9% 2. 7%
50% +14.1% | £10% +7.1% +5.8% +5.0% +4.5% +3.2%

Table 2. Weightedsub-sample sizesfor those with a DR plan (n):

Countries n= Global regions |n= Trend data n=
Benelux 103 EMEA 803 2007 903
France 100 USA 100 2004 1074
Germany 100 2003 850
Italy 50

Middle East 50

Netherlands 50

Poland 50

Russia 50

South Africa 50

Spain 50

Sweden 50

Switzerland 50

UK 100

USA 100

© Dynamic Markets Limited, October 2007 For Symantec 10
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Table 3: Weighted sub-sample sizes for those withouta DR plan (n):
Countries n= Global regions |n= Trend data =
Benelux 16 EMEA 131 2007 148
France 17 USA 17 2004 173
Germany 17 2003 140
Italy

Middle East
Netherlands
Poland
Russia
South Africa
Spain
Sweden
Switzerland
UK

USA

(o¢]

—|—[00|00|00[(00(00|00 (00|00

7
~

Throughout thisgeport, where any numbers do not add up to 100%, it is either because
respondents were allowed to select more than ondotigloption in the question, or because
of minor rounding errors, which should be ignored.

2.3 Qualitative Research:

For theinitial qualitativephase of the project, 37 respondents were interviewed, as
summarised in the table below:

Table 4: Breakdown of gualitativesample

Country Sectors Totals
Germany 3 public; 2 automotive; 1 manufacturing 6
ltaly 3 public; 3 banking 6
Middle East | 4 public; 2 banking 6
Russia 3 public; 3 power and energy 6

UK 4 public; 2 banking; 1 power and energy 7
USA 3 public; 2 investment banking; 1 local and federal government 6
Totals 37

The average number of employees for the sample is 8,697, but this ranges from 500 to
160,000. Allorganisationfiave a disaster recovery plan.

Prior to being interviewed, all respondents confirmed that trgenisatiorhas 500 or more
employeesvorldwide, and that they are responsible for tiiganisatiod s di sast er r ec
plan, as well as being involved in the dayday management of the plan.

Interviews were conducted by telephone between Jufiara® July 11 2007 by Dynamic

Markets andasted on average for b minutes. Before and during the interviews,
respondents were not aware that Symantec had commissioned the research.

© Dynamic Markets Limited, October 2007 For Symantec 11
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3. Key Findings

3.1  Which of the following prompted your organisation to first create a
disaster recovery strategy and plaf

Triggers for creation of DR strategy and plan

0

% of sample
10 20 30 40 50 60 70 80 90 100

Natural disasters

| 69

War and / or terrorism

—

Virus attacks

57

Appointment of a senior IT person

Appointment of a senior norlIT person

Insurance policy

competition

customer names / order details etc.

None of these

Donot

Accidental or malicious employee behaviour 26

) 5

Government and industry sector regulations 18

Pressure from customers, suppliers and the:l 7

Changes in technology infrastructure 11
Increased number of people working from home :| 7
Increased use of mobile technology[ | 8

Increase in patches :| 3

Increased concern over data loss, such a-s:l 26

1 All organisationsvith a DR plan were prompted by at least 1 of these igsugeate

their DR plan and strategy

© Dynamic Markets Limited, October 2007
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1 Indeed, 83% were prompted by more thasf these; and 57% were prompted by 3 or
more[not shown].

1 The Top 3 issues that have promptedanisationso create a DR plan and strategy are:
1. Natural disasters (69%)
2. Virus attacks (57%)
3. War and / or terrorism (31%)

1 In addition,26% oforganisationsvere prompted to create a DR plan and strategy by
accidental or malicious employee behaviour, and as many (26%) reacted to increased
concerns over data loss, such as customer names / order details etc.

Government and industry sector regulations%t)8avealso been important.

New appointments to the organisation meant the creation of a DR plan for 16% of
organisationsvith a new seniolT person, and for 7% afrganisationsvith a new senior
nonIT person.

12% have created a DR plan because of an insupaiics.

Changes in technology have prompted 11%rganisationswhereas 3% were triggered
by an increase in patches.

1 Another 8% say the increased use of mobile technology played a part, whereas 7% say
the increased number of people working from homeaviastor.

1 Only 7% oforganisationgreated a DR plan and strategy due to pressure from customers,
suppliers and their competition.

AWe hal previously suffered a major blackout which led to the loss of data. This led us to
build a DR pland Germany, ITDirector, 500 employees, automotive sector.

AWe created it to orGermang tT Manager, 20580 em@aydes @ublid at a .
sector.

"The Bank of Italy legislates that we must have such a plan in place due to the nature of the
information heldby our businessé. Italy, IT Manager, 3,000 employees, banking sector.

"Due to political instability within our country, it has become compulsory for us to protect our
customers in this way. Israel, IT Manager, 500 employees, banking sector.

"It was theintroduction of new policies and regulations by the government that made us take
actiond Russia, IT Director, 2,330 employees, power and energy sector.

"Weather conditions; namely heat and the abldRussia, IT Director, 3,450 employees, power
and energ sector.

"The DRP is seen as a must for a modern organisation of this size. The management takes this
matter seriously, in order to sustain the orgse
reputation is not as sensitive a matter as for finahs@avices companies, for example.

Russia, IT Director, 575 employees, public sector.

"Generally, we were responding to a demand from our clients and padnBusssia, IT
Director, 510 employees, public sector.

"We have always had some documents abtisaister recovery, but recently there has been an
auditing requirement and insurero6s reguirement
UK, IT Manager, 600 employees, public sector.

"A combination of good business practice and regulatory requiretedi, Head of IT,
160,000 employees, banking sector.

© Dynamic Markets Limited, October 2007 For Symantec 14
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"After the 9/11 attacks, we felt thilie security of oumrganisationneeded to be improved to
protect the data and sensitive information of our clientdSA, IT Manager, 1,000
employees, investmebanking sector.

"After a series of severe floods within our area, we decided to create a disaster recovery plan.
USA, IT Manager, 1,800 employees, investment banking sector.

"After September 1" we decided we needed to be sure our data and informatéon
recoverable and safé. USA, IT Manager, 3,500 employees, public sector.

% of sample

0 50 100 150 200 250 300

EMEA 29 27 | 16|7| 19 |12 78: 26
USA 55 22 | 20 |6|10|6] 11 13|5 20

ONatural disasters

OWar and / or terrorism

B Virus attacks

O Accidental or malicious employee behaviour

O Appointment of a senior IT person

O Appointment of a senior norlT person

OGovernment and industry sector regulations
OlInsurance policy

OPressure from customers, suppliers and the competitior
B Changes in technology infrastructure

B Increased number of people working from home
OlIncreased use of mobile technology

Olncrease in patches

BIncreased concern over data loss, such as customer names / order details ¢
ONone of these

ODonot

Overall, US organisations say more of these factors prompted them to first create a DR
planand strategy, compared to EMEA organisatipres length of bars in the above
chat).

Indeed, nore US organisation§ (%) were prompted to create a DR plan and strategy by
3 or more of these issueaompared t&EMEA organisation§56%) [not shown]

In detail more US organisations (78%) were prompted to create a DRupthstrategy
by natural disasters, compared to EMEA organisations (68%).

Also, more US organisations (55%) were prompteevayand / or terrorism, compared
to EMEA organisations (29%).

In addition, more US organisations (74%) were promptedrog attacks, compared to
EMEA organisations (55%).
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1 But, more EMEA organisations (19%) were promptedsmyernment and industry

sector regulations, compared to US organisations (10%).

1 And, more EMEA organisations (12%) were promptedignges in technology
infrastructure, comparetd US organisations (2%).

1 However moreUS organisations4%) were prompted bthe increased number of
people working from homeompared t&EMEA organisations{%).

|Year of survey|

0 50 100 150

200

% of sample

250

300

2004 22 20 12} 1

18

16 |7

18

12

78‘

26

ONatural disasters
OWar and / or terrorism
B Virus attacks

OAppointment of a senior IT person
OAppointment of a senior norlT person

OlInsurance policy

B Changes in technology infrastructure

OlIncreased use of mobile technology
Olncrease in patches

O None of these

ODono6t

OAccidental or malicious employee behaviour

OGovernment and industry sector regulations

@ Increased number of people working from home

OPressure from customers, suppliers and the competitior

BIncreased concern over data loss, such as customer names / order details ¢

1 More organisationgjuestioned in 2007 (69%) were prompted to create a DRapidn
strategy by natural disasters, comparedrganisationgjuestioned in 200430%).

1 And, moreorganisationgjuestioned in 2007 (86) were prompted to create a DR plan
and strategy by war and / or terrorism, compardatideequestioned in 2004 (22%).

1 Also, moreorganisationgjuestioned in 2005{%) were prompted byirus attacks

compared 200440%).

1 In addition, moreorganisationgjuestioned in 2007 (26%) were prompted by accidental

or malicious employee behaviour, compare@@64 (20%).
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1 Yet, moreorganisitionsquestioned in 2004 (18%) were prompbgdan insurance
policy, compared t@007 (12%).

1 And, moreorganisationgjuestioned in 2004 (16%) were promptedobgssure from
customers, suppliers and their competitioompared t@007 (7%).

1 Also, moreorganisationgjuestioned in 200440%) were prompted bghanges in
technology compared t@007 (1%).

1 Whereas, morerganisationgjuestioned in 2004 (8%) were prompted by an increase in
patches, compared 2007 (3%).

1 Finally, moreorganisationgjuestionedn 2004 (13%) were not prompted to create a DR
planand strategy by any of these, comparedrganisationgjuestioned in 2007 (zero).
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% of sample

0 50 100 150 200 250 300 350 400

Benelux

France

Germany

3 17|16|14| 18 184H4| 33
= I T

55
75

Italy

Middle East

o]

34

Netherlands

0
44 48 22 19 18 s
40 26 | 24| 22| 22| 24 a4 28

Poland

]6 32 U 78 28 |8 50 H

Russia

i 24 40 H 26 888" 20

South Africa

18 44 26 |6 26 | 18 14H8H14

Spain

24 18 16|6 22 146@4 34

Sweden

= I -

Switzerland

UK

5

USA

4
36 20 1C466|6I86 28
40 | 23 |15| 21 |14 1512 17
5 4

1
ONatural disasters

OWar and / or terrorism

B Virus attacks

OAccidental or malicious employee behaviour
OAppointment of a senior IT person

OAppointment of a senior nonIT person

OGovernment and industry sector regulations
Olnsurance policy

OPressure from customers, suppliers and the competitior
B Changes in technology infrastructure

BEincreased number of people working from home
OlIncreased use of mobile technology

Olncrease in patches

Oincreased concern over data loss, such as customer names / order details ¢
ONone of these

ODono6t
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3.2 In which of the following ways does your business continuit{BC)
plan relate to your disaster recovery(DR) plan?

BC plan and the DR plan

100 -
90 A
80 A
70 A
60 A
50 A

% of sample

40 A
30 A
20 A

10 1

0 4

OBoth exist as separate plans
OBoth exist and are integrated
BOnly the DR plan existsi there is no business continuity plan

OWe do not differentiate between disaster recover and business continuit

ONot sure

10% oforganisationiave a DR plaonly, butnot a BC plan.
In addition, 40% have a DR plan and a BC plan, but they exist as separate plans.

In contrast, 4% of organisationfiave a DR plan that is integrated with the BC plan.

= 4 4 -

But 6% of organisatios do not differentiate between disaster recovery and business
continuity.

1 1% do not know how the DR plan relates to the BC plan.
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% of sample

0 10 20 30 40 50 60 70 80 90 100

OBoth exist as separate plans

OBoth exist and are integrated
B Only the DR plan existsi there is no business continuity plan
OWe do not differentiate between disaster recover and business continuit

ONot sure

i Statistically, there is no significant differenaecording taegion andchow theBC relates
to the DR plan

Year of surve
| yl % of sample

0 10 20 30 40 50 60 70 80 90 100

2007 43 fl

OBoth exist as separate plans

OBoth exist and are integrated
B Only the DR plan existsi there is no business continuity plan
OWe do not differentiate between disaster recover and business continuit

ONot sure

1 More organisationgjuestioned in 2004 (15%) téa DR plan andid not have a BC plan,
compared t@rganisationgjuestioned in 2007 (10%)

1 But, moreorganisationgjuestioned in 2007 (43%) have a DR plan that is integrated with
the BC plan, compared thosequestioned in 2004 (38%).
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Benelux
France
Germany
Italy
Middle East
Netherlands
Poland
Russia
South Africa
Spain
Sweden
Switzerland
UK

USA

% of sample

10 20 30 40 50 60 70 80 90 100
.
.
ss T
38 n
-

30

36

45

I

O Both exist as separate plans

O Both exist and are integrated

B Only the DR plan existsi there is no business continuity plan

OWe do not differentiate between disaster recover and business continuit

ONot sure
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3.3 Where is the disaster recovery plan locate?i

Location of the DR plan

% of sample

0O 10 20 30 40 50 60 70 80 90 100

At the organisati.: 69

At another of our buildings away from the main
data centre

Offsite at a 3rd pajS

Off-site in an adhoc location, e.g. employee‘si|

25

home, car or laptop

Dondt 1

69% oforganisationsay their DR plan is located in the main data centre.

In fact,65%of the sampl®©NLY keep the DR plan in therganisatiod s mai n dat a
centre [not shown].

1 Just25% keep the DR plan at anotlodithe organisatiod buildings away from the main
data centre

- Distances to such a location from the main data centre rangdefssrthan 1 km to
5000km with an average df90km, but a median of jusi0 km; furthermore 37%
saythe DR plans located within 110 km, and another 21% say it is located within
11-50 km; only 18% say it is located more than 100 km away from the main data
centre building [not shown].

1 Only 8% keep the DR plan located afite ata¥p art yés secure |l ocati ol

- Distances to such a location from the main data centre rangel {2800 km with an
average o841km, but a median of justO0km; furthermore 10% saythe DR plans
located within 310 km, and another 31% say it is locatethwi 11-50 km; but 44%
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say it is located more than 100 km away from the main data centre building [not
shownl].

1 Only 2% keep their DR plan cHfiteinanachoc | ocati on, such as ar
car or on a laptop.

1% are not sure where th&R planis located.

96% of organisation&eep their DR plan in just 1 of these locatidrend only4% keep
the plan in2 locations’ none of the sample keep thenBimr more of these locations
[not shown].

1 Furthermorepnly 3% keep their plan in the main data ger@ndalso at anotheof their
organisatiod buildings away from the main data centre [not shown].

1 Also, less than % keep their plan in the main data cerstrel alsoff-site ata$p ar t y 6 s
secure location [not shown].

1 And only 1% keeptheir plan in the main data centtadalsoin ad-hoc locatiors, such as
an employeeb6s home, car or on a laptop [no

% of sample

0 20 40 60 80 100

EMEA 26 7 :

OAt the organisati.:

O At another of our buildings away from the main data centre
mOffsi te at a 3rd pa
O Off-site in an adhoc location, e.g. employee's home, car or lapto

ODono6t

Table 5: Average distanceto main data centre:regions

Region Anot her of the (Offsiteatadpatyds secu
buildings location

EMEA 197km 342km

USA 80 km 334km

1 More US organisations (76%nlyk eep t he DR plan in the orge
centre, compared to EMEA organisation8%® [not shown].
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1 And, more EMEA organisations (26%) keep the DR plan at anofttee organisatiod s
buildings away from the main data centre, compared to US organisations (13%).

1 And, more EMEA organisations (4%) keep the plag of these locations, compared to
US organisaons (zero)lnot shown]

|Year of survey|

% of sample

0 20 40 60 80 100 120
2003 20 15 2| 5
2007 25 8 :

OAt the organisati:

O At another of our buildings away from the main data centre
mOff-si te at a 3rd pa

OOff-site in an adhoc location, e.g. employee's home, car or lapto

ODono6t

Table 6: Average distanceto main data centre:year of survey

Year of Anot her of the |Offsiteatad®partyds se
survey buildings location

2003 108km 74km

2004 133km 167km

2007 190km 340km

1 More organisations questioned in 2004 (26%) and 2007 (25%) keep the DR plan at
anotherof theorganisatiod building away from the main data centre, compardatidse
questioned in 2003 (20%).

1 But, more organisations questioned in 2003 (15%) and 2004 (k8éf) the DR plan
located offsiteata¥partyoés secure | ocation, compared
2007 (8%).

1 More organisations questioned in 2003 (62%) and 2007 (@b¥gkeep the DR plan in
the main data centre, compared to those question2dd4 (53%) [not shown].
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1 But, more organisations questioned in 2004 (kK&@p theiDR plan in the main data
centreandal so at another of (cohmparedto®200§ and2087at i 0 n ¢
(both 3%) [not shown].

1 However, more of those questioned in 2003 (3%) and 2004 Kdéf) theiDR plan in
the main data cent@ndalso offsitt ata¥par t yds s emmparedtd2060fat i on
(zero) [not shown].

1 More organisations questioned in 2003 (5%) and 2004 (@8t@not sure where their
plan was located, compared to 2007 (1%).
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% of sample
0 20 40 60 80 100 120

Benelux 59 6 u

France

Germany

Italy

Middle East

Netherlands

Poland

Russia 92 p)
South Africa 30 20
Spain 64 18
Sweden 90 p)
Switzerland 76 6
UK 89 1H
USA 76 11

OAt the organisati:

O At another of our buildings away from the main data centre
mOffsi te at a 3rd pa

O Off-site in an adhoc location, e.g. employee's home, car or lapto

ODonot
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Table 7: Average distanceto main data centre: countries

Country Anot her of t hedOffsiteatadpartyds
buildings secure location

Benelux 79 km 341 km

France 132 km 758km

Germany 537 km 478 km

Italy 110 km 583 km

Middle East 116 km 60 km

Netherlands 67 km 20 km

Poland 75 km 1500 km

Russia 116 km n/a

South Africa 40 km 1000 km

Spain 115 km 33 km

Sweden 1761 km 246 km

Switzerland 1346 km 200 km

UK 104 km 833 km

USA 80 km 100 km

© Dynamic Markets Limited, October 2007 For Symantec 27



Symante¢ The Symantec Disaster Recovery Research 2007

3.4 On which of the following media is the DR plan located

|Storage media for the DR plar|

% of sample
0 10 20 30 40 50 60 70 80 90 100

Paper-based file 62

On an Intranet site 19

On an Internet site 29

As a file on the network 41

As a file on a laptop 24

On a USB device or similar 29

Donot 1

62% oforganisationsay their DR plan takes the form of a papased file.
Another 41% store it as a file on thetwork

29% have it stored on a USB devicesonilar, and as many store it on an Internet site
(29%).
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24% store the DR plan as a file on a laptop and 19% store it on an Intranet site.

66% oforganisationstore the DR plamcrossmore than 1 of these medamosta third
(31%)store it across 3 or one, but only 1% store it across 5 or more [not shown].

But 8% of organisation®©NLY keep their plan as a papeased version [not shown].
2% keep only papdrased andnitranet versions [not shown]

Similarly, only 1% keep the plan as only papased andintranet versions, along with a
copy on the network [not shown].

Finally, just 1% only keep their plan as a file on a laptop or USB d@vateshown]

1% are not sure of the media on which the DR plan is located.

0 50 100 150 200 250

EMEA 20 41 23 29

% of sample

OPaper-based file OOn an Intranet site B On an Internet site
OAs a file on the network OAs a file on a laptop OOn a USB device or similar
ODonot

1 Overall, US organisations say their PR is located on more of these media, compared
to EMEA organisation§.e. length of bars in the above chart)

1 In addition, more US organisations (78%) store the DR @t@asanore than 1 of these
media, compared to EMEA organisations (65%) [not shown]

1 Furthermore, more US organisations (44%) store the DR plan across 3 atiffevest
medig compared to EMEA organisations (30%) [not shown].

1 In detail, more US organisation8(%) say their DR plan takes the form of a papased
file, compared to EMEArganisationsg0%).

1 Also, more US organisations (46%) store the DR plan on an Internet site, compared to
EMEA organisations (27%).

1 And, more US organisations (32%) store the DR plan as a file on a laptop, compared to
EMEA organisations (23%).
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% of sample

0 50 100 150 200 250 300

Benelux 26 34 20 | 18
France 26 49 20 35
Germany 16 31 34 30

Italy

Middle East 20 50 22 58

Netherlands 22 44 26 22
Poland 60 10| 16

Russia 58 8

22 50 818
2

South Africa 14 46 10 64

Spain 20 40 16 36
Sweden 10 22 48 32

Switzerland

USA 12 37 32 30

OPaper-based file OOn an Intranet site B On an Internet site
OAs a file on the network OAs a file on a laptop OOn a USB device or similar
ODonot
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35 Which of the following people ar
committee?

Composition of DR committee

% of sample
0O 10 20 30 40 50 60 70 80 90 100

Divisional / departmental IT manager 73

Systems / infrastructure manager 34

CIO/ CTO/IT director 55

Chief security officer
CFO 19

Line of business heads 11

Other directors 17
CEO 23

Non-IT senior managers j 6

External consultancy

 I—
N

None’i we do not have a DR committee D 2

Donoét

1 Overall, 98% oforganisationsvith a DR plan have a DR committéenly 2% do not.

1 When it comes to DR committee membershiost commonlyncluded aralivisional /
departmental IT maages (73%).
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1 Committee membership also commonly given to other IT ro]esich asystems /
infrastructure manager (34%) and, more commahky,CIO / CTO / IT director55%).

1 But 23% of organisationiave their CEO as a member of the DR committbat this
means 7% do not.

M1 Also, 19% involve the CFO, 17% include other directors, 11% include the line of
business heads, but fewer involve other-tibsenior managers (6%).

1 Also, 17% include a chief security officer on their DR committee.
Only 2% haveextanal consultats on their DR committee

1 71% oforganisationsnvolve 2 or more of these roles on the DR committee, whereas
46% involve 3 or moré but only 11% involve 5 or more and just 3% involve 7 or more
[not shown].

But 1 in 2organisation§49%) onlyinvolve IT staff on the DR committgaot shown].

Also, only 43% of organisationgive DR committee membershtp a mix of IT and non
IT staff [not shown].

il have contacted the other business leaders and directors of the different departments. We
discs sed the companydés requi r ednéamasy, lBMadage,r eat ed
100,000 employees, automotive sector.

"Every year, the general manager needs to sign the contract agreement. Ultimately it is his
decision, but different department heaate involved in the planning.Germany, IT Manager,
3,500 employees, manufacturing sector.

"It was all discussed with the CEO. But we have not agreed it all @rimany, IT Director,
700 employees, public sector.

"Once a year we have a meeting abdisaster recovery plans with various directordtaly,
IT Manager, 3,000 employees, banking sector.

"IT security staff and other company directors agreed the pl&ussia, IT Director, 2,330
employees, power and energy sector.

"Just like in any othereputable organisation, the management, together with the heads of

departments, were involved in the discussions about the DR plan. Data backup procedures are

now part of the daily responsibilities of managers across departments. Heads of other

departmeh s wer e i nvol ved an dRussig IT®eeoia, 15 empiogeesr e ac h e
public sector.

"We've done a detailed review with the business owners of each application so they understand
the business requirements. (Research#ftich directors have leam involved, and what sort of
threats have you discussg@d?he Executive Board. (Researchénd what sort of threats

have you tscussed?) All of the threatsUK, Head of IT, 160,000 employees, banking sector.

"We have discussed in great detail iential threat to America and our organisation. |
have spoken to the CEO and the Chairman aboutwewould protect the compahyUSA,
IT Manager, 1,000 employees, investment banking sector.

"I have discussed with senior Board members the need fisaatdr recovery plan, and this
was successfully implemented in 2@0&ISA, IT Manager, 1,800 employees, investment
banking sector.

"All the discussions about the DR plan mainly take place within the IT department. We are the
ones who discuss all abolte possi bl e risks. But yes myself
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management agr Bussia IT Director, 3,00@employeks, power and energy
sector.

" made the decisions mys elldrael, IT Mandygex,\8,600n o t agr
employes, public sector.

"I don't think it has been discussed with the directors. It's been discussed internally.
(Researcher In IT only?) Yes. We look at ourselves as service deliverers; there's not been
input from business managers throughout the cougit just prioritse. (ResearcherWhich
directors have been involved, and what sort of threats have you discusHeel threats are to
email and payroll and we have been autonomous taking that decision. The plan was done
internally within IT. (Resealer- Have you reached agreement?) Only in UK, IT
Manager, 2,500 employees, public sector.

"I would say as part of the IT DR process, it's been limited; but we have a business continuity
plan. (ResearcherSo which business directors have you ussed it with?) No, none were
involved. It was based on my understanding of their neddK,"IT Manager, 600 employees,
public sector.

"l decided with my IT colleagues onlyUSA, IT Manager, 900 employees, public sector.

% of sample

0 50 100 150 200 250

ODivisional / departmental IT manager O Systems / infrastructure manager
BCIO/CTO /IT Director O Chief security officer

OCFO OLine of business heads

O Other directors OCEO

ONon-IT senior managers B External consultancy

ONonei we do not have a DR committee ODondt

1 More EMEA organisation99%) have a DR committee, compared to US organisations
(93%).

1 And overall, EMEA organisationsivolvemor e of t hese people on t
DR committee, compared to US organisati@ires length of bars in the above chart)

1 Indeed more EMEA orgaisations (72%) include 2 or more of these people on the DR
committee, compared to US organisations (686) shown]

1 In detail more EMEA organisation$6%) havethe CIO / CTO / IT director on theR
committee, compared to US organisatioh2).
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And, mae EMEA organisations (12%) include the line of business heads, compared to
US organisations (5%).

Furthermoremore EMEA organisations (18%) include other directors, compared to US
organisations (9%).

|Year of survey|

% of sample
0 50 100 150 200 250

2003 84 11 7%
2004 9 9| 21 |8 %
2007 34 17 19 [11] 17 23 6%}

ODivisional / departmental IT manager O Systems / infrastructure manager
BmCIO /CTO /IT Director OChief security officer

OCFO OLine of business heads

OOther directors OCEO

ONon-IT senior managers B External consultancy

ONonei we do not have a DR committee ODonot

More organisations questioned2003 (72%)and2007 (73%) have divisional /
departmental IT manageon the DR committeecompared to organisations questioned
in 2004 (62%)

But, more organisations questioned2@07 (34%) have systems / infrastructure
manages on the DR committeecompared to organisatis questioned 8003 8%) and
2004 ©0%).

And, more organisations questioned2@07(55%) say the CIO / CTO / IT director is on
the DR committeecompared to organisations questionedd03 (22%) and 20086%).

In addition, nore organisations questioned in 2007 (1T86)ude a chief security officer
on the DR committee, compared to organisations questiorz@D® (4%) and 2004
(9%).

Whereas, more organisations questioned in 2004 (21%) and 2007 (17%) have other
directors on te DR committee, compared to organisations questioned in 2003 (11%).

Yet, more organisations questioned in 2007 (23%) have the CEO on the DR committee,
compared to organisations questioned in 2003 (7%) and 2004 (8%).
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1 And, more organisations questione®®07 (6%) include other nel senior managers

on the DR committee, compared to organisations questioned in 2003 andat04 (
3%).

1 More organisations questioned in 2003 (75%) and 2004 (64%) only involve IT staff on
the DR committee, compared to 2007 (49%ot shown].

1 Similarly, more organisations questioned in 2007 (43%) give DR committee membership
to a mix of IT and no#T staff, compared to 2003 (11%) and 2004 (25%) [not shown].
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% of sample

0 50 100 150 200 250 300
| | | | | |
Benelux 32 19 | 17 |12| 25 33 |9
France | 37 “ 35 21 31 33 22 |7k
Germany | 40 8 1319] 17 QH
Italy | 36 14 50 10]12| 22 %
Middle East | 18 20 32 |14| 20 | 16 K
Netherlands | 26 22 | 22 |14] 32 52 6
Poland | 12 16 4 16 AE
| hiii
South Africa 26 84 26 | 20 28 36 16 AH
Spain | 34 20 14| 14| 16 |12|8
Swedeni 28 10 24 | 20 38
Switzerland | 32 8 1044 16%}
UK | 44 16 31 |7] 23 47 111
USA | 33 15 |12[5/9]| 22 |6

ODivisional / departmental IT manager
BCIO/CTO /IT director

OCFO

OOther directors

ONon-IT senior managers

BONonei we do not have a DR committee

O Systems / infrastructure manager
O Chief security officer

OLine of business heads

OCEO

B External consultancy

ODonoét
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3.6 If your organisation were to fall on hard economic times tomorraev,
which of the following would apply to the investment in your
organi sati®ndés DR pl an

|Investment in DR plan in hard economic time:i;

% of sample

0O 10 20 30 40 50 60 70 80 90 100

All ongoing investment would be frozen and all

activity would be put on hold 19

Investment would be reduced but it would still
carry on

34

All ongoing investment would be maintained and

safeguarded 40

Investment would be increased, if deemed 3
necessary

Not sure :| 4

1 19% oforganisationsay that if their organisation were to fall on hard economic times
tomorrow, the investment in DR would bbezen and all activity would be poh hold.

1 More (34%) say investment would be reduced, but it would still carry on if the
organisatiorwere to fall on hard economic times tomorrow.

1 However, the largest group (40%) say all ongoing investment would be maintained and
safeguarded.

1 But only 3%say investment would be increased in hard economic times, if deemed
necessary.

1 Just 4% are not sure what would happen to the IT investment in DR if hard economic
times were to strike.
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% of sample

0 10 20 30 40 50 60 70 80 90 100
USA 33 38 1

OAIl ongoing investment would be frozen and all activity would be put on hold
OlInvestment would be reduced but it would still carry on
BAIll on-going investment would be maintained and safeguardec

Olnvestment would be increased, if deemed necessal

ONot sure

1 More US organisations38%) say that if their organisation werefedl on hard economic
times tomorrow, the investment in DR wouldfbezen and all activity would be put on
hold, compared t&EMEA organisations18%).

1 But, more EMEA organisations (5%) are not sure what would happen to the IT
investment in DR if haréconomic times were to strike, compared to US organisations
(zero).
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Benelux
France
Germany
Italy
Middle East
Netherlands
Poland
Russia
South Africa
Spain

Sweden

% of sample
100

10 20 30 40 50 60 70 80 90
40 40 2
22 37 4

52

48

20

70

2

(o))
N
oo
N
[o¢]
© IN
N N

UK 36 32 2
USA 33 38 1
OAll ongoing investment would be frozen and all activity would be put on hold
OlInvestment would be reduced but it would still carry on
B All ongoing investment would be maintained and safeguardec
OInvestment would be increased, if deemed necessa
ONot sure
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3.7 Which of the following technology types do you have and which are

covered by the DR plar?

Technology in company and those covered by DR plé

20 40 60

% of sample

80 100

Database servers

Applications

Email

Web servers

Desktop environment

Laptop environment

Mobile technology such as handheld device

Remote offices

wor ke

Ho me

None of these

Donobt

97
94

93
86

93
82

87

75

67

59

66
40

59
45

51
37

84

81

OHave in company

B Covered by DR plan
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Table 8. Technologyareascovered by the DR plan:whole sample

Areas of technology % of those that havetechnologyin
the organisation and have it
coveredby the DR plan:

Database servers 97%

Applications 93%

Email 88%

Web servers 87%

Desktop environment 7%

Laptop environment 73%

Mobile technology such as handheld devices | 61%

Remote offices 77%

Home wor kersé PCs 73%

1 Most DR plans cover database servers, applications, email and web servers, where they

exist within an organisation.

1 But fewer include the desktop environment, the laptop environment, remote offices and
homewor ker sé6 PCs.
1 The least included area is mobigzhnology such as handheld devices.
|Region- have in organisation|
% of sample
0 100 200 300 400 500 600 700 800
EMEA 92 86 83 79 64 55 | 47
USA 98 100 95 96 97 84 90 82
ODatabase servers O Applications
B Email OWeb servers
ODesktop environment O Laptop environment
OMobile technology such as handheld device ORemote offices
OHome wor ke ONone of these
ODonot
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Region- covered by DR plan

% of sample
0 100 200 300 400 500 600 700

EMEA » 5 | e | 57 | s8] 4|
USA 85 75 78 78 57 68 58

ODatabase servers O Applications
®Email OWeb servers
ODesktop environment OLaptop environment

OMobile technology such as handheld device ORemote offices

OHome wor K¢ ONone of these

ODono6t

Table 9: Technologyareascovered by the DR plan regions

Areas of technology: % of those that have technology in the organisatioand
have it covered by the DR plan:

EMEA USA
Database servers 97% 97%
Applications 94% 87%
Email 8% 83%
Web servers 88% 79%
Desktop environment 7% 81%
Laptop environment 12% 80%
Mobile technology such as 60% 68%
handheld devices
Remote offices 77% 76%
Home workers 73% 71%

1 More EMEA organisation94%) thathaveapplicationgn the organisatiocover them
in their DR plan, compared to US organisatioBig).

1 And, more EMEA organisation$88%) thathaveweb serverin the organisatiocover
themin their DR plan, compared to US organisatior@/).

© Dynamic Markets Limited, October 2007 For Symantec 42



Symante¢ The Symantec Disaster Recovery Research 2007

Year of survey - have in organisation|

% of sample

0 100 200 300 400 500 600 700
2004 86 n 79 66 49 |33 23|1:
2007 93 87 84 81 66 59 51
O Database servers O Applications
B Email OWeb servers
O Desktop environment O Laptop environment
O Mobile technology such as handheld device ORemote offices
OHome wor K¢ ONone of these
ODonot
Year of survey- covered by DR plan % of sample
0 100 200 300 400 500 600
2004 82 73 53 36 |22 171{
2007 86 75 67 59 40 45 37

ODatabase servers
B Email
O Desktop environment

OHome wor Ke
ODono6t

O Mobile technology such as handheld device

O Applications
OWeb servers
OLaptop environment

O Remote offices
ONone of these

Table 10: Technologyareascovered by the DR plan year of survey

Areas of technology:

% of those that have technology in the organisatioand
have it covered by the DR plan:

2004 2007
Database servers 98% 97%
Applications 95% 93%
Email 90% 88%
Web servers 92% 87%
Desktop environment 81% 79%
Laptop environment 75% 74%
Mobile technology such as 67% 61%
handheld devices
Remote offices 74% 77%
Home wor kers 66% 73%
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1 More organisations questioned in 2004 (92Mgthaveweb serveri the organisation
cover themin their DR plan compared to 2007 (87%).

|Country - have in organisation| % of sample

0 100 200 300 400 500 600 700 800
Benelux 98 91 91 87 83 71 67
France 7 91 90 90 83 65 | 54 | 46
Germany 7 92 95 99 96 88 82 75
Italy 7 60 50 | 46 |34 2c1+|

Middle East | 96 “ 76 80 60 [30[14
Netherlands | 96 92 92 86 88 84 80

Poland 7 90 80 441 52 | 42 F

Russia 7 100 n 74 80 80 | 42 |26H
South Africa 7 90 “ 76 82 78 | 40| 36

Spain 84 64 | 56 | 54 | 38|26]L¢
Sweden 100 “ 100 94 92 92 86 78
Switzerland 96 “ 100 96 100 94 82 80
UK 99 “ 98 91 87 72 83 78
USA 98 100 95 96 97 84 90 82
ODatabase servers O Applications
@ Email OWeb servers
O Desktop environment OLaptop environment
O Mobile technology such as handheld device ORemote offices
OHome wor Ke ONone of these
ODono6t
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Country - covered by DR plan

% of sample

0 100 200 300 400 500 600 700
Benelux 88 n 84 78 68 52 | 58 58
France | 86 79 73 61 |34] 41|31
Germany | 88 89 91 79 63 69 61
Italy | 60 n 46 |26 IZSLH
Middle East | 90 66 66 | 38 L0Q
Netherlands | 76 78 66 52 | 48 66 64
Poland | 88 78 40 | 50 | 42
Russia | 78 64 | 3214

South Africa

(o]
[o¢]

=

o
o

(0]

N
©
S

~
()]
oo

N

64 56 [20228

Spain 76 n 60 | 48 | 42 [2414
Sweden 98 80 54 60 56 72 58
Switzerland 84 “ 90 86 70 58 60 66
UK 86 69 50 50 |30 63 46
USA 85 75 78 78 57 68 58
ODatabase servers O Applications
B Email OWeb servers
O Desktop environment O Laptop environment
O Mobile technology such as handheld device ORemote offices
OHome wor ke ONone of these
ODonbt
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Table 11: Present technology covered by the DR plarcountries

Areas of % of those that have technology in the organisatioand have it
technology: covered by the DR plan:
- |9 ®
. 2 |E 2 2

X |y |5 2R e s 2 S %

T |2 |E = €15 | | | |8 |R

SISls & 288 |4 3|22 5 |3

m L O | |=Z |z |@d | |0 o @ | |2 |D

Database servers [96% 98% 96% 100% [98% (96% [100% [100% 98% 93%(98% [92% 96% 97%

Applications 90%(95% (96% [100% [94%[79% 98% |100% 98% [90%98% [88% [87% 87%
Email 93%(89%(96% 92% [86%(85% [100% [96% [95% 95% 85% (90% 66% 83%
Web servers 93%88%(94% 92% [87%(85%[98% [92% 95% [94%80% [90% [70% [79%
Desktop 85%181%(92% 57% [83%(72%91% [98% [78%(86% 57% [90% 55% 81%
environment

Laptop 78%(73%(82%141% [63%(60% [96% [80% [72% (78%|65% [70% 57% 80%

environment

Mobile technology [63%52%(72% 40% [33%55% 100% [76% [50% 63% [61% [62% {42% 68%

such as handheld
devices

Remote offices  82%(76%(84% 63% [71%[79% 25% [62% [61% 62% 84%[73%[7/6% [76%

Home wor k87%67%81%67% (71%{80%|(0% [33% {44%56%(74% 83% 59% [71%
PCs
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3.8 How frequently does your organisation carry out full scenario testing
of its disaster recovery plan, involving relevant peoplgyrocesses and
technologies?

| Frequency of testing DR plar]

% of sample
0 10 20 30 40 50 60 70 80 90 100

Monthly 18
Every 3 months | 14
Every 6 months | 22
Once a year | 21
Every 1-2 years | 9

Every 2-3 years :| 3

Less frequently than every 3 years ] 1

On an ad-hoc basis :| 3

Never 8

Donot ]1

1 Collectively,91% oforganisationgarry out full scenario testing on their DR plans
involving relevant people, processes and technologies.

1 On average, however, this isaaevery 8 months [not shown].
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1 Just over half of the sample (54%) test more frequentlydhanally- 18% test monthly;
14% test every 3 months and 22% test every 6 months.

1 Another 21% carry out such testing annually, but 13% test less frequently than annually,
meaning, collectively, &% carry out such tests annually or less frequently than this.

Another3% carry out full scenaritess on an aehoc basis.

Only 8% do notcarry out any full scenaritestingand another 1% are unsure how
frequentlysuchtesing is carried outif at all

"Every 6 months(Researcher Why?) Because we need to check reliability of the process so
we can sleep well at night!lsrael, IT Manager, 3,000 employees, public sector.

"We carry out the full scenario testing twice a year in May and Noven{BResearcher
Why?) Because it's very demanding and it's an order from the Bank of Itiady; IT
Manager, 3,000 employees, banking sector.

"We do full testing every-90 months when we are closgdResearcher Why?) Because we
cano6t do are openw his tocedisrwpive.Saudi, IT Manager, 1,000 employees,
public sector.

"Only once a year(Researcher Why?) Because we don't have time to do iGérmany, IT
Manager, 800 employees, public sector.

"A minimum of once a yeafResearche- Why?) We do various tests throughout the year.
When we plan the test, sometimes operational requirements del&lKit.IT Manager, 500
employees, telecoms sector.

"We aim to carry it out once a year. We try to carry this out a month or two hadtestial
fl oods ¢ oWUSAAT Managen, 4,800 employees, investment banking sector.

"We have not yet had a full scenario te@Researcher Why?) Departments like to manage
their own data, and the test helps employees to appreciate how this plarking, but testing
has been piecemeal Russia, IT Director, 510 employees, public sector.

"We would not do so at all. We have taken email servers out yesterday though. (Researcher
Why can't you do it?) Because it would involve taking out lalibgi But we take routers out

and the backup kicks in, so we don't even notice. Even if the primary link goes down, we are
still okay. We did an email test yesterday which admittedly we did at 5.30pm after working
hours.” UK, IT Manager, 2,50@mployees, public sector.

fBackup is every hour, but scenarios are rarely teste@ermany, IT Manager, 100,000
employees, automotive sector.

"Never. (Researcher Why?) It takes a long time and is very costlyGermany, IT Manager,
2,500 employees, plic sector.

"We never carry out full scenario testingJSA, IT Manager, 1,000 employees, investment
banking sector.

"Never. (Researcher Why?) Because it takes a lot of timeUSA, IT Manager, 3,500
employees, public sector.
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% of sample

0 10 20 30 40 50 60 70 80 90 100

O Monthly OEvery 3 months

B Every 6 months OOnce a year
OEvery 1-2 years OEvery 2-3 years
OLess frequently than every 3 years OOn an adhoc basis
O Never ODonot

Table 12: Averagefrequency of testing:regions

Region Average frequency
EMEA 7.8 months
USA 8.1 months

1 More US organisations3(7%) carry out full scenario testing every 6 montbempared to
EMEA organisations30%).

1 But, on average, there is no difference according to region and how frequently
organisationsun full scenario testof their DR plan.

|Year of survey|

% of sample
0 10 20 30 40 50 60 70 80 90 100

2003 10 28 3l 3 4
2004 8 34 4 8 3

O Monthly OEvery 3 months

B Every 6 months OOnce a year
OEvery 1-2 years OEvery 2-3 years
OLess frequently than every 3 years OOn an adhoc basis
O Never ODonot

© Dynamic Markets Limited, October 2007 For Symantec 49



Symante¢ The Symantec Disaster Recovery Research 2007

Table 13: Average frequency of testingyear of survey

Year of survey Average frequency
2003 6.7 months
2004 8.1 nonths
2007 7.8 months
1 More organisations questioned in 20Q.7%) and 2007 18%) carry out full scenario
testing on their DR plans involving relevant people, processes and technologies
monthlybasis compared to organisations questioned in34@96).
1 But, more organisations questioned in 2007 (14%) carry out full scenario testing on their
DR plans every 3 months, compared to 2Q0B4) and 2004 §%).
1 Yet, more organisations questioned in 2007 (22%) carry out full scenario testing on their
DR plansevery 6 months, compared to 2003 (17 2004 (18%).
1 However, nore organisations questioned in 2003 (2&#td 2004 (34%¢arry out full
scenario testing on their DR plans once a year, compared to 2I3Y. (2
1 But, more organisations questioned in 2007 {2%rry out full scenario testing on their
DR plans every 1 to 2 years, compared to 2003 @%d)2004 (4%).
1 More organisations questioned in 2004 (8airy out full scenario testing on their DR
plans on an atioc basis, compared 2903and 2007 ljoth 3%).
1 Finally, more organisations questioned in 2003 (24%) never carry out full scenario

testing on their DR plans, compared to 2004 (&% 2007 (8%).
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% of sample

0 20 40 60 80 100
France 17 22 14 | 4 f

Germany 7 27 17 6 [

Middle East

22

Poland 20

Russia I 6 12 |2]2
South Africa 26 6 8 6 14
Spain 10 36 2l 6
Sweden 18 10 6 8

Switzerland 4 16 14 10

UK 17 2 20 412] 4|2

O Monthly OEvery 3 months

B Every 6 months OOnce a year
OEvery 1-2 years OEvery 2-3 years
OLess frequently than every 3 years O0On an ad-hoc basis
O Never ODonodt
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Table 14: Average frequency of testingcountries

Countries Average frequency
Benelux 9.2months
France 8.2months
Germany 10.2months
Italy 8.8 months
Middle East 4.4months
Netherlands 7.7months
Poland 5.8 months
Russia 4.6 months
South Africa 6.7 months
Spain 6.8 months
Sweden 7.1months
Switzerland 9.2months
UK 8.1 months
USA 8.1 months
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3.9 [Just to those that do tests]Which of the following reasonsaccounts
for why full scenario tests have faile@

|Reasons for failure of DR plan testls

% of sample that do tests
0 10 20 30 40 50 60 70 80 90 100

Processes turn out to be inappropriate 18
People do not do as they are supposed 1 19
Technology does not do what it is supposed t 22
Discovery that the plan has become out of datt 12

Insufficient IT infrastructure at the DR site 8

Our tests have not failed 52

Dondt

Collectively, 48% of those that carry dull scenariotests say they have failed.

The main reason for DR test failuretisat the technology does not do what it is supposed
to (22%).

1 This is followed very closely by 19% ofganisationshat say people do not do what
they are supposed to.
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But almost as many (18%) say the DR processes turn out to be inappropriate.
12% say tes fail as they discover their DR plan has become out of date.

Only 8% oforganisationsay the DR full scenario tests have failed due to insufficient IT
infrastructure at the DR site.

1 21% say their tests have failed for more than 1 reason, and 73©§#yese reasons
appl [not shown].

1 In contrast, 52% say their DR tests have not failed.

Region
% of sample that do tests

0 20 40 60 80 100 120 140

USA 19 12 9

OProcesses turn out to be inappropriate OPeople do not do as they are supposed 1

B Technology does not do what it is supposed t ODiscovery that the plan has become out of dat
Olnsufficient IT infrastructure at the DR site OOur tests have not failed

ODono6t

1 Statistically,there is no difference according to region &t full scenario testef the
DR planhave failed.
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% of sample that do tests

0 20 40 60 80 100 120 140 160
Benelux 13 13 |6
France | 21 31 10 (3
Germany | 19 28 23 5
Italy | 4
Middle East | 13 23 44
Netherlands | 14 16 12
Poland | 7 4
Russia : 4 26 4
South Africa | 38 10 |2
Spain | 19 2
Sweden | 10 6|8
Switzerland | 22 8

USA 19 12

OProcesses turn out to be inappropriate

OInsufficient IT infrastructure at the DR site

ODono6t

B Technology does not do what it is supposed t

OPeople do not do as they are supposed 1

ODiscovery that the plan has become out of datt

OOur tests have not failed
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3.10 Which of the following do you consider tadoe barriers to running a
full scenario test on your disaster recovery plan?

Barriers to full scenario tests on the DR plar

% of sample
0O 10 20 30 40 50 60 70 80 90 100

Resour ces, in te 50

Resources, in terms of budget 38

Disruption to employees 47

Disruption to customers 25

Disruption to sales and the revenue strearn 22

Other IT projects taking a higher priority 17

Not seen as a priority by top managemen 12

Other

None 11

1 Collectively, 89% oforganisationshink there are barriers to carrying out full scenario
testing on their DR plans.

1 Indeed, 67% say 2 or more of these barriers apply; andtBin%3 or more are barriers
for them [not shown].
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1 The Top 3 barriers are:
1. Resources, in terms of peoplebds time (50¢
2. Disruption to employees (47%)
3. Resources, in terms of budget (38%)

1 25% think that disruption to customers is a barrier to full scenasimgeof their DR
plan, and 22% say disruption to sales and the revenue stream is a barrier.

1 However, 17% say other IT projects take a higher priority than full testing of the DR
plan.

Butonly 12% say full scenario DR testing is not seen as a prioritpfpynanagement.

In contrast, 11% say none of these present barriers to full scenario testing of their DR
plan.

"Time is the main barrier and also having key people involvddrdan, IT Manager, 4,000
employees, banking sector.

"Cost and the time. Weed more or less 10 people on Saturddialy, IT Manager, 1,600
employees, banking sector.

"Time and resources.USA, IT Manager, 510 employees, public sector.

"The only barrier is the potential for lost productivity, but if we have an actual distister
potential for lost productivity would have been greater by comparison. | force it through if |
have to." UK, IT Manager, 670 employees, public sector.

"The dayto-day impact on the running of the businesSK, Head of IT, 160,000 employees,
banking sector.

fiMost likely the human element. We would need time to mobilise and convince people of the
benefits of conducting this on a larger scal®Ussia, IT Director, 510 employees, public
sector.

ilt needs at LEAST one dystemdowntioe Gesmmanyalhd we can
Manager, 100,000 employees, automotive sector.

"The main barrier is time, because we need computers up and running 24 hours a day, 365
days a year."Germany, IT Manager, 800 employees, public sector.

"The internal organisatin of employees and systems are the main barriétsly, IT
Manager, 800 employees, banking sector.

"Costs. No one wants to take the responsibility of running a full testsSsia, IT Director,
3,450 employees, power and energy sector.

"Probably,ownership. Getting people involved and getting management on bdakd.IT
Manager, 2,500 employees, public sector.

"Shortage of experienced specialistRUussia, IT Director, 2,330 employees, power and
energy sector.

1 There seems to be a false senfsgecurity among those that have not yet tested their DR
plan.

"We are sceptical about testing something unless we deem it fully necessary. If for some
reason our plan didnoét work, we would only I
USA, IT Manager, 1,000 employees, investment banking sector.
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"1 dondét think we wil |l IaMTeDirextory550employde r s w

public sector.

" donot think there are asA IT Managerj 1¢&00s ; we

employees, local and federal government.

0 50 100 150 200

% of sample

250

EMEA 37 22 21 16 |11

23

16

B Disruption to employees ODisruption to customers

ONot seen as a priority by top management OOther

ONone ODonot

OResources, in te OResources, in terms of budget

ODisruption to sales and the revenue strear  OOther IT projects taking a higher priority

1 Overall, US organisations say more of thbagiers applytd hei r

hen

j ust

organi sation
plan testingcompared to EMEA organisatiofis. length of bars in the above chart)

1 Indeed, nore US organisationsq96%) think at least 1 of thesbarriersappliesto carrying
out full scenario testing on their DR plam®mpared t&&MEA organisations§9%).

1 And, more US organisations (79%) say 2 or more of these barriers apply, compared to

EMEA organisations (66%nhot shown]

1 Furthermore, more US organisations (59%) say 3 or more of these barriers apply,

compared to EMEA organisations (34t shown].

1 In detail, more US organisations (62%) say disruption to employees is a barrier to testing,

compared to EMEA organisations 4.

1 Also, more US organisations (46%) think disruption to customers is a barrier to testing,

compared to EMEA organisations (22%).

1 In addition, more US organisations (35%) say disruption to sales and the revenue stream

is a barrier, compared to EMEA orgaations (21%).

1 But, more EMEA organisations (11%) say none of these present barriers to full scenario

testing of their DR plan, compared to US organisations (4%).
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Year of survey

% of sample

0 50 100 150 200
2003 23 12 | 6|62 5
2004 7 32 19 13 | 13 | 7 3
2007 7 38 25 22 17 | 12

ONone

OResources, in te
B Disruption to employees
O Disruption to sales and the revenue strean

O Not seen as a priority by top management

O Resources, in terms of budget

O Disruption to customers

O Other IT projects taking a higher priority

O Other

ODono6t

1 Overall, organisations questioned in 2007 say more of these barriers apply to their

organ sati onds DR pl an

above chart)

1 In detail, nore organisations questioned in 2004 (42¥td 2007 (50%) think resources,
i o fis apharreeptd fellGcenartioitestiag of thBIR plan, compared

I n terms

to organisations questioned in 2003 (36%).

1 Also, moreof thosequestioned in 2004 (32%nd 2007 (38%) think resources, in terms

t e st (ienlgngth of lmare m the e d

of budgetis a barrier, compared to 2003 (23%).

1 But, moreof thosequestioned ir2007 (47%) say that disruph to employees is a
barrier, compared to 2003 (19%) and 2004 (29%).

1 In addition, moreof thosequestioned ir2007 (25%) say that disruption to customers is a

barrier, compared to 2003 (12%) and 2004 (19%).

1 And, moreof thosequestioned ir2007 (22%) sagisruption to sales and the revenue

stream is a barrier, compared to 206%]) and 2004 (13%).

1 Yet, moreof thosequestioned in 2004 (13%nd 2007 (17%) say other IT projects take a
higher priority than full testing of the DR plan, compared to 2003 (6%).

1 In contrast, moref thosequestioned 2007 (12%) say full scenario DR testing is not
seen as a priority by top management, compared to 2008and 2004 (7%).

1 Whereas, moref thosequestioned in 2004 (16%py none of these present barriers to
full scenario testing of their DR plan, compared to in 2003 (128&6) 2007 (11%).
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% of sample

0 50 100 150 200 250 300

Benelux 24 29 25 25 | 19
France 41 16 | 16 |10]10
Germany 33 32 32 |13]|14
Italy 30 8 14#
Middle East 24 6 26 32 30
Netherlands 28 42 42 32 28
Poland 40 12 10| 12
Russia 40 6 12
South Africa 22 Pl 104
Spain 32 14 14| 18 |12
Sweden 52 42 38 14|10
Switzerland 34 28 |10 20 |12
UK 60 42 26 22 |10

USA 44 46 35 23 | 16

(e2]
)]

OResources, in te OResources, in terms of budget

B Disruption to employees ODisruption to customers

O Disruption to sales and the revenue strean OOther IT projects taking a higher priority
ONot seen as a priority by top management OOther

ONone ODon't know
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3.11 Have you discussed and agreed acceptable levels of risk with the non
IT, business directors in the organisation?

Levels of risk agreeq

100 -

90

80

56

70
60

50

% of sample

33
40 A1

30 A1
20 -

10 A

OYes, for all threats  OYes, for some threats ®No, not for any threats ONot sure

1 Just 33% of T managerdave discussed and agreed acceptable levels of risk with the
nonT, business directors within their organisation for all the thrbatg feel exposed to
T 65% have not.

1 Another 56% have had such agreements withliipbusiness directors f@omeof the
threats they are exposed to.

In contrast, 9% have not discussed nor agreed acceptable lexisksfof any threats.

Another 2% are unsure.

fIAgreement was reached after several meetings with company diredBeeriany, IT
Director, 500 employees, amotive sector.

"We discussed all the possible risks together. We have reached an agreement with the general
manager." Germany, IT Manager, 800 employees, public sector.

"We talked about all the possible risks with them that our company may be expésed to,
human error, which may result in data laspower cuts, natural disasters etc. We obviously
reached an agreement with the administration directdtaly, IT Director, 550 employees,
public sector.

"We reached an agreement with the directorisfael, IT Manager, 500 employees, banking
sector.
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"We discussed it all with the general manager and have reached an agreement with him about
all the possible threats.Israel, IT Manager, 1,000 employees, public sector.

"There is the risk manager who dsalith the risks to the business and who has regular
meetings with the business directors and there is a risk log and some risks are discussed
monthly andsome are discussed quarterhAll types of threats and levels of disadteave

been discussedg.qg. losing power on the'Tloor and moving floors to another and partly
operating the IT systems and what would happen if we took out a key part of the infrastructure
or just part of it out. (ResearcheHave you reached agreement?) YedK, IT Manager,

1,400 employees, public sector.

"IT and other directors have discussed the social risks and effects, potential technological
damage and the possible cost consequendeassia, IT Director, 3,450 employees, power
and energy sector.

"Imade thedecisons mysel f . | hav elsraelplT Maaager,8,600 it wi t h
employees, public sector.

"No, we didndédt have any diUSA frManagem3500ni t h ot her
employees, public sector.

% of sample

0 10 20 30 40 50 60 70 80 90 100

USA 66

n
=

OYes, for all threats OYes, for some threats BNo, not for any threats ~ ONot sure

1 More USIT managerg66%) have discussed and agreed acceptable levels of risk with the
nontIT, business directors within their organisationjist some othe threats they feel
exposed tpcompared to EMEA organisatiorss0o).
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% of sample
0 10 20 30 40 50 60 70 80 90 100

Benelux

France

Germany

Italy

Middle East

Netherlands

Poland

Russia 78

South Africa

Spain 30
Sweden 7 56
Switzerland 7 52
UK 7 60
USA 7 66
OYes, for all threats OYes, for some threats B No, not for any threats ONot sure
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3.12 What percentage of yations doesrtgoasiders at i o |
to be businesscritical ?

Percentage of businessritical applications

% of sample
40 50 60 70 80 90 100

o
-
o
N
o
w
o

11-20%

1-10% 15
11

21-30% 18
31-40% | | u
41-50% | |14
51-60% | | 4

61-70% | |5

71-80% ] 4
81-90% ]2

91-100% ] 2

None :I 6
Don't know :I 7

1 Collectively, 94% of organisations consider eds$t some of their applications to be
businesscritical.

1 On average, 36% oharganisatiod s appl i cat i on scritwal,andthe e med b
median is 30%, but this ranges frdr100%[not shown]
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1 Opinion is quite varied, but in general, morganisation§69%) citea figure of 50% or

below.

Only 17% cite a figure above 50%.

In contrast6% say none of their applications aoensidered businessitical.

And 7% are unsure of the percentage of bustgtisal applications their organisation

has.

"The servers in the finance department. That covers all of our company's business.
year sb6

(Researcher Is that 100% then?) Yes. That 7
670 employees, public sector.

"I'd say 95%." UK, IT Manager, 1,400 employees, public sector.

"90%." Germany, IT Manager, 2,500 employees, public sector.
"70%-75%." Jordan, IT Manager, 4,000 employeleanking sector.

"70%." ltaly, IT Director, 500 employees, public sector.
"50%." USA, IT Manager, 900 employees, public sector.

w &K, ITManadger, dat a . "

"45% are critical." Germany, IT Director, 500 employees, automotive sector.

"We have about 6 systems on our business crifstal 25% of the business as a whol&lK,

IT Manager, 500 employees, telecoms sector.

"10%." Russia, IT Director, 2,330 employees, power and energy sector.

"10%." USA, IT Manager, 1,500 employees, local and federal government.

"Very small." Italy, IT Manager, 3,000 employees, banking sector.

% of sample
0 10 20 30 40 50 60 70 80 a0 100
EMEA 10 10 14 5| 5|4 2 8
01-10% O011-20% B21-30% 031-40% 041-50% O051-60%
061-70% O71-80% 081-90% E91-100% ONone of theseODo n 6 t
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Region Average Median Range
EMEA 36% 30% 1% t0100%
USA 33% 26% 10% to 75%

1 More EMEA organisations (94%) consider eadtsome of their applications to be
businesscritical, compared to US organisations (89%).

1 And, more EMEA organisationd9%) considenover 50%of their applications to be

businessritical, compared to US organisatiori%o).

1 Converselymore USorganisations (79%) g 0 % or | ess
applications are deemed businestical, compared to EMEA organisations (68%).

1 But, more EMEA organisations (17%)ys&1 0 % of t heir
deemed businessitical, conpared to US organisations (2%).

1 However, more US organisations (20%y $4-2 0 % of t hei r

are deemed businesstical, compared to EMEA organisations (10%).

1 And, more US organisations (28%)ys#l-3 0 %

of their organisati on:¢

deemed businessitical, compared to EMEA organisations (17%).
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Benelux
France
Germany
Italy

Middle East
Netherlands
Poland
Russia

South Africa

% of sample

20 40 60 80 100
16 6 22 5 10 ZIH |]i
5 13 10 5 12| 5 7 9
4'4 6 |4 16 2 20
10 24 8 10 |2 8 8 -Z
10 28 12 30 8 4
12 412| 4 2 24

10 6 | 4 14

8 10 4 12

2 50

Spain 8
Sweden 14 30 10 10
Switzerland 4 24 22 26 8 |2
UK 15 16 18 10 |[2|2H
USA 20 14 15 3| 6 @
01-10% 011-20% Wm21-30% 031-40% 041-50% 051-60%
061-70% 071-80% 081-90% m91-100% ONone ofthese ODon ot

© Dynamic Markets Limited, October 2007

For Symantec 67




Symante¢ The Symantec Disaster Recovery Research 2007

Table 16: Percentage of applications that arealeemedbusinesscritical : countries

Country Average Median Range
Benelux 3% 40% 5% to 100%
France 35% 30% 1% t0100%
Germany 36% 30% 5% to80%
Italy 51% 50% 3% t0100%
Middle East 42% 30% 1% t0100%
Netherlands 37% 40% 10% to70%
Poland 33% 28% 2% t0100%
Russia 13% 1% t095%
South Africa 45% 40% 1% t0100%
Spain 47% 45% 2% t0100%
Sweden 32% 34% 5% t060%
Switzerland 38% 36% 5% to80%
UK 35% 34% 5% t090%
USA 33% 26% 10%75%
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3.13 Would poor application performance lead to the organisation
invoking its DR plan?

Invoking of DR plan due to poor application performance

8%
30%

62%

OYes- poor application performance would lead to invoking DR plan
ONo - poor application performance would NOT lead to invoking DR plan

BDon't know

1 30% oforganisationsay that poor application performance would lead to them invoking
their DR plan.

In contrast, 62% sethis would not be the case.

Another 8% are unsure if poor application performance would lead to invoking their plan
or not.

"Yes, if all employees wete start working at the same time, the whole system would crash
due to system overload so the DR plan would come into pl&serthany, IT Manager,
100,000 employees, automotive sector.

"Yes, if business and its operations were affected because of pdicaapp performance.”
Israel, IT Manager, 1,000 employees, public sector.

"Yes, this undermines company performance and thus undermines the safety or reputation of
the organisation."Russia, IT Director, 575 employees, public sector.

"Yes, any applicatin underperformance is a part of the DR plaRUssia, IT Director, 3,450
employees, power and energy sector.

"Yes, the DR plan, as with anything else, should justify the investniRundsia, IT Director,
560 employees, public sector.

"Possibly. It woull really depend on how serious the problem is and what potential damage
could be caused.USA, IT Manager, 510 employees, public sector.

"No. Well, only in extreme circumstances. Well, they'd look for routine technical resolution
rather than invokethd i sast er r dJ§dTvMamager, p,40@ emplayees, public
sector.
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"No, because the disaster recovery plan is intended only for the case of a real disaster and not
for poor application performance.Germany, IT Manager, 3,500 employeesnufacturing
sector.

"No, because the disaster recovery plan would be used only in case of fire or flood, for
example."ltaly, IT Manager, 1,600 employees, banking sector.

"No, because poor application performance is a different sort of emergencypihisg to do
with the DR plan."ltaly, IT Manager, 3,000 employees, banking sector.

"No, there is no connection between poor application performance and the disaster recovery
plan." Israel, IT Manager, 500 employees, banking sector.

"No, because disasteecovery would come in to effect only following a real disaster, like an
earthquake or fire."Jordan, IT Manager, 4,000 employees, banking sector.

"No, because it is not a disaster. Loss of application would lead to invoking DR, but not poor
application performance."UK, Head of IT, 160,000 employees, banking sector.

"Definitely not. Our DR plan is a last resort after all other avenues have been attempted."
Saudi, IT Manager, 1,000 employees, public sector.

"I wouldn't have thought so because we'ehind the times because we don't have online
service delivery which we are currently looking into getting. It'll happen in a year or two.
We're now starting to look at 24/7 electronic covedK, IT Manager, 2,500 employees,
public sector.

% of sample

0 10 20 30 40 50 60 70 80 90 100

EMEA 62 9

USA 67 4

O Yes- poor application performance would lead to invoking DR plan
ONo - poor application performance would NOT lead to invoking DR plan
ODonot

1 Statistically, there is no significadtfference according to region amdetherpoor
application performanceould lead to the organisation invoking its DR plan
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% of sample
0 10 20 30 40 50 60 70 80 90 100

Benelux

France

Germany

Italy

Middle East

Netherlands

Poland

Russia

South Africa

Spain

Sweden

Switzerland

UK

USA

OYes- poor application performance would lead to invoking DR plan
ONo - poor application performance would NOT lead to invoking DR plan

ODono6t
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3.14 Without your DR plan, which of the following threats or disasters
would your organisation consider itself exposed ®

Main threats or disasters companies feel exposed to without their OR

plan
% of sample
0 20 40 60 80 100
Natural disasters, e.g. fire, flood 70
Man-made disasters, e.g. war and terrorism 42

Computer system failure, i.e. hardware and

67
software

External computer threats, e.g. viruses and
hackers

57

Internal computer threats e.g. accidental and

. . 35
malicious employee behaviour

Configuration change management issue! 10
IT problem management 21
Data leakage or loss 22

—
N

None of these

Donoét

1 Collectively,98% oforganisationsvould feel exposed to at least 1 of these threats or
disasters if they did not have their DR plan in place.
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1 The Top 3 threater disastershey would feel exposed to are:
1. Natural disasters, e.g. fire and flood (70%)
2. Computer failure, i.e. hardware and software (67%)
3. External computer threats, e.g. viruses and hackers (57%)

1 In addition, 42% would feel exposed to rraade disasters, such as war and terrorism,
without their plans.

1 Buta significant numbe{35%) would feel exposed to internal computer threats, such as
accidental and malicious employee behaviour, without their plans.

1 22% would feel vulnerable to data leakage or loss and a similar proportion (21%) would
worry about ITproblem management.

1 Only 10% would feel exposed twonfigurationchangemanagemenssues if they did not
have theiDR plans in place.

1 Just 26 say they would not feel exposed to any of these threats if they did not have their
DR plans.

"Hardware malfundbn, fire and electricity blackoub. Germany, IT Manager, 800 employees,
public sector.

fiWithout a DR plan, the company may be exposed to ANY possible threat; terrorist attacks,
electrical, or human error."ltaly, IT Manager, 1,600 employees, banksegtor.

iWit hout the disaster recovery plan, we could
would lead to poor customer service and damage to the brand imtghy,'IT Manager,
3,000 employees, banking sector.

fiFire, system theft, loss of finaatdata.” Saudi, IT Manager, 1,000 employees, public sector.

fiTerror acts, political instability and power lossl$rael, IT Manager, 3,000 employees,
public sector.

fiFire, natural disasters and winter weather conditions mainRUissia, IT Director, 330
employees, power and energy sector.

fiThe threat of power cuts or the threat of terror acts, like a bomb explosion, and then there is
fire or human error." Russia, IT Director, 510 employees, public sector.

fiFire, flood, theft of equipment: general plems any business would hawsaff destroying
and corrupting data. The risk of a plane landing on us is nil because we are not in a flight
path." UK, IT Manager, 670 employees, public sector.

iFl oods, fires aUKdT Mahdger, t1(h00 smployeds,ibankirg seator.

fiHacking because it's a telecoms networks company so that is always the main threat.
(Researcher Anything else?) Hacking is the main worryJK, IT Manager, 500 employees,
telecoms sector.

fiWe would be worried about thessibility of power cuts, natural disasters and potential
terrorist threats." USA, IT Manager, 1,500 employees, local and federal government.

fiMalfunction of the CPU, burglary and vandalism are the top3SA, IT Manager, 510
employees, public sector.

fiSevere weather conditions, fire and power cuts are the main ob&; IT Manager, 900
employees, public sector.
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200 250

% of sample

300

350

11

21

23

USA 55

58

47

16

15Q

ONatural disasters, e.qg. fire, flood

OIT problem management
OData leakage or loss
ONone of these
ODonot

OMan-made disasters, e.g. war and terrorism

B Computer system failure, i.e. hardware and software
OExternal computer threats, e.g. viruses and hackers
OlInternal computer threats e.g. accidental and malicious employee behaviol
OConfiguration change management issue:

1 More US organisations (76%) would feel exposed to 3 or more of these threats or
disasters if they did not have their DR plan in placenpared to EMEA organisations

(64%)[not shown]

1 In detail more US organisations (55%) would feel exposed to-made disasters, such
as war and terrorism, without their plans, compared to EMEA organisations (41%).

1 Also, more US organisations (47%) woutkgt| exposed to internal computer threats, such
as accidental and malicious employee behaviour, without their plans, compared to EMEA

organisations (34%).
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Year of survey

% of sample
0 50 100 150 200 250 300 350 400

2004 55 73 53 49
2007 42 57 35 (10 21 | 22

ONatural disasters, e.qg. fire, flood

OMan-made disasters, e.g. war and terrorism

B Computer system failure, i.e. hardware and software

OExternal computer threats, e.g. viruses and hackers

OlInternal computer threats e.g. accidental and malicious employee behaviou
O Configuration change management issue:

OIT problem management

OData leakage or loss

O None of these

ODonbt

1 Overall, organisations questioned in 2004 say their organisation would consider itself
exposedd more of these threats or disastsithout their DR planscompared to the
other yeargi.e. length of bars in the above chart)

1 Infact, more organisations questioned in 2007 (98%) would feel exposed to at least 1 of
these threats or disasters if theg dot have their DR plan in place, compared to
organisations questioned in 2003%) and 2004 (3%).

1 In detail, nore organisations questioned in 2007 (70%) would feel exposed to natural
disasterssuch adire and flood, compared to organisations quesibim 2003 (59%) and
2004 (65%).

1 But, more organisations questioned in 2004 (55%) would feel exposed tonade
disasters, compared to 2003 (29%) and 2007 (42%).

1 Yet, more organisations questioned in 2003 (84%) would feel exposed to computer
failure, comp@red to 2004 (77%) and 2007 (67%).

1 Whereas, rare organisations questioned in 2004 (73%) would feel exposed to external
computer threats, compared to 2003 (62%) and 2007 (57%).

1 And, more organisations questioned in 2004 (53%) would feel exposed to internal
computer threats, compared to 2003 (34%) and 2007 (35%).

1 However, nore organisations questioned in 2003 (5%) and 2004 (7%) say they would not
feel exposed to any of these threats if they did not have their DR plans, compared to
organisations questioned 2007 (2%).
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% of sample

0 50 100 150 200 250 300 350 400
Benelux 53 68 36 [15| 21| 23
France 42 57 44 18| 25 |18
Germany 49 60 28 |9 27
Italy 34 38 |12 30 | 26
Middle East 46 66 38 [1q 34 30
Netherlands 42 74 58 18| 34 |20
Poland 20 g1 32 | 28
Russia 34 74 42 |d 18] 24
South Africa 28 38 42 |14]16| 18
Spain 30 50 36 |12 30 | 30
Sweden 34 58 32 |1q16| 18
Switzerland 48 64 28 Y 18| 24
UK 54 n 67 45 19| 23| 20
USA 55 58 47 8] 16| 15H
ONatural disasters, e.g. fire, flood
OMan-made disasters, e.g. war and terrorism
B Computer system failure, i.e. hardware and software
OExternal computer threats, e.g. viruses and hackers
OlInternal computer threats e.g. accidental and malicious employee behaviol
OConfiguration change management issue:
OIT problem management
OData leakage or loss
ONone of these
ODonobt
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3.15 [Just to those exposed to threats without their DR plans] For which
of these threats has your organisation carried out a probabilityand
impact assessmertt

Elements of threat that have been assesse

% of sample that are exposed to each threa
0O 10 20 30 40 50 60 70 80 90 100

Natural disasters, e.g. fire, flood 64

Man-made disasters, e.g. war and terrorism 58

Computer system failure, i.e. hardware and
73
software
External computer threats, e.g. viruses and 69
hackers

Internal computer threats e.g. accidental and

. . 54
malicious employee behaviour

Configuration change management issue: 42

IT problem management 67

Data leakage or loss 59

None of these 12

Dondt

1 Collectively,88% of organisations have carried out a probalalitgimpact assessment
for at least 1 of these threats.
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1 Indeed, 65% have carried out such assessments for 3 or more, but only 24% have done
them for 5 or more [not shown].

1 However, only 40% have carried oupebability andmpact assessment fall the
threds they feel exposed to (as cited in Section 3.14) [not shown].

1 And 12% have not carried out an impact and assessment stuatwioirthe threats they
feel exposed to [not shown].

1 The 3 most commonly assessed threats are:
4. Computersystemfailure (73%)
5. External computer threa{69%)
6. IT problem managemeK®7%o)

1 In addition, 64% obrganisationshat feel exposed to natural disasters have carried out a
probability and impact assessment for this threat.

1 Just 59% obrganisationshat feel exposed to data leaje or loss have carriedita
suitable assessment for this threat.

1 A similar proportion (58%) that feel exposed to rmaade disasters, like war and
terrorism, have carried out such assessments for this threat.

1 And 54% of those that feel exposed to intéamnputer threats have carried out these
necessary assessments for this threat.

1 The least assessed area is for configuration change management issues, where only 42%
of people that feel exposed to this threat have carried out a probability and impact
assssment.

"We carried out probability assessment tests for all the threats we feel exposed to. In case the
central database is not internally accessible, we have to move into another brétagh.TT
Manager, 800 employees, banking sector.

"Yes, for allof them." Israel, IT Manager, 3,000 employees, public sector.
"Yes, of course we did.Israel, IT Manager, 1,000 employees, public sector.

"Yes, we did a very detailed test on the possible technological effects and impacdsia, IT
Director, 3,45mployees, power and energy sector.

"Again, in the quarterly or monthly meeting we have, the risks are assessed from very low to
very high and the business impact from extremely critical to very low. We really have 5
probabilities and the impacts rangeifn negligible to catastrophic, so that's 5 levels of risk
too. We have assessed all of thetdK, IT Manager, 1,400 employees, public sector.

"Only on some, but not fully for all. We have done it on the assessment of human error, and on
computer theft. As we discussed earlier, we have assessed the impact with regards to costs,
and timings." Russia, IT Director, 560 employees, public sector.

"We set up a drill of what would happen if there is no electricity for one day and assessed
exactly how bad andhiwhich areas the company would be affected mG&trtany, IT
Director, 500 employees, automotive sector.

"Yes, we did carry out a probability test; in the case of water, fire and electricity disasters."
Germany, IT Manager, 3,500 employees, manufaajséctor.

"No. Not for any, actually.'ltaly, IT Director, 500 employees, public sector.
"No." Germany, IT Manager, 2,500 employees, public sector.
"No." UK, Head of IT, 160,000 employees, banking sector.
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"Err, no." Jordan, IT Manager, 4,000 employgelkanking sector.

"No we didnét carry out such an asSaadks Bment
Manager, 1,000 employees, public sector.

"No. C a n 0 tRussia M Diveetor, @,B30 emiployees, power and energy sector.

"No, we have ot carried out any probabilities or impact assessment$SA, IT Manager,
1,500 employees, local and federal government.

"Not yet." Israel, IT Manager, 500 employees, banking sector.

"We have not tested it yet, but we are happy with the level of sewsartigve implemented."”
USA, IT Manager, 1,000 employees, investment banking sector.

% of sample that are exposed to each threa

0 100 200 300 400 500

EmEA s w [ % [« @] =
USA 60 69 45 25 50 20

ONatural disasters, e.g. fire, flood

OMan-made disasters, e.g. war and terrorism

® Computer system failure, i.e. hardware and software

OExternal computer threats, e.g. viruses and hackers

Olnternal computer threats e.g. accidental and malicious employee behaviou
OConfiguration change management issue:

OIT problem management

OData leakage or loss

ONone of these

ODonot

1 Overall, EMEA organisations have carried out a probability and impact assessment for
more of the threats they feel exposed to, compared to US organisatiolentle.of bars
in above chart).

1 Indeed, nore EMEA organisations (89%) have carried out a probalaihitfimpact
assessment for at least 1 of these threats, compared to US organisations (80%).

1 In fact, nore US organisations (55%) have not carried out agtmtity andimpact
assessment f@ll the threats thefeelexposed to, compared to EMEA organisations
(38%)[not shown]

1 In detail moreEMEA organisationshat feel exposed tomputer system failurg 4%)
have carried out an assessmentlitg threatcompared taJS organisationsg3%).
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% of sample that are exposed to each threa
0 100 200 300 400 500 600

‘
Benelux 38 69 54 (200 64 |29
France 67 72 61 50 64 83
Germany 41 63 |29| 56 60 48

Italy 88 95 50 73 77

Middle East 61 79 68 60 82 67

Netherlands 43 78 59 11 65 50
Poland :“ 90 67 80 100 93

Russia 82 86 57 44 92
South Africa 71 68 86 57 75 67
Spain 73 72 44 | 50 73 80

Sweden 47

Switzerland 54 56 43 56 42

UK 67 54 64 53 61 50
USA 60 69 45 |25 50 |20

ONatural disasters, e.g. fire, flood

OMan-made disasters, e.g. war and terrorism

B Computer system failure, i.e. hardware and software

OExternal computer threats, e.g. viruses and hackers

Olnternal computer threats e.g. accidental and malicious employee behaviol
OConfiguration change management issue:

OIT problem management

OData leakage or loss

ONone of these

ODonot
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3.16 Which 5 of the following potential impacts or consequences that
could result from a disaster is your orgaisation most concerned
about?

Top 5 consequences of a disaster that organisations are concerpe
about

% of sample
0O 10 20 30 40 50 60 70 80 90 100

Decreased employee productivity 60
Damage to customer loyalty 65
Damage to brand reputation | 69

Damage to supplier relationships 62

Damage to competitive standing in the market

place o
Data loss 64
Reduction in profits | 53
Reduction in revenue | 44

None of these :I 4

Dondt

1 Collectively, 96% ofIT managersay their organisation is concerned about at least 1 of
these potential impacts or consequences that could result from a disaster.
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1 Indeed, 8 potential impacts and consequences are popular concerns-@aP4xwith
none standing out significantly abotree rest

However, at the top of the list is damage to brand reputatic)(69

This is followed by 65% who fear damage to customer loyalty and the same amount fear
damage to their competitive standing in the market place.

1 Almost as many (64%) are concerraabut data loss as a potential impact or
consequence of a disaster.

1 But 62% worry about damage to supplier relationships and 60% worry about decreased
employee productivity.

1 Slightly fewer (53%) say they are concerned about a reduction in profits andsk#ive
(44%) worry about a reduction in revenue.

1 In contrast4% say they are not concerned about any of these potential impacts or
consequences as a result of a disaster.

"If this [loss of data]were to happen, it would affect our daily operation andaeadibility."
USA, IT Manager, 510 employees, public sector.

"The worst consequence would be to lose the data, which leads to damage to the brand."
Jordan, IT Manager, 4,000 employees, banking sector.

"Obviously the loss of information, then theveuld be a high cost in getting the system stable
and recovering the dat a; and then there woul d
Russia, IT Director, 510 employees, public sector.

fiwe would be unable to do businesfier®e would be reputatiosis u ek, I[ToManager,
10,000 employees, banking sector.

"The worst impact would be losing the data; namely customer, financial and council data."
Germany, IT Manager, 3,500 employees, manufacturing sector.

"Potentially losing the data and afterwartiee backlash could even close the compatighy,
IT Manager, 1,600 employees, banking sector.

"The main consequences are losing the data and temporarily bad customer sdtgaigelT
Manager, 800 employees, banking sector.

"It would affect internabperation and the financials.Israel, IT Manager, 3,000 employees,
public sector.

"Revenue | osses and t hlerdao, (TdgManagers 2000 empidyeres, r ep ut at
public sector.

"Due to the nature of the activity of the organisation, it is eally exposed to virus attacks or
network issues. The main threats are human error, system failure and possibly fire. Thus, the
likely impacts could be: loss of data, work disruption and increasing coRisssia, IT

Director, 575 employees, public sect

"1. Reputational risk. 2. Inability to trade. 3. Financial los&JK, Head of IT, 160,000
employees, banking sector.

"We could face serious consequences i f we | ost
information. Our biggest threats are logscustom, legal action and loss of financial input.”
USA, IT Manager, 1,000 employees, investment banking sector.
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"We could lose customers and their personal information, which in the long run would make us
liable for nearly 190 million dollars in compsation which would ruin us financially.USA,
IT Manager, 1,800 employees, investment banking sector.

% of sample

0 50 100 150 200 250 300 350 400 450 500

EMEA 65 60 64 63 53 46
USA 65 71 72 67 56 32

O Decreased employee productivity

O Damage to customer loyalty

B Damage to brand reputation

ODamage to supplier relationships

0O Damage to competitive standing in the market place
OData loss

OReduction in profits

OReduction in revenue

ONone of these

ODonodt

1 More EMEAIT managerg62%) say their organisation is concerned about decreased
employee productivity that could result from a disaster, compartbe tdS (44%)

1 But, more UST managerg83%) say their organisation is concerned about the damage
to brand reputation, compared to EMEA (67%).

1 And, more UST manager¢71%) say their organisation is concerned about the damage
to supplier relationshipspmpared to EMEA (60%).

1 However, more EMEA organisations (46%) worry about a reduction in revenue,
compared to US organisations (32%).
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% of sample

100 200 300 400 500
Benelux 64 68 66 75 43 56
France 66 51 70 73 53 47
Germany 72 74 75 49 57 36
Italy 74 78 58 64 60 40
Middle East 46 38 58 72 72 70
Netherlands 68 n 56 72 80 48 60
Poland 70 46 | 28| 40 | 28|22
Russia 48 54 66 78 56 40
South Africa 62 48 56 60 42 | 32
Spain 66 “ 70 58 82 48 40
Sweden 80 44 86 56 52 44
Switzerland 70 n 60 64 58 50 56
UK 59 71 61 55 66 55
ODecreased employee productivity
ODamage to customer loyalty
B Damage to brand reputation
ODamage to supplier relationships
ODamage to competitive standing in the market place
OData loss
OReduction in profits
OReduction in revenue
ONone of these
ODonot
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3.17 Under what circumstances have you ever had to actually execute for
real your disaster recovery plan, either infull or in part ?

Circumstances under which the DR plan has been execut

% of sample
0O 10 20 30 40 50 60 70 80 90 100

Natural disasters, e.g. fire, flood 16

Man-made disasters, e.g. war and terrorism 9

Computer system failure, i.e. hardware and
software

22

External computer threats, e.g. viruses and

hackers 15

Internal computer threats e.g. accidental and
malicious employee behaviour

Configuration change management issue: ] 5

IT problem management 10

Data leakage or loss ] 5

Other

Dondt

1 Collectively, 48% oforganisationfiave had to execute for real their DR plan, either in
full or in part.

1 Indeed, 26% have had to execute their pdar2 or moreof these reasonand 12% have
had to dat for 3 or more [not shown].
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1 The most common circumstance for DR plan execution has been computer system
failure, such as hardware and software failure (22%).

1 This is followed by 16% obrganisationshat have executed for real their DR plan due to
natural disasters, such as fire diods.

1 Almost as many (15%) have executed their plans due to external computer threats, such
as viruses and hackers.

1 The next most common reason is due to IT problem managgewteah has caused 10%
of organisatiosto execute for real their DR plan.

1 Butalmost as many (9%) have implemented the plans due tamade disasters, such as
war and terrorism, and the same amd@ft) have executed it due to internal computer
threats, such as accidental and malicious employee behaviour.

1 Atthe lottom of the list5% have implemented their plans due to configuration change
management issues, and the same amount (5%) have executed due to data leakage or
loss.

1 In contrast, 52% have never had to execute their DR plan.

"Partially during a fire; the main server crashead the disaster recovery plan worked well,
but it was slow."Israel, IT Manager, 3,000 employees, public sector.

"Yes, we had a fire on the siteRussia, IT Director, 3,450 employees, power and energy
sector.

"Yes, we had power failure in the data terl' UK, Head of IT, 160,000 employees, banking
sector.

"When we experienced computer system failugetmany, IT Manager, 100,000 employees,
automotive sector.

"It happened; one of the main servers got smashéadttian, IT Manager, 2,000 employees,
public sector.

"Never." Germany, IT Director, 500 employees, automotive sector.

"No, we havendét had to execut &erhamy, IT Manager, t he di
3,500 employees, manufacturing sector.

"Not yet." Italy, IT Director, 540 emplgees, public sector.
"Never." Israel, IT Manager, 500 employees, banking sector.

"No, fortunately we have never had to do i&audi, IT Manager, 1,000 employees, public
sector.

"No, we have never had any such circumstancBsi$sia, IT Director, 2,338mployees,
power and energy sector.

"No, we havendUSAdxMaraget, 810 emplbyees,gublic 'sector.
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% of sample

0 20 40 60 80 100 120 140

O Natural disasters, e.g. fire, flood

OMan-made disasters, e.g. war and terrorism

B Computer system failure, i.e. hardware and software
O External computer threats, e.g. viruses and hackers
OlInternal computer threats e.g. accidental and malicious employee behaviol
O Configuration change management issue:

OIT problem management

OData leakage or loss

O Other

B Never

ODonot

1 While similar proportions of organisations in both regions have had to execute for real
their DR plars, EMEA organisations have haddo this for more of these reasons,
compared to the US (i.e. length of bars in the above chart).

1 In detail, more EMEA organisationsl{%) have executed for real their DR plan due to
natural disasters, such as fire and flgansnpared to US organisatiorg84).

1 And, more EMEA organisations (23%) have executed their DR plan due to computer
system failure, compared toe US (14%).

1 But, more US organisations (22%) have executed their DR plan due to external computer
threats, compared to EMEA (14%).

1 Whereas, m@ EMEA organisations (10%) have executed their DR plan due to IT
problem management, comparedhieUS (4%).
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Year of survey

% of sample
0 20 40 60 80 100 120 140 160

o - S el N

ONatural disasters, e.qg. fire, flood

2007

OMan-made disasters, e.g. war and terrorism

B Computer system failure, i.e. hardware and software

OExternal computer threats, e.g. viruses and hackers

Olnternal computer threats e.g. accidental and malicious employee behaviou
OConfiguration change management issue:

OIT problem management

OData leakage or loss

OOther

ENever

ODonot

1 More organisations questioned in 2004 (5&)l 2007 (48%) have had to execute for
real their DR plan, either in full or in part, compareatganisations questioned in 2003
(33%).

1 In detail,more organisations questioned in 2004 (14#¥td 2007 (16%) have had to
execute their DR pladue to natural disasters, such as fire and floods, compatiedsi®
guestioned in 2003 (7%).

1 Also, moreorganisations questioned in 2004 (1084ay 2007 (9%) have implemented
thar plans due to mamade disasters, compared to 2003 (2%).

1 In addition, nore organisations questioned in 2084%) and 2007 22%) have
implemented thie plans dug¢o computer systerfailure, compared t@003 (18%).

1 But, more organisations questioned in 2004 (268&)e executed their plans due to
external computer threats, compared to 2003 (1&29d)2007 (15%).

1 Yet, more organisations questioned in 2004 (12849 2007 (9%) have implemied the
plans due to internal computer threats, compared to 2003 (6%).

1 In contrastmore organisations questioned in 2003 (65%) have never had to execute their
DR planfor real compared to organisations questioned in 2004 (46%)2007 (2%).
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Countr
% of sample

100 150 200

Benelux 10 8 | 5_
France 8 18 15 5] 9 9_
Germany 45:4 10 _
Italy 8 10)4] 10 6_
Middle East 8 36 26 8| 14| 18 -
Netherlands 18 14 4| 10 4-
Poland E 38 14 | 10| 16 18 8-
Russia 16 38 26 10| 8 4-
South Africa AHG 14 4_
Spain 810 6| 14 | 14 4_
Sweden 14 P4 6_
Switzerland 48 |44 14 _
UK 19 19 |10(4 15 7-
USA 10 22 9 [34 7_

ONatural disasters, e.g. fire, flood

o
al
o

OMan-made disasters, e.g. war and terrorism

B Computer system failure, i.e. hardware and software

O External computer threats, e.g. viruses and hackers

OlInternal computer threats e.g. accidental and malicious employee behaviol
O Configuration change management issue:

OIT problem management

OData leakage or loss

O Other

B Never

ODondt
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3.18 If you could imagine for a moment that a significant fire disaster
were to occur at your organisation that obliterated the main data
centre, how soon would therganisation be able to do each of the
following: a) achieve skeleton operations, b) get mosthack up and
running and c) have 100% normal operation8

Time to recover after a disaste

Immediately

Less than 12 hours

12- 23 hours

1 day

2 days

3 days

4 days

1 week

2 weeks

3 weeks

1 month

More than 1 month

Don't know
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O Skeleton operations

OMostly back up and running

® 100% normal operations

© Dynamic Markets Limited, October 2007

For Symantec

90




Symante¢ The Symantec Disaster Recovery Research 2007

Table 17: Time needed to recover from a major fire disaster: whole sample

Operational level Average Median Range

Achieve skeleton

operations 0.8 days 0.2 days Immediatelyto 1 month

Get mostly back up and

running 5.3 days 2 days 2 minutes to 3 months

Have 100% normal

operations 19 days 4 days 10 minutes to 18 months
1 Only 1% of organisations could carry on with business as usual if a significant fire

disaster were to occur at therganisation and completely obliterate the main data
centre.

Skelebn operations:

T

Collectively,32% of organisations would neédlay /24 hours or longeto establish
skeleton operations followinguch a fire disaster.

In fact, the average time it takes brganisationso establish skelet operations
following a major fire disaster 8.8 days, and this ranges from immediatelyl tsmonth

But 66% of organisations say they could achieve skeleperations within less than 12
hours.

Mostly up and running

T

Only 27% of organisationsay they would be able to get mostly back up and running
within less than 12 hours of a major fire disaster.

The average time it takes to achieve this recovery stafi8 days and the range &
minutesto 3 months

100% nomal operations:

T

© Dynamic Markets Limited, October 2007

Only 9% of organisationsay they would be able to get back to 100% normal operations
within less than 12 hours of a major fire disaster.

The average time it takes to achieve this recovery smligsdays, andhe range i40
minutesto 18 months

But 41% would take a week or more and 17% would take more than 1 month.

"The organisation can reinstate skeleton operations immediately because we have a well
protected room with a big disaster recovery systéResearcher And what abouéchieving
100% normal operations again?) éWvould need about 2 hours to reinstate 100% normal
operations."” Italy, IT Director, 500 employees, public sector.

"We would need 1 hour to resume basic operations, leading to fully operational in up to 1 day,
bt more or | ess 10 dlndan, ITTManaget, 8,000ecmplpyeas,at i ons .
banking sector.

"We need 22 hours to restart again with basic operation(®esearcher And what about
achieving 100% normal operations again®nd 5 hours to resume colafe operations.”
Italy, IT Manager, 3,000 employees, banking sector.
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"For basic operations we need 3 hours. For 100%, at least one week because we need to buy
new pieces of kit and organise everythingstael, IT Manager, 500 employees, banking
sector

"We would be able to start skeleton operations withi®urs of it occurring and we would be
fully operational within 2 days.'USA, IT Manager, 1,000 employees, investment banking
sector.

"Between 2 and 7 houisas in one working day. It depends on the level of damage done to
the backup servers; it might take longer than that. (Researdrat about getting things
mostly back up and runningrom one working day to several days, degiag on the level

of damage."Russia, IT Director, 510 employees, public sector.

"We do need 24 hours to start everything up again complet&grmany, IT Manager, 3,500
employees, manufacturing sector.

"The plan suggests that within 24 hours we camgev PCs because our suppliers can supply
in the next working day. Then | could go to the backup site and pick up the server.
(Researcher What about getting things mostly back up and running/hin 48 hours, all

the PCs will be connected and thealeestored. (Researcher And what about achieving
100% normal operations again\ith paper being irreplaceable, within a week, because it
would take 10 working days to 2 weeks for the broadband and new phones to be restored.
(Researcher We are justeferring to the IT stuff.) Well the broadband line at least is
classified under IT."UK, IT Manager, 670 employees, public sector.

"We have a disaster site and there is alternate routing if that's taken out. The email and the

network would not be affeed. We would have file, print and telephony and the email would

not be affected. Only external email would be affected. We would lose our data process

application thought. (ResearcheHow long would that take to restore?) That is not part of

our keleton operations. That would not be affectgdResearcher What about getting things

mostly back up and running?)he data application would take1®D days.(Researcher And

what about achieving 100% normal operations agaiif®® are lookingat 1@ or ki ng days. 0
UK, IT Manager, 2,500 employees, public sector.

"We would expect within a day or two we'd restore critical servi(Besearcher What about

getting things mostly back up and running?jon't have a figure probably weeks. It could

be 1 or 2 weeks(Researcher And what about achieving 100% normal operations again?)
suspect that would be a month. There are some assumptions made here in terms of insurance
and suppliers. (ResearcheHow is that?) Assuming insurance goes ton@ad suppliers

too." UK, IT Manager, 600 employees, public sector.

"We need 2 days for skeleton operations, and about 1 week for 100% normal operations."
Germany, IT Manager, 800 employees, public sector.

"For skeleton operations, it takes®days. (Researcher And what about achieving 100%
normal operations again?About 3 weeks.'Jordan, IT Manager, 2,000 employees, public
sector.

"We would need about2 days to have basic operations. To get it all up and running we
would need 7 days.Russia/|T Director, 2,330 employees, power and energy sector.

"We need 1 week for the skeleton operatidifiesearcher And what about achieving 100%
normal operations again?Yhat would be about 1 month for 100% operationdSA, IT
Manager, 900 employees,lglic sector.

"To reinstate skeleton operations we would need 1 month. To reinstate 100% normal
operations, we would need 3 month#dly, IT Director, 550 employees, public sector.

"To reinstate skeleton operations, we would need 2 mofResearcher And what about
achieving 100% normal operations again?) Thaiuld take 3 months.ltaly, IT Director,
540 employees, public sector.
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Table 18: Average time needed to recover from a major fire disasterregions

Region Achieve skeleton Get mostly back up Have 100% normal
operations and running operations
EMEA 0.8days 4.9days 17.5days
USA 0.3 days 7.8 days 30.6 days
|Reg|on- achieve skeleton operatlonls % of sample
0 10 20 30 40 50 60 70 80 90 100
EMEA 62 21 6 2H21 3
USA 84 13 3
O Immediately OLessthan 12 hours ®12-23 hours O1 day
02 days 03 days 04 days 01 week
02 weeks B3 weeks E1 month OMore than 1 month
ODonot

1 On average, EMEA organisations think it would take more time (0.8 days) for them to
establish skelenh operations following a major fire disaster, compared to US
organisations (0.3 days).

1 Also, more EMEA organisations (26) say theyould achieve skeleh operations irl
day or24 hours compared t&JS organisations13%).

1 But, more US organisations (84%ay they could achieve skedetoperations within less
than 12 hours, compared to EMEA organisations (62%).
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Region- get mostly back up and running

% of sample

0 10 20 30 40 50 60 70 80 90 100

EMEA 7 H B " sl 7 [ s -I
USA 22 31 41 4 |2|2 21 [

OImmediately OLess than 12 hours ®12-23 hours 01 day

02 days O3 days 04 days 01 week

02 weeks m 3 weeks @1 month OMore than 1 month
ODonot

1 On average, US organisations think it would take more time (7.8 days) for them to get
mostly back up and running following a major fidmsaster, compared to EMEA
organisations (4.9 days).

1 However,more US organisations (31%) say tleeyld get mostly back up and running
in 1 day or24 hours compared to EMEA organisations (18%).

1 But, more EMEA organisations (18%) say tloeyld achievethis statusin 2 days,
compared to US organisations (4%).

1 Also, more EMEA organisations (7%) say theeyld get mostly back up and running in
1 week, compared to US organisations (2%).

1 Whereas, more US organisations (21%) say toeyd get mostly back uand running in
2 weeks, compared to EMEA organisations (8%).
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