Symantec Intelligence
Quarterly

October - December, 2009






White Paper: Symantec Intelligence Quarterly

Symantec Intelligence Quarterly
October - December, 2009

Contents

IMtrOAUCHION . .o e 1........
HIghlghtS . . 1........
VI CS . . o ot 2.
Internationalizing top-level domain NAMES . .. ... o 5.....
BanKing TrOjJans . . . ..ottt 8........

Appendix ANCONIHDULOIS . . .. ..ottt ettt e e e e e e e e e e e 12



*J>27?7E64 ?E6==:86746 (F2CE6C=1J
&4E@36C 646>36C

Introduction
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An important note about these statistics
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Highlights
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Metrics

Malicious activity by country
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Table 1. Malicious activity by country/region
Source: Symantec Corporation
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Top Web-based attacks
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Table 2. Top Web-based attacks
Source: Symantec
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Underground economy serversNgoods and services available for sale
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1-http://www.securityfocus.com/bid/10514
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Table 3. Goods and services for sale on underground economy servers
Source: Symantec
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Top malicious code samples
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Table 4. Top malicious code samples
Source: Symantec

3-http://securityresponse.symantec.com/security_response/writeup.jsp?docid=2008-042106-1847-99
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Top phishing sectors
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Rank Sector Percentage
1 Financial 73%
2 ISP 11%
3 Retail 6%
4 Internet community 2%
= Government 2%
6 Computer hardware 2%
’ Insurance 2%
8 Telecom 2%
9 Online gaming <1%
10 Computer consulting <1%

Table 5. Top phishing sectors

Source: Symantec
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Internationalizing top-level domain names
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4-http://securityresponse.symantec.com/security_response/writeup.jsp?docid=2006-071111-0646-99
5-http://tools.ietf.org/html/rfc3492
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What is an Internationalized Top-level domain?
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How are internationalized top-level domains converted?
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What is Unicode?
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*J>27?7E64 ?E6==:86746 (F2CE6C=1J
&4E@36C 646>36C

Implications of internationalized top-level domains
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12-http://www.symantec.com/security_response/writeup.jsp?docid=2009-100110-3032-99

13-http://www.finjan.com/MCRCblog.aspx?Entryld=2345

14-http://www.rsa.com/blog/blog_entry.aspx?id=1530

15-http://www.finjan.com/MCRCblog.aspx?Entryld=2345

16-Identified affected browsers include Microsoft Internet Explorer, Mozilla Firefox and other Mozilla-based browsers, MylE, Avant, and Maxthon; please see http://www.finjan.com/MCRCblog.aspx?Entryld=2345
17-One-time password protection means that a user gets a new password on every login.
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