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Overview

Organizations worldwide are establishing and enhancing

IT security standards to ensure compliance with multiple

external regulations. To effectively close a compliance

gap and maintain a secure state, organizations need to

be able to leverage their existing tools for effective

enterprise-wide compliance monitoring.

Symantec Control Compliance Suite provides automated

assessment of configurations to technical standards and

industry best practices. The Symantec Control

Compliance Suite: Management Pack for MOM 2005

allows organizations to integrate compliance

information from Symantec Control Compliance Suite

into the Microsoft MOM product. This integration makes

configuration management and compliance information

from Symantec Control Compliance Suite available for

Windows®, Microsoft® Exchange, UNIX®, Linux®, Novell®,

Microsoft® SQL Server, Check Point® and Oracle® via the

MOM console. With the Symantec Control Compliance

Suite: Management Pack for MOM, organizations can

have a more granular view of compliance risk across

their enterprise.

FIGURE 1 - The Symantec Control Compliance Suite: Management
pack for MOM 2005 makes both high-level and granular security
information available via the MOM 2005 console

Technical Capabilities

Comprehensive data mining and system analysis is

needed to assure environments meet regulatory

compliance and corporate policy requirements. Adding

Symantec Control Compliance Suite analysis to MOM

creates a powerful and efficient end-to-end compliance

and security monitoring system.

DEMONSTRATE DUE CARE IN COMPLIANCE

Symantec Control Compliance Suite allows

organizations to build and measure IT security

standards and then assess and audit adherence to these

standards. Alerts are triggered from the console if

checks are outside user-defined limits. Implementing

and maintaining compliance with industry best

practices, such as the CIS Benchmarks, helps establish a

baseline for information security standards, which in

turn can help protect organizations from liability.
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Demonstrate Due Care in Compliance - continued

The Symantec Control Compliance Suite: Management

Pack for MOM helps organizations better track, via the

MOM console, their adherence to government mandates

such as:

• Sarbanes-Oxley

• FISMA / NIST

• FERC / NERC

• GLBA

AUTOMATE CONFIGURATION VERIFICATION

Verifying configurations and patch status on remote

machines is difficult, especially when there are a large

numbers of machines in the enterprise. Using Symantec

Control Compliance Suite, verification for thousands of

security and configuration settings requires just a few

clicks of the mouse, from the operator of the MOM

Console. The Symantec Control Compliance Suite:

Management Pack for MOM provides integration data

allowing MOM operators to:

• Identify improperly configured systems avoiding costly

attacks and system failures

• Provide a responsible level of security and minimize

administrative costs without compromising

performance

• Reduce the internal costs associated with attacks and

other security failures

LOCK DOWN YOUR NETWORK

The Symantec Control Compliance Suite: Management

Pack for MOM helps enable customers to use the MOM

console to locate:

• Nodes susceptible to vulnerabilities

• Inappropriate rights to files and directories

• Missing security patches

• Common security misconfigurations

DECREASE INCIDENT RESPONSE TIMES

Once an organization defines acceptable levels of risk,

Symantec Control Compliance Suite measures the risk,

consolidating alerts that can be forwarded to the MOM

Operator Console. Operators can drill down to uncover

specific information that represents a potential security

threat to the organization. Whether information is

required for mail servers, file servers, Web servers,

remote access servers, or other business-critical

systems, IT managers are able to collect and evaluate

data on thousands of servers and desktops throughout

the enterprise and providing a single alert to the MOM

Console operator.

AUTOMATE VULNERABILITY ASSESSMENT

The Symantec Control Compliance Suite: Management

Pack for MOM provides comprehensive data gathering

and reporting capabilities via the MOM Console.

Symantec Control Compliance Suite eliminates network

vulnerabilities across disparate platforms and provides a

cost-effective method to manage global IT risks. In

effect, you have a comprehensive, rapid, single-stop
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Automate Vulnerability Assessment - continued

solution for all compliance assessment, audit and

security reporting needs.

SCALE TO THE LARGEST WINDOWS® ENVIRONMENT

Managing agents on thousands of servers drains

resources when memory leaks, agent service

incompatibilities occur, or when software patch

maintenance is required. With its scalability to any size

enterprise—and no requirements for agents on every

server—the Symantec Control Compliance Suite:

Management Pack for MOM 2005 further simplifies

security management for large environments.

FIGURE 2 – The Microsoft MOM integration with Symantec Control
Compliance Suite

Required Components

• One or more Symantec Control Compliance Suite

products

• Microsoft Operations Manager 2005 and its related

requirements

More information

Visit our web site

http://enterprise.symantec.com

To speak with a Product Specialist in the US

Call toll-free (800) 745-6054

To speak with a Product Specialist outside the US

Symantec has operations in 40 countries. For specific

country offices and contact numbers, visit our web site.

About Symantec

Symantec is the world leader in providing solutions to

help individuals and enterprises assure the security,

availability, and integrity of their information.

Headquartered in Cupertino, Calif., Symantec has

operations in more than 40 countries. More information

is available at www.symantec.com.

Symantec World Headquarters

20330 Stevens Creek Blvd.

Cupertino, CA 95014 USA

(408) 517-8000

(800) 721-3934
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