





Example of a phished
account used to email links
to malicious websites

The key to maximizing
the benefits of the
powerful set of tools
and capabilities

within Web 2.0 is to
proactively mitigate
the inherent risks
associated with it. By
identifying the risks,
defining policies to
protect your assets
and enforcing
policies with effective
technologies, your
business can take
advantage of what
Web 2.0 offers, with
less risk.

that purportedly hosts a video. In order to view the video the user is directed to
install a new codec. By activating this prompt, the user inadvertently downloads
a piece of malicious software rather than the video they intended to see.

Web 2.0 - a double edged sword

Real time collaboration and communication tools are increasingly being
adopted and leveraged by businesses. More and more frequently human
resource departments are employing various social networking sites to recruit
candidates or post job listings. Similarly, IT and R&D departments extract open
source code off the web for programming or development purposes. Both are
perfectly reasonable uses of the web, but could potentially pose danger to
their businesses. Web 2.0 allows an open forum for customers and partners
to share ideas in a real-time setting, but along with the benefits, there are also
risks.

For example, several well known social networking sites offer users attractive
applications to enhance their profile pages. Often times these applications
are built by third parties where the security of the code is not monitored. Upon
downloading the application an unsuspecting user can inadvertently insert
malicious code onto their profile page, and therefore their computer and
potentially their network.

IT organizations researching open source code to address business or system
needs may not realize the risks they may introduce to their desktop or network.
For example, the maker of the leading open source browser recently redoubled
its efforts to check user created add-ons for viruses and Trojans after it
discovered that a language pack on its official add-on page had been infected
for months with rogue code, the organization reported IT departments who
accessed code from certain sites that rely of this were at risk of infection from
malicious Trojan Horse code seemingly accidentally embedded in a language
pack available on it add on site in February 2008. The virus’s signature was
unknown at the time, and thus passed maker’s testing of add-ons.

The key to maximizing the benefits of the powerful set of tools and capabilities
within Web 2.0 is to proactively mitigate the inherent risks associated with it.
By identifying the risks, defining policies to protect your assets and enforcing
policies with effective technologies, your business can take advantage of what
Web 2.0 offers, with less risk.



Social Networking Spam

In 2008, many popular social networking sites sought to democratize
cyberspace. Many businesses struggled with the concept of social networking,
just as they found it difficult to justify the benefits versus the risks of blogging
and podcasting a few years ago.

Threats from spammers and cyber criminals which target the social networking
environment are very real. They use this new media to insert deception into
fully scalable business models.

In 2008, fake celebrity and royalty profiles began to appear on social
networking sites. Since some companies use these sites for business, these
incidents raised the fear that such spoofing could occur in the corporate
environment. The recent Symantec’s MessagelLabs Intelligence report reveals
that this type of profile spoofing is indeed happening.

At the end of 2008, many people who use popular social networking sites
received “buddy” requests from fake profiles hoping to connect with them. This
approach works well because traditional anti-spam solutions can’t differentiate
between these requests and genuine ones. Upon accepting these buddy
requests, cyber criminals could ascertain specific, private information about
users and potentially gather enough information to formulate a targeted attack.

Example of phished 3~ -— — - - BEX]
profile used to pOSt spam File Edit View History Gookmarks Tools Help
comments to a friend’s wall @ - C A ’ - 5
¥ Photos ad
2 of 5albums See All ' . (Atlanta, GA) wrote
at9:31pm on April 20th, 2008

Nothing..I've just met loads of asshat men..so I'm done!

{London) wirate
® 3t 8:58pm on April 18th, 2008

i have been vigaserMETETSTTOY &yand mark have
gz up every day with the latest

heir parents are not made of money. how is this
possible that they have all this high end stuff and look
50 good but i shop at just to get by, well stacey
told me Iast week where the stuff comes from, she has

at the same site that mike does, it's over
sn rs.com and they clear out

ons hottest high end brand stuff for like

Wlé

¥ Groups
18 groups Ses All

70 percent less then you pay in the stores. stuff that is
500 bucks in the store is a hundred bucks there, i just
bought some . g0 now you will thank
e | know it they rock! if you want 10 percent off, ente,

(Kansas City, MO) wrote
at&:31am on April 18th, 2008

I heart Neil 1

f [Atlanta, GA) wrote
at 2:45pm on April 15th, 2008
Yo 11 just read that your boy, Neil Jis
releasing a new album and is going on tour this

wrote
at 12:13am on April 14th, 2008
. 1
¥_Posted ltem: - ~Hey!l Howz vou?! | wanna see nics of Pickle Pickle _E__ d

Done

Phishing — Taking Control of Domain Name Service

According to Symantec’s Messagelabs Intelligence 2008 Annual Report,
legitimate businesses with a long standing online presence were being targeted
to host phishing attacks. By taking control of companies’ Domain Name Service
(DNS) database records, phishers take advantage of the good reputation of
these domains since they weren’t blocked by filtering solutions.

In the following example, the domain included in the phishing link belonged

to the website for a legitimate Japanese company. The attackers, however,
compromised the DNS and added sub-domains and wildcard records that
spoofed the target bank’s domains. These DNS entries were added without the
genuine owner’s knowledge or consent.




The IP address that these sub-domains belong to is a machine connected to
an academic network based in Taiwan, perhaps a compromised machine being
used as a Web server.

Example of Compromised base record | name | ip reverse  route as

DNS records used in a = bank.net7idpersonalbanking-logon-secure-id-08277.secure.com.ngiygsa.jp
*.Com. NEysa.jp
*.net7idpersonalbanking-logon-secure-id-08277.secure.com.nsmsa.jp
*.Secure.com.nEygsa.jp

sbank.net7idpersonalbanking-logon-secure-id-08277.secure.com. NEysa.jp

netZidpersonalbanking-logon-secure-id-08277.secure.com. rsmisa.jp
Secure.com.nEysa.jp

phishing attack

WWW. wbank.net7idpersonalbanking-logon-secure-id-08277.secure. com. NEssa. jp
Desssa.jp jp com.nuisssa.jp

By taking control of The Risks
Companies’ Domain Sophisticated, targeted web threats pose many risks for businesses that
) have direct or indirect financial or operational costs. Beyond the operational
Name Service (DNS) consequences that can disrupt business activities, compromise critical data
or result in non-compliance with regulatory requirements, these threats
daijabase records, present potential harm to brand reputation and expose business to costly legal
phishers take liabilities. Remediation costs, to restore and repair any of the damage that may

stem from these threats, adds incremental financial costs to a business’ bottom
line. These risks include the following:

advantage of the good
reputation of these

+ Security problems — Symantec’s MessagelLabs Intelligence reports that

domains since they the number of new, malicious websites blocked each day by MessagelLabs
, nearly doubled in just one month in 2008 with 3,968 new sites intercepted

weren'’t blocked by daily.

filtering solutions. + Reduced productivity — Employees are spending their time on social

networking sites, they are not spending that time doing their job.

* Legal risks — When users download inappropriate material to their
computers, other employees may be offended that can create legal
liabilities for companies.

» Wasted bandwidth — Internet connections cost money. If half your
bandwidth is taken up with non-work related web traffic, you could
potentially be paying twice as much as you need to and your business
critical communications could be running at half their speed capacity.

+ Unlicensed software — Software piracy is illegal. When users download
and install software from the Internet, they create a legal risk. If an
organization uses illegal copies of software, it may face a civil suit and
company directors risk criminal penalties.

* Reputation risk — Social networking can create opportunities for
employees to leak confidential information or spread damaging rumors
online. Bad behavior by a single employee can damage the reputation of
an entire organization.

Hosted Services Advantages

With the rise and sophistication of web threats to businesses, the need to
secure your corporate computer network and confidential, business critical data
is no longer an option. Having the resources, budgets, and infrastructure to
provide a sustained, easy-to-manage security solution that can address new
risks can be challenging and costly.

Implementing a hosted service solution allows you to shift your resources away
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from operational risk management tasks toward strategic business objectives
at a predictable cost. Many of the benefits associated with hosted services are
profiled below.

Lower IT Costs

A typical software implementation involves purchasing and maintaining servers.
When you subscribe to a hosted service solution, you avoid the overhead
associated with implementing and managing conventional software or
hardware.

Economies of Scale

Subscription costs for hosted service solutions reflect economies of scale. This
makes the overall system scalable at a far lower cost and enables predictable
budget planning.

Pay As You Go

When you subscribe to a hosted security service, you pay a monthly or annual
subscription fee. The subscription payment structure works to your advantage
compared to software or appliance investment costs.

Save Time

Because you eliminate many typical implementation tasks associated with
licensed software, deployment time is much shorter and easier than appliance
or software based project implementations, typically one to three days for a
hosted service application versus 18 months for a licensed application.

Focus IT Budgets On Competitive Advantage Rather Than Infrastruc-
ture

When you subscribe to a hosted service application, you free your IT
organization from high-cost, time-consuming IT functions including:

* Purchasing and supporting the server infrastructure to install and maintain
the software in house

* Providing equipment redundancy and housing necessary to ensure
security, reliability, and scalability

* The more time your IT employees spend maintaining equipment,
downloading and installing patches, and supporting software upgrades, the
less time they can spend achieving strategically critical objectives

Gain Immediate Access to the Latest Innovations

With traditional licensed software, you usually have to wait for the next release
to benefit from the latest innovations. With a hosted solution, as soon as a new
or improved feature appears in the application, you can begin using it.



MessageLabs Services Advantages

Hosted services provided by MessagelLabs, now a part of Symantec, deliver
effective protection against email and web based threats. Skeptic™ our
proprietary technology represents a unique but essential component in the anti-
malware defenses we deploy on our clients’ behalf.

Predictive and proactive, Skeptic™ uses heuristics and leading edge
techniques to deliver unrivalled zero-hour protection from even the most
sophisticated and targeted security threats by monitoring, tracking and blocking
them at the Internet level, well away from your network.

Messagelabs, now a part of Symantec, offers industry leading service level
agreements, unequalled protection and accuracy against known and unknown
threats inherent in electronic communication.

MessagelLabs, now a part of Symantec, offers our clients 24/7 telephone, email
and web based support.

Our hosted services are built within a secure and scalable system architecture
designed for optimum performance, improved operating costs and easily
accessible reporting via web based portal.

To Learn More

For more information about MessagelLabs Services Web Security and Web
Filtering Solutions call us at (866) 460 0000 or visit:

www.messagelabs.com/products/web-security-services
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