PCI and Data Security

The Prioritized Approach and a
Look Ahead






White Paper: PCl and Data Security

PCI and Data Security
The Prioritized Approach and a Look Ahead

Contents

EXECULIVE SUMMAIY . . o oot e e e e e e e 1.......
INETOUCHION . Lo e e e e e 2.,
ComplianCe and SECUIILY . . . .. .o e et e e e e e K
The PCI DSS Prioritized Approach . . . ... oo e 4......
Implementation PrinCIPIES . . . ..o e 6.......
ONthe NOMIZON . . e 7. ...

WY SYMaANTEC? . . . o 9
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Executive Summary
In March, 2009, the Payment Card Industry (PCI) Council introduced a Prioritized Approach to its Data Security Standard

(DSS), incorporating five years of industry experience into its recommendations. The prioritized approach helps firms
optimize their efforts to reach an industry-standard threshold for information security. But experience proves that DSS
compliance alone is no assurance of data protection. By following a few basic principles, organizations can align DSS
compliance initiatives with information-security technologies and expertise that have proven their value in the Payment
Card Industry and beyond. The approach outlined here can also help guide the industry's response to emerging risks, such

as those associated with cloud computing, focused criminal attacks, and a transformed regulatory environment.
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Introduction

The Payment Card Industry (PCI) Security Standards Coungilides the efforts of Chief Information Security Officers,
Compliance Officers, and others who protect cardholder information for payment card issuers, merchants, banks,
processors, and service providers. The Council's PCI Data Security Standard (DSS) is a comprehensive set of requirements
for security infrastructure, policies, and practices, intended to improve the security of cardholder and account data

throughout the industry.

As the PCI Council completes its fifth year of operation, this paper reviews:

¥ successes and setbacks of the PCI Data Security Standard

¥ implications of the Council's new Prioritized Approach to DSS

¥ practical steps professionals can take to improve data security and maintain PCI DSS compliance

¥ effects of emerging technologies and legislation

This paper is an update and guideot a tutorial on PCI DSS. Readers new to the standard should consult the excellent
materialst available from the PCI Security Standards Council itself, or one of the many introductory guides available from

solution providers?

1-For example, the PCI Quick Reference Guide. (Wakefield, MA: PCI Security Standards Council LLC. March, 2009), www.pcisecuritystandards.org/pdfs/pci_ssc_quick_guide.pdf.
2-For example, at www.symantec.com/business/services/whitepapers.jsp?pcid=consulting_services&pvid=payment_card_data_security.



PCI and Data Security
The Prioritized Approach and a Look Ahead

Compliance and security

Few doubt that PCI DSS has helped standardize industry security practices and improve data protection. Often cited as a
model for industry self-regulation, DSS helps card brands, issuing banks, merchants, and others reduce direct losses from
fraud, and risks of reputation loss and litigation from data security breaches. Industry members comply with the standard
out of direct financial self-interest, or indirectly to support the interests of powerful partners. DSS has been especially
effective at improving security practices on the industry's front lines. In the words of Ellen Richey, Chief Risk Officer for
VISA, "More than 90% of the largest card accepting merchants and about 97% of processors in the United States have
validated compliance with PCI. The companies that fully embrace it are protecting themselves every day by maintaining

their defenses, scanning systems, detecting anomalies and addressing threats."

But just as the 2008 banking crisis showed that compliance with risk and capital standards doesn't guarantee financial
resilience, recent history proves PCI compliance alone can't safeguard cardholder data. Early in 2009, Heartland Payment
Processing Systems Inc.Njudged DSS-compliant at the timeNreported a system intrusion that may have exposed data
from as many as 100 million accounts.And in 2008 Hannaford Bros. supermarkets received its DSS compliance

certificate just one day after it learned of a three-month breach that exposed data from 4.2 million cargs.

Estimates of direct financial losses from these breaches vary widely. But none of them even approaches the real damage

to company reputations and customer trust.

Of course, certification "snapshots” can't assure protection that is continuous over time, consistent across locations and
organizational units, or persistent in the face of other claims on resources and management attention. And while
certifications and standards are backward-looking and relatively slow to change, professional criminalsNbacked by a

flourishing underground economyNare constantly refining their attacks.

In addition, some data security issues at compliant companies may stem from the industry's high ambitions for DSS. By
requiring compliance with a comprehensive, technically exacting, often expensive standard, the Council may inadvertently
have incentivized busy managers and resource-constrained companiesNespecially merchantsNto focus compliance
efforts on easy controls first, rely upon weak compensating controls, or adopt superficial "compliance-in-a-box" packaged

solutions or outsourced services.

3-Ellen Richey. OViewpoint: PCI standard still the best answer to fraudO, American Banker. (New York: SourceMedia, Inc. June 26, 2009) www.americanbanker.com/article.html?id=20090625PFNDEF63

4-Jaikumar Vijayan. OHeartland data breach sparks security concerns in payment industryO, Computerworld: Security. (Framingham, MA: IDG Communications, Inc. January 22, 2009), www.computerworld.com/s/article/
9126608/Heartland_data_breach_sparks_security_concerns_in_payment_industry.

5-Ross Kerber. OGrocer Hannaford hit by computer breachO, The Boston Globe. (Boston: March 18, 2008), http://www.boston.com/business/articles/2008/03/18/grocer_hannaford_hit_by_computer_breach/.

6-Symantec Report on the Underground Economy (Cupertino, CA: Symantec Corporation. November, 2008), http://eval.symantec.com/mktginfo/enterprise/white_papers/b-
whitepaper_underground_economy_report_11-2008-14525717.en-us.pdf
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The PCI DSS Prioritized Approach

To address real-world issues like these amid growing public scrutinghe PCI SSC released its Prioritized Approach for
compliance with version 1.2 of the DSS in March, 2009 he six milestones of the Prioritized Approach explicitly address
the PCI DSS track record by considering forensic data from actual breaches, field experience from Qualified Security
Assessors, and expertise from the Council's Board of Advisors. The Prioritized Approach doesn't replace or even modify
DSS requirementsNrather, it maps them onto a practical framework that will help most organizations identify and

address their most important issues first.

The Prioritized Approach promises to help organizationsNespecially merchantsNbudget and plan effectively, measure
their progress, and secure some "quick wins." By helping organizations concentrate scarce resources on their most
important vulnerabilities, the Prioritized Approach points the way toward more cost-effective security for the industry and

cardholders alike.

The center pages of this document take the mapping process one step further, by linking the milestones of the Prioritized

Approach onto specific security solutions. Security professionals can use these pages to:

¥ identify solutions already in place that may be extended or adapted to improve data security and PCI DSS compliance
¥ identify new solutions capable of addressing multiple PCI priorities, for cost-effective compliance and security

¥ optimize implementation plans for PCI compliance and data security across a range of solutions

Each listed solution is supported by an assortment of point products and suites, standard and customized services, for PCI

compliance and data security initiatives aligned to an individual company's goals, challenges, and resources.

7-Jaikumar Vijayan. OPCI security standard gets ripped at House hearingO, Computerworld: Security. (Framingham, MA: IDG Communications, Inc. April 1, 2009), www.computerworld.com/s/article/9130901/
PCI_security_standard_gets_ripped_at_House_hearing?intsrc=news_ts_head
8-The Prioritized Approach to Pursue PCI DSS Compliance. (Wakefield, MA: PCI Security Standards Council LLC. March, 2009), www.pcisecuritystandards.org/education/docs/Prioritized_Approach_PCI_DSS_1_2.pdf.
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Implementation principles
Symantec has helped companies secure cardholder data since well before the consolidation of the Payment Card
industry's own standards, and has identified the following principles as crucial for implementing PCI DSS and other

security, data protection, and infrastructure management standards and frameworks.

1. Enhance your capabilities

Responsibilities for data security can't be outsourcedNcritical processes like policymaking, monitoring, and review will
always be in your hands. Nor can any product or service make you compliant. But outside consultants and service
providers can offer experience and capabilities too time-consuming and expensive to develop or hire on your own. Plus,
outside firms can combine deep specialization in Payment Card issues with best security practices from Retail,

Telecommunications, Banking, Distribution, and beyond.

2. Put your data security policy to work

A data-security policy is a DSS requirement, but static policies are ineffective against evolving threats. When incidents
occur despite policy compliance, it's a warning sign that policies need to adapt. Policies should be explicit, documented,
and enforced, and should include a process for continuous evaluation so they adapt smoothly to changes in the

environment, instead of by a series of discontinuouad hocreactions.

3. Look beyond PCI
PCI DSS is a top priority for merchants and other members of the Payment Card industry, but it's seldom the only one. By
consolidating compliance initiatives across multiple regulations, standards, and jurisdictions, organizations can achieve

substantial economies of scale and improve organizational effectiveness.

4. Automate to save time and money
Data security is not independent of time and costNdelays leave data exposed longer, and high costs encourage coverage
gaps and workarounds. Automated assistance in discovery, planning, and implementation accelerates compliance,

improves personnel utilization, and eliminates the costs and risks from duplication and gaps.

5. Balance security, availability, and performance
Security measures that block legitimate access or diminish performance of critical systems or processes are inevitably
disabled or worked around. High payment card transaction volumes demand security solutions with low impact on

availability and performance if a business intends to stay both secure and competitive.

Symantec recently published a groundbreaking approach to help organizations maximize the impact of compliance
initiatives across multiple jurisdictions, regulations, and standards:Proactive Compliancelooks past audit deadlines to
treat compliance as a long-term business imperativeNeven a source of competitive value, by reducing compliance costs,
maintaining business continuity, and protecting years of investment in a brand, public reputation, and customer goodwill.
Any organization facing cross-jurisdictional legal and regulatory challenges should be sure to diReoactive Compliance”

a close look.

9-Guidelines Towards Achieving OProactive ComplianceO, White Paper (Cupertino, CA: Symantec Corp. 2009), www.symantec.com/replace_with_permanent_link.
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On the horizon
Speculation is risky in the fast-changing Payment Card industry, but some of the technological and business trends that

will drive the next generation of standards are already visible.

Cloud computing
Virtualized storage and processing have already broken the relationship between storage and information and the physical
locations of disks and processors within a corporation. "Cloud computing"Nessentially virtualization technology on a

global scaleNdissolves even the few remaining physical constraints on the management of information.

PCI DSS 1.2 addresses cloud computing as an instance of "shared hosting", and specifies that providers must segregate
cardholder data environments, enforce access control, and support logging, audit trails, and forensic investigations. But
whether it will work in a dynamic virtual environment is still a matter for speculationNas are the security threats that may

propagate through a world cloud-computing environment.

Payment-card companies will choose to go slowly into this new arena, leaving those with less-sensitive information assets
to take the early risks. But if the model is as cost-effective as promised, the benefits will eventually justify appropriately
mitigated risks. Companies anticipating such a move should look carefully at content-aware (also called pattern-based)

protection, as well as encryption for data in transit or at rest.

Focused criminal attacks

Payment-card fraud predates electronic banking and commerce, but the sophistication and reach of today's attacks
surpasses anything yet seen. The previously referenc8g¢mantec Report on the Underground EconoiBymantec? gives a
sense of the methods promoted on underground "carding sites", including the one that stole more than 40 million card

numbers from US retailers including TJX Cos.

A particular concern is attacks focused on individual companies, locations, or even individuals, in attempts to exploit
vulnerabilities left uncorrected by corporate programs. Pervasive security awareness established by training, example, and
constant reinforcement is the best defense against such focal attacks. And because many breaches originate with insider
malfeasance or neglect, it is a special challenge to raise security awareness where the risk is highest: on the retail "front

lines", where employee education, experience, and compensation are all comparatively low.

Credit-card economics and regulation

The financial collapse of late 2008 created new challenges for the Payment Card industry, including budgetary constraints
that compromise the industry's ability to cope with the changes. Consumer spending cutbacks, record delinquencies, and
the promise of government regulation squeezed many card issuersNmany of them also hard-pressed mortgage

lendersNbetween declining revenues and rising reserves against write-offs, forcing spending cutbacks, including layoffs.

IT Security has seen its share of reductionsNeven though the specialized talents needed to secure millions of active
cardholder accounts are expensive and hard to replace. To avoid demotivation and burnout of remaining staff and to
ensure that enforcement of controls is not left to socialize (instead of documented) processes, automated support is
essential, especially for routine tasks like these:

10-Symantec Report on the Underground Economy, op. cit.

11-Joseph Pereira, Jennifer Levitz, and Jeremy Singer-Vine. OU.S. indicts 11 in global credit-card schemeO, The Wall Street Journal. (New York: Dow Jones & Company, Inc. August 6, 2008), http://online.wsj.com/article/
SB121795870823713875.html
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¥ Documentation of network assets and architecture

¥ Discovery of sensitive information in files and archives

¥ Authentication, authorization, and access control

¥ Client management, especially when it requires desk visits

¥ Propagation of policies from one technology control to anothee.g. from firewall to intrusion prevention system)
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Why Symantec?

When the time comes to apply the Prioritized Approach or other PCI DSS initiative to the information in your care, we hope
you'll consider Symantec in your evaluation. A veteran of more than 25 years in IT security, we count the Payment Card
Industry's largest retailers, banks, telecommunications firms, and service providers among our most valued clients.
Symantec's industry-leading security, data protection, and management products and services provide excellent coverage
across PCI DSS Requirements and Prioritized Approach Milestones, for cross-compatible protection that includes:

¥ Best-of-breed technologies and services across the PCI standard

¥ Consulting and support assistance to help customers quickly reach and confidently maintain PCI compliance

¥ Protection against threats encompassing PCI, but extending far beyond its limits

¥ Extensive automation to increase efficiency and reduce costs

And as both a PCI Qualified Security Assessor (QSA) and Approved Scanning Vendor (ASV), the Symantec Consulting
Services organization combines technical expertise and methodologies certified by the PCI Security Standards Council
with practical experience in companies like yours, and also includes a powerful suite of PCl Compliance Management
Services For further information, please review the materials available through our Web sitewatw.symantec.com/

business/services/overview.jsp? pcid=consulting_services&pvid=pci_compliance _management_services



http://www.symantec.com/business/services/overview.jsp? pcid=consulting_services&pvid=pci_compliance_management_services
http://www.symantec.com/business/services/overview.jsp? pcid=consulting_services&pvid=pci_compliance_management_services
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