IT Governance, Risk, and Compliance (IT GRC):
An Organizational Imperative

What it is, and why you should know.
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are the principal

drivers pressuring organizations

to adopt IT Governance, Risk, and
Compliance (IT GRC) strategies.
Research shows that the key to
success is the introduction of a
coherent system with a governance
structure that spans all related

procedures and gives priority to



across all industries,

including the nonprofit and
government sectors. Organizations
with a successful track record have
taken a proactive stance and view
IT GRC as
that a company’s

. Effective
programs reflect a commitment
within the organization and are the
outcome of a established
by senior management and board-

level directors.



Managing risk for a better outcome

Research conducted with more than 2,600 organizations
worldwide found that most companies operate at the
average for reaping financial value from their IT systems. In
other words, measured by revenue, profits, and customer
retention, the majority are stuck in the middle when it comes
to managing the business and financial risks surrounding
the use of IT.

Leaders spend less on
regulatory compliance
Today, only about one in
ten firms can claim the
distinction of being an IT

GRC leader. The majority,

about 70 percent,

are operating at the
norm, while 20 percent
operate suboptimally.
One of the most striking
results among leaders
is a drastic reduction in
regulatory compliance
expenditures: Best-in-
class firms spend, on
average, 52 percent less
on regulatory audits.

The same majority also suffers significantly
from business downtime due to the failure or
interruption of IT services, frequent losses of
sensitive corporate and customer data, and
the high costs of sustaining regulatory audit
results and responding to legal and industry
reporting demands.

However, organizations with mature IT GRC
practices operate well above the norm. By
managing their controls environment more
effectively, they achieve better outcomes and
consistently post much better results, including:

¢ 10 percent more revenue
¢ 9 percent higher profits

¢ 9 percent better customer retention



What’s more, these pace-setting firms dramatically reduce
business risk by achieving, on average, the following results:

¢ 94 percent reduction in the loss or theft of data
* 80 percent fewer business losses from IT disruptions

e 52 percent lower spending on annual audit-related
expenses

Financial performance of IT Governance, Risk, and Compliance
leaders relative to most companies

Reductions in financial spend or loss

Financial and business gains

Spend onr VA liance

Loss from business disruptions

Loss from customer data theft

G retention

Profit

Revenue

-100%  -80% -60% -40% -20% -0%

Larger decrease is better

0%

2% 4% 6% 8%  10%

Larger increase is better

12%

Source: IT Policy Compliance Group, 2008



Industry sector, regulatory compliance burdens, profitability,
and company size are not good predictors of customer
retention, revenue growth, financial risk, or audit costs.
Rather, the primary factor influencing these outcomes is
whether firms are implementing recognized best practices
for IT GRC management and controls.

As a benchmark for operational excellence, the best top-line
results and the lowest risk are seen in organizations that
implement these five practices:

1. A balanced scorecard

2. Risk- and reward-based policies

3. Risk prevention and automation

4. Continuous controls assessment

5. Continuous quality control and improvement

As discussed on the following pages, these best practices,
when consistently acted upon, can help organizations
achieve better outcomes across all dimensions of risk
and reward.



1. A balanced scorecard to measure results. Firms
operating at best-in-class levels gauge the value of IT
services by using a balanced scorecard to measure how
IT is delivering against customer expectations, financial
objectives, and organizational growth and adaptability to
change. Financial benchmarks include overall corporate
targets, divisional goals, and how IT contributes to them.
Customer expectations include customer retention rates,
growth from customer acquisition, and how IT contributes
to these goals and promotes customer satisfaction.

2. Risk- and reward-based objectives, policies, and
incentives. IT GRC leaders constantly update policies
and procedures for the use of IT assets and services
among employees, customers, and business partners.
The leading firms map policies and objectives against a
balanced scorecard and reward achievement in mitigating
risk such as:

» Data theft and loss

e |T service failures or interruptions
* Regulatory compliance
 Disaster recovery procedures
 Legal discovery requests

Policies and objectives are also mapped against audit
requirements and mandates to ensure that procedural
and technical controls adequately address business risk,
legal requirements, and industry reporting demands.



3. Risk prevention and the automation of controls. Best-in-
class organizations implement a variety of procedural and
technical controls to manage risk. The firms with the least
amount of risk leverage key practices for risk prevention
and controls automation, including:

¢ Frequently monitoring and assessing IT-related busi-
ness risks that should be avoided, and mitigating them
when necessary

Preventing IT-based risk, when practical, to minimize
costs and expenses

¢ Automating management, operational, and technical
controls wherever possible

Rather than allocating scarce resources to continually
fix and recover from problems, leading firms emphasize
prevention, detection, and change management. A key
strategy is to proactively prevent avoidable business

risk from disruptions to core business operations,
compromises to information assets and systems, and
legal and industry mandates. To ensure the effectiveness
of their risk prevention efforts, IT GRC leaders automate
key activities, including:

e Procedures and controls related to control objectives
* Ongoing assessments to ensure policy compliance

e Remediation and change management

» Recording and collection of audit-related data

¢ Continuous monitoring and reporting on control
effectiveness



4. Continuous measurement, assessment, and reporting.
Among firms with the highest revenues, largest profits,
and lowest rates of data leakage, the monitoring and
assessment of IT controls occurs weekly. These same
firms assess the effectiveness of regulatory and legal
controls bimonthly. And management reporting occurs
once a month, with summary reports addressing risk,
regulatory and legal requirements, policies, and the
impact controls are having on business operations
and action plans.

5. Quality control and continuous improvement. Some
leading organizations implement the Six Sigma business
management strategy to identify and remove the causes
of procedural and technical defects and errors. Most,
however, are using a three-step Deming Cycle for quality
control: Assess, Improve, Measure. This simple quality
control cycle connects the dots between objectives and
what is actually occurring across all facets of the business
touched and enabled by IT.

Source:

2008 Annual Report: IT GRC—Improving Business Results and Mitigating Financial Risk
Interactive Assessment Tools

IT Policy Compliance Group, May 2008

www.itpolicycompliance.com



Implementing

is not only the right thing
to do, but it’s also a smart way
to improve outcomes across a
complete spectrum of business
goals. Relying on

for direction and guidance

can help a business implement a
program that consistently delivers
successful results. Leadership

demands action.
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