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There are several items in the “Underground economy servers” discussion that illustrate the preponderance 

of financial services in phishing activity. The top two most frequently advertised items observed on 

underground economy servers during 2008 were credit card information and bank account credentials,  

in that order. Together, these two categories accounted for more than half of the goods and services 

advertised in 2008.

Many phishing attacks that spoof financial services brands will prompt users to enter credit card 

information or banking credentials into fraudulent sites. If this is done, the phishers can then capture and 

sell such information in the underground economy. This has been made easier for phishers because of the 

increasingly widespread acceptance of online banking. For example, 44 percent of Internet users in the 

United States perform some degree of online banking, as do 64 percent of users in Canada and 46 percent 

of those in France.202 Because of this, end users may be more easily fooled into entering their information 

into fraudulent websites that mimic the brand of their financial services provider. 

The 4 percent reduction in the number of financial sector brands being spoofed by phishing lures during 

2008 may indicate increased awareness of phishing schemes and how to avoid falling victim to them. 

Information campaigns driven by specific financial institutions, as well as a heightened awareness of 

phishing schemes targeting financial services, have likely made it more difficult for phishers to carry out 

successful phishing attacks against companies offering those services. By the same token, it may also be  

a reflection of the fact that a number of financial institutions either ceased operations or changed their 

business offerings during 2008, thereby reducing the number of financial service brands available for 

phishers to spoof.203

ISPs were the second ranked sector for brands spoofed by phishing lures in 2007, making up 8 percent  

of the total. This is a 1 percentage point increase from 2007, when it also ranked second. The ISP sector 

also ranked second in the volume of phishing lures for 2008, accounting for 11 percent of the total, up  

from 4 percent in 2007. Again, the percentage increase in the volume of lures spoofing ISPs was likely  

due to a drop in the number of lures spoofing brands associated with Internet communities, as will be 

discussed shortly.

ISP accounts, which often include email accounts, can be valuable targets for phishers because people 

frequently use the same authentication credentials (such as usernames and passwords) for multiple 

accounts, including email accounts. With a little effort on the part of the attacker, this information could 

provide access to other accounts, such as online banking accounts. 

Attackers also sometimes use the free Web-hosting space that is often included in ISP accounts to put  

up phishing websites, or use the accompanying email accounts to send spam or launch further phishing 

attacks. Compromised ISP Web-hosting accounts can also be used to host Web-based exploits, which  

would give an attacker a greater number of potential targets. Compromised Web space can also be used  

to plant links to other websites that an attacker controls in order to boost the search engine rankings of 

those sites. 

In addition, having access to an email account could allow the attacker to spam the victim’s contact list—

and likely enjoy greater success with this ploy because people tend to trust email from people they know. 

This assertion is enforced by email accounts/passwords and addresses being the third and fourth most 

common goods available on underground economy servers in 2008, respectively.

202	http://www.comscore.com/press/release.asp?press=2524
203	http://www.economist.com/finance/displayStory.cfm?story_id=12294688&source=features_box_main
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The third most spoofed sector for 2008 was retail services, which accounted for 4 percent of organizations 

whose brands were spoofed by phishing attacks in 2008, the same percentage as 2007. The retail sector 

also ranked third in volume of phishing lures, accounting for 8 percent of the total for 2008, down from  

12 percent recorded in 2007. 

The retail sector is a logical target of phishers for several reasons. First, online retailers regularly conduct 

transactions that require the input of financial information, which could be fraudulently obtained and  

used for financial gain. By successfully mimicking a retailer’s website, phishers will try to persuade users 

to attempt a purchase and enter their credit card information. They may also be able to persuade users  

to enter account information (such as usernames and passwords) that can then be used to access the 

account on the retailer’s legitimate website. This can in turn be used to fraudulently order goods that  

are charged to the user’s account. Many online stores give customers the option of storing credit card  

and billing information to facilitate the checkout process. Access to this information also gives phishers 

access to the victim’s billing address, which is used by merchants as a security feature.

As has been mentioned previously, the volume of phishing lures spoofing brands associated with Internet 

communities, such as social networking sites, dropped significantly over the past year, from 31 percent in 

2007 to only 4 percent in 2008. The previous two volumes of the Symantec Global Internet Security Threat 

Report discussed the rapid rise in lures targeting this sector and postulated that it was likely due to the 

increase in usage of these sites, as well as the fact that users associated with these communities generally 

tend to be trusted by other users.

Given the rapid rise of phishing activity targeting this sector in previous years, and the notable drop in 

volume in 2008, it is likely that companies in this sector have taken steps to either bolster security against 

phishing activity or limit its effectiveness. This could include increased network security measures and 

increased user awareness and education. 

It is also likely that many of these communities have improved their ability to quickly identify phishing 

websites and have them taken down, reducing the window of exposure of end users to such websites. It 

may also be the case that phishers have concluded that there are more direct ways to obtain information 

that can be used for financial gain, such as spoofing brands associated with financial services 

organizations.

Phishing website hosts

This metric will assess the volume of distinct phishing website hosts observed by Symantec. A phishing 

website host is a computer that has been identified to be hosting one or more phishing websites during  

the period. Some phishing hosts may host numerous different phishing websites; however, these hosts  

are counted only once for the purpose of this discussion. The number of phishing hosts is an important 

consideration because it may give security analysts an indication of the number of different people or 

groups involved in phishing activity at any one time. By the same token, it may also provide a good  

sense of the number and type of automated phishing toolkits in use at any one time. 

It should be noted that, in an effort to create a more accurate overview of the extent of phishing sites, 

Symantec has made minor methodological changes for this metric. As a result, data reported in the  

previous volume has been revised and updated for this volume. 
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In 2008, Symantec detected 55,389 phishing website hosts. This is an increase of 66 percent over 2007 

when Symantec detected 33,428 phishing hosts. The increase in phishing website hosts is likely tied to  

the continued use of automated phishing toolkits. Phishing toolkits allow phishers to carry out phishing 

attacks much more easily by automatically creating phishing websites that spoof the websites of legitimate 

brands. Attackers can therefore concentrate on identifying and procuring phishing website hosts instead  

of the time-consuming job of coding phishing websites themselves. 

As noted in the previous two volumes of the Symantec Global Internet Security Threat Report, the adoption 

of phishing website toolkits has made phishing attacks much easier and more time efficient. As will be 

discussed in “Automated phishing toolkits” below, one prevalent phishing kit was responsible for an 

average of 14 percent of all phishing attacks during 2008, with spikes up to 26 percent. The fact that this 

level of phishing activity can be generated with minimal effort on the part of phishers illustrates how easy  

it is for phishers to generate high volumes of phishing activity. Symantec believes that this is likely to 

continue in the foreseeable future.

As noted elsewhere, phishing is generally conducted for financial gain. This is illustrated by the fact that 

the financial sector was targeted by 76 percent of phishing lures in 2008 and that brands associated with 

financial services organizations made up 79 percent of all spoofed brands for the year. Furthermore, as has 

been discussed in previous volumes of the Symantec Global Internet Security Threat Report, phishing has 

been adopted as a revenue-generating activity by some organized crime groups.204 Those discussions 

focused on the online criminal activities of the RBN, who specialized in the distribution of malicious code, 

hosting malicious websites, and other malicious activity (as discussed further in “Top countries hosting 

phishing websites and top targeted sectors,” which follows). Symantec believes that phishing activity will 

likely continue to increase as long as it continues to be a profitable and lucrative enterprise.

Top countries hosting phishing websites and top targeted sectors

This metric will assess the countries in which the most phishing websites were hosted in 2008. This data  

is a snapshot in time, and does not offer insight into changes in the locations of certain phishing sites over 

the course of the reporting period. It should also be noted that the fact that a phishing website is hosted in 

a certain country does not necessarily mean that the attacker is located in that country.

In 2008, 43 percent of all phishing websites detected by Symantec were located in the United States  

(table 17). This is considerably less than 2007, when 69 percent of phishing websites originated there. Of 

the phishing websites situated in the United States, 82 percent spoofed brands associated with financial 

services. This is in keeping with the Internet-wide average, since 76 percent of phishing websites detected 

across the Internet as a whole were associated with financial service organizations. 

It is worth noting that of the top 10 countries for phishing websites in 2008, only the United States 

experienced a drop in activity. All other countries in the top 10 experienced growth (albeit relatively minor 

in most cases) or stayed relatively the same. Because the United States hosted such a vast majority of 

phishing websites in 2008, it is reasonable to conclude that the changes in percentage were due to a drop 

in the absolute number of these websites being hosted in the United States, rather than a rise in those 

situated in other countries. This could be related to the shutdown of ISPs that were being used for large 

volumes of spam activity, as is discussed in “Top countries of spam origin,” further below in this report.

204	http://eval.symantec.com/mktginfo/enterprise/white_papers/b-whitepaper_internet_security_threat_report_xiii_04-2008.en-us.pdf : p. 11 
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Rank

1

2

3

4

5

6

7

8

9

10

Country

United States

Poland

China

France

South Korea

Russia

Germany

United Kingdom

Canada

Italy

2008
Percentage

43%

6%

4%

4%

4%

3%

3%

3%

3%

2%

2007
Percentage

69%

1%

3%

2%

4%

2%

3%

3%

2%

<1%

2008 Top Sector 
Targeted in Country

Financial services

Financial services

ISP

Financial services

Financial services

Financial services

Financial services

Financial services

Financial services

Financial services

2008 Percentage of Lures 
Targeting Top Sector

82%

94%

50%

87%

88%

60%

79%

86%

77%

67%

Table 17. Top countries hosting phishing websites and top targeted sectors
Source: Symantec 

Of the phishing websites hosted in the United States in 2008, 82 percent targeted the financial services 

sector. As noted in “Phishing activity by sector,” attacks that spoof financial companies give phishers the 

best opportunity to attain information that can be used for financially rewarding attacks. In 2007, the 

Internet community sector was the sector most commonly spoofed by phishing websites based in  

the United States, accounting for 55 percent of the total, while financial services ranked second  

with 41 percent. 

It is likely that phishers based in the United States have moved away from Internet community-based 

phishing websites due to countermeasures undertaken by companies in this sector to guard against 

phishing attacks—most likely through user-education campaigns. It may also be that phishers have  

moved toward financial services because this sector provides more opportunities for profit. With the 

current economic downturn, end users may be more susceptible to phishing attacks that advertise low 

interest rates for mortgages and credit cards or that claim to be associated with the administration of 

financial institutions that are undergoing some sort of restructuring or cessation.

Poland hosted the second highest percentage of phishing websites in 2008, with 6 percent of the total. This 

is a significant change from 2007, when Poland hosted just 1 percent of phishing websites and was only the 

fourteenth-ranked country in this category. Poland’s increased rank in 2008 may also be due to remotely 

situated attackers compromising computers in Poland to use them to host phishing websites, possibly due 

to recent crackdowns on fraudulent activity in other countries. For instance, in November 2007, the Russia-

based operations of the Russian Business Network (RBN) were reportedly shut down.205 The RBN reputedly 

specializes in the distribution of malicious code, hosting malicious websites, and other malicious activity, 

including the development and sale of the MPack toolkit. The RBN has been credited for creating 

approximately half of the phishing incidents that occurred worldwide last year, and reputedly associated 

with a significant amount of malicious Internet and computer activities in 2007. It is possible that when its 

operations in Russia were shut down, it relocated some of its operations to Poland, therefore contributing 

to the high number of phishing websites detected there in 2008.

205	http://eval.symantec.com/mktginfo/enterprise/white_papers/b-whitepaper_internet_security_threat_report_xiii_04-2008.en-us.pdf : p. 11
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China hosted the third highest percentage of phishing websites in 2008, with 4 percent of the total. This  

is up from fourth rank and 3 percent in 2007. The sector most commonly targeted by phishing websites 

hosted in China in 2008 was the ISP sector, which was spoofed by 50 percent of all known sites there. In 

2007, the financial services sector was the sector most commonly spoofed by phishing websites based  

in China, with 44 percent of the total.

Of the top 10 countries for phishing websites, China was the only one in which the top targeted sector was 

ISPs. Financial services was the most commonly targeted sector for all of the other top 10 countries. As 

discussed previously in “Phishing activity by sector,” ISPs make valuable targets for phishers because of 

the potential wealth of personal information from the ISP accounts of end users that is often fairly easily 

accessed by skilled attackers and which provides many avenues for further malicious exploits.

Automated phishing toolkits 

A phishing toolkit is a set of scripts that allows an attacker to automatically create websites that spoof the 

legitimate websites of different brands, including the images and logos associated with those brands. The 

scripts also help to generate corresponding phishing email messages. As each script generates pseudo-

random phishing URLs with a distinctive pattern,206 the particular script used to generate a particular 

phishing URL can be identified from that pattern. All phishing URLs reported to Symantec can be sorted 

and grouped according to those specific patterns.

Phishing toolkits are developed by groups or individuals who, along with using the kits themselves, sell  

the kits in the underground economy. Toolkits sold in the underground economy often go unnamed. Unlike 

legitimate software, for which naming plays an important marketing role, phishing toolkits often become 

popular based on who has produced them. As a consequence, phishing toolkits discussed here cannot be 

named specifically and will instead be referred to by number.

Kit 1 was responsible for an average of 14 percent of all phishing attacks during 2008, with spikes  

up to 26 percent during the summer months (figure 20). This kit is a domain-based phishing toolkit. 

Domain-based phishing toolkits require the phisher to own and register a unique domain, such as 

“aphishingsite.com” and host it somewhere like a bot network or on an ISP. The phisher can then  

create phishing links with random subdomains, such as “mybank.aphishingsite.com,”  

“anotherbank.aphishingsite.com,” and so on. 

On the other hand, defacement-based phishing toolkits do not require the registration of domains or DNS 

servers so they are easier to setup. Defacement-based phishing toolkits require a phisher to compromise 

existing Web pages, after which the phisher can simply upload the page of the spoofed brand. Defacement-

based toolkits are often favored by phishers because of their ease of use and light setup requirements. For 

example, in 2008, Symantec detected many image-hosting sites and guestbooks that were compromised 

and used for phishing attacks.

206	For example, http://www.loginhere.id-123456.spoofed-brand.tld/r1/abcd/login.php and http://www.loginhere.id-456789.spoofed-brand.tld/r1/wxyz/login.php
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Kit 1 only targets a popular Webmail service and uses domain names that are often related to images or 

pictures, such as “pzychaos.xmas-party-pics.com” or “racz.ani.cool-crazy-pics.com.” They are often sent via 

the Webmail service itself to other users, with text such as “Hey see the new images from me.”

Kit 1 activity dropped sharply through August and then rose sharply again in December. This indicates that 

security administrators may have implemented measures to defend against these attacks, thereby reducing 

their effectiveness. It is likely that the phishers modified the kit in response to this drop-off, leading to the 

resurgence in activity in December. This may indicate that attackers were hoping to use it for the 

approaching Christmas season to disseminate Christmas-related phishing lures.

Month
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Figure 20. Activity of most common automated phishing toolkits
Source: Symantec 

Phishing Kit 5 appeared in September 2008. It was responsible for 26 percent of that month’s phishing 

attacks, followed by 36 percent in October 2008. After this spike, its usage dropped to less than 2 percent. 

This attack targeted a single non-financial brand, which responded by adopting new security features for 

its online services, causing the sudden drop-off. Over the course of the entire year, Kit 5 was responsible 

for slightly less than 6 percent of all phishing activity. 



Symantec Global Internet Security Threat Report

82

Underground economy servers—goods and services available for sale

This discussion focuses on the most frequently advertised items for sale observed on underground 

economy servers. Underground economy servers are black market forums for the promotion and trade  

of stolen information and services. This information can include government-issued identification 

numbers, credit cards, credit verification values, debit cards, personal identification numbers (PINs),  

user accounts, email address lists, and bank accounts. Services include cashiers, scam page hosting,  

and job advertisements such as for scam developers or phishing partners. Much of this commerce occurs 

within channels on Internet Relay Chat (IRC) servers. For an in-depth analysis of how the underground 

Internet economy functions, please see the Symantec Report on the Underground Economy, published 

November 2008.207 

The measure of goods and services available for sale is by distinct messages, which are considered to be 

single advertisements for a good or service, though the same advertisement may appear thousands of 

times. To qualify as a new message there must be variations, such as price changes or other alterations in 

the message.

In 2008, the most frequently advertised item observed on underground economy servers was credit card 

information, accounting for 32 percent of all goods (table 18). This was an increase from 21 percent in 

2007. Credit card information advertised on the underground economy consists of the credit card number 

and expiry date, and may also include the name on the card (or business name for corporate cards), billing 

address, phone number, CVV2 number, and PIN.208 One reason for this ranking may be because there are 

many ways credit card information can be obtained for fraud. This includes phishing schemes, monitoring 

merchant card authorizations, the use of magnetic stripe skimmers, or breaking into databases and other 

data breaches that expose sensitive information.209 

2008
Rank

1

2

3

4

5

6

7

8

9

10

2007
Rank

1

2

9

3

12

4

6

5

17

8

Item

Credit card information 

Bank account credentials

Email accounts

Email addresses 

Proxies 

Full identities 

Mailers 

Cash out services
 

Shell scripts 

Scams 

2008
Percentage

32%

19%

5%

5%

4%

4%

3%

3%

3%

3%

2007
Percentage

21%

17%

4%

6%

3%

6%

5%

5%

2%

5%

Range of Prices

$0.06–$30

$10–$1000

$0.10–$100

$0.33/MB–$100/MB

$0.16–$20

$0.70–$60

$2–$40

8%–50% or flat rate of 
$200–$2000 per item

$2–$20

$3–$40/week for hosting, 
$2–$20 design

Table 18. Goods and services available for sale on underground economy servers210

Source: Symantec 

207	http://eval.symantec.com/mktginfo/enterprise/white_papers/b-whitepaper_underground_economy_report_11-2008-14525717.en-us.pdf
208	�Card Verification Value 2 (CVV2) is a three- or four-digit number on the credit card that is used for card-not-present transactions, such as purchases over the 

Internet or telephone. This is meant to improve security for credit cards and to verify that the person completing the transaction is in fact, in possession of the card.
209	Magnetic stripe skimming devices are small machines designed to scan and retain data contained in the magnetic stripes on credit and debit cards.
210	�Descriptions and definitions for the goods and services discussed in this section can be found in Appendix E—Phishing, Underground Economy Servers,  

and Spam Trends Methodology
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The frequent use of credit cards also influenced their high rank in 2008. For example, the 23.6 billion 

credit card transactions in the United States in 2007 represent a growth of 6 percent over the previous 

year.211 High frequency use and the range of available methods for capturing credit card data would 

generate more opportunities for theft and compromise and, thus, lead to an increased supply on 

underground economy servers. Despite the economic slowdown of the last half of 2008, both the number 

of online purchases by credit card and the amount of purchases increased. Online spending for 2008 has 

been growing since the previous year with sales increasing 6 percent for the third quarter.212 Also, there 

was a 15 percent increase in sales for so-called Cyber Monday from the previous year in the United 

States.213 Many online stores were offering financing options, no payments for 90 days, and heavy 

discounts to attract customers.

Credit cards may also be popular on underground economy servers because using fraudulent credit card 

information for activities such as making online purchases is relatively easy. Online shopping can be easy 

and fast, and a final sale often requires only basic credit card information. Someone knowledgeable 

enough could potentially make many transactions with a stolen card before the suspicious activity is 

detected and the card is suspended. Once the purchases have been completed and the merchandise 

delivered, it can then be fenced for a profit. Also, online merchants who have yet to implement multi-level 

security features are likely attractive to criminals who wish to conduct fraudulent transactions without 

hassle. 

Another factor that contributes to the popularity of credit cards is that they are typically sold in bulk 

packages on underground economy servers. Not only do advertisers offer discounts for bulk purchases or 

include free numbers with larger purchases, but having an extensive list of cards enables individuals to 

quickly try a new number if a card number does not work or is suspended. Also, having a larger number of 

credit cards numbers included should theoretically increase the likelihood of having active/valid cards in 

the bulk package. 

The price range of credit cards in 2008 remained consistent with the prices from the previous year, ranging 

from $0.06 to $30 per card number. There were three main factors that influenced the price of credit 

cards: the amount of information included with the card, rarity of the card type, and bulk purchase sizes. 

Credit cards that bundled in personal information—such as government-issued identification numbers, 

addresses, phone numbers, and email addresses—were offered at higher prices. Cards that included 

security features such as CVV2 numbers, PINs, and online verification service passwords were also offered 

at higher prices.

The rarity of the credit card information is often associated with the location of the issuing bank and the 

type of card. Information from regions such as Europe, Asia, and the Middle East is typically offered at 

higher prices than elsewhere because the supply of credit card information for these regions is rarer. For 

example, cards from countries such as Sweden or Belgium were the most costly, at an average of $20 each, 

while cards issued from the United States were the least expensive. 

The lower price range for credit cards was also due to bulk purchase discounts offered by sellers. Credit 

cards are typically sold in bulk, with lot sizes from as few as 10 credit cards to as many as 5,000. Common 

bulk amounts and rates observed by Symantec during this reporting period were 100 credit cards for $150 

($1.50 each), 140 credit cards for $120 ($0.86 each), and 5,000 credit cards for $300 ($0.06 each). 

211	http://www.bis.org/publ/cpss85p2.pdf : table 7
212	http://www.comscore.com/press/release.asp?press=2560
213	�http://online.wsj.com/article/SB122831827531375837.html. Cyber Monday is the first Monday after U.S. Thanksgiving, which has come to mark the beginning  

of the online shopping season. This is typically the busiest online shopping day of the year.
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As with other areas of the underground economy, the availability of the item seems to determine its price:  

an increase in supply will decrease the price of the goods. There are more credit cards in circulation in the 

United States than in any other country in the world—1.3 billion cards by the end of 2007, which is an 

average of over four credit cards per person.214 In comparison, there were only 67 million credit cards in 

circulation in the United Kingdom, which is an average of one per inhabitant and only 5 percent of the U.S. 

total. This correlates with the originating location percentages of credit cards advertised on underground 

economy servers for this reporting period: cards issued by U.S.-based institutions accounted for 67 percent 

of the total, while cards from UK-based institutions accounted for 11 percent. This ratio also corresponds  

to advertised bulk package prices: UK cards were typically advertised at rates three to four times higher  

than U.S. cards.

The second most commonly advertised good on underground economy servers during 2008 was bank 

account credentials, accounting for 19 percent of all advertised goods. This was a slight increase from  

17 percent observed in 2007. Bank account credentials may consist of account numbers, bank transit 

numbers, account holder names and/or company names, and may include online banking passwords. Also, 

most sellers advertised the type of account and the balances for the stolen bank accounts. Attackers can 

steal bank account credentials using the same methods as were outlined in the discussion of credit cards 

previously in this section. 

The popularity of bank account credentials may be due to a shift toward online banking. As mentioned 

earlier, in the United States, 44 percent of Internet users perform some degree of online banking.215 That 

number is even higher in Canada and France, where 64 percent and 46 percent of Internet users bank 

online, respectively.216 The potential increased availability of such sensitive information would likely also 

result in  

an increase in attempts to steal banking credentials through phishing attempts or the use of malicious  

code such as banking Trojans. For example, Symantec observed an 86 percent increase in potential  

banking Trojan infections in the second half of 2007.

Bank account credentials are attractive to attackers because they offer the opportunity to withdraw 

currency directly. Withdrawing currency from a bank account has the advantage of a more immediate 

payout than with online purchases, which would need to be sold to realize a purely financial reward. Also, 

attackers have access to the full balances in the bank accounts, unlike credit cards where the credit limits 

imposed will not allow access to the maximum potential balances. Bank account balances advertised were 

also considerably higher than credit card limits; in 2008, the average advertised bank account balance was 

just over $176,000, while the average credit card limit was just over $3,400. It is likely that advertisers are 

skewing the average by promoting bank accounts with high balances, specifically from corporate accounts, 

to attract customers. Symantec observed advertisements with balances ranging from $3,000 to one with 

over $2.4 million. Beyond straightforward account cash outs, bank accounts can also be used as 

intermediary channels to launder money or to fund other online currency accounts that only accept bank 

transfers for payments.

The advertised price for bank account credentials varied as widely as it did in 2007, with prices ranging  

from $10 to $1,000, depending on the amount of funds available, the location of the account, and the  

type of account. Corporate and business accounts were advertised for considerably higher prices than  

those of personal bank accounts as they typically had higher balances on average. Symantec observed one 

EU business bank account—purportedly holding a balance of $400,000—being advertised for sale for $600. 

214	http://www.bis.org/publ/cpss85p2.pdf : tables 10 and 10b
215	http://www.comscore.com/press/release.asp?press=2318
216	http://www.comscore.com/press/release.asp?press=2524
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In addition, EU accounts were advertised at a considerably higher average price than their U.S. 

counterparts, which may be because EU accounts are rarer than U.S. accounts on underground economy 

servers. Furthermore, bank account credentials that bundled in additional information such as names, 

addresses, dates of birth, and mothers’ maiden names were advertised at higher prices, presumably 

because this added information could potentially be used for further identity fraud. 

Email accounts were the third most common item advertised for sale on underground economy servers  

in 2008, making up 5 percent of all advertised goods, an increase from 4 percent in 2007. Gaining 

possession of email passwords can allow access to email accounts, which can be used for sending out  

spam and/or for harvesting additional email addresses from contact lists. Recipients of the spam emails  

may be more trusting of emails coming from a known email address. Moreover, along with email, many  

ISPs include free Web space in their account packages, which many people rarely access. Once the ISP 

accounts are compromised, these free spaces can be used to host phishing sites or malicious code  

without the knowledge of the victims. 

In addition, compromised email accounts will often provide access to additional sensitive personal 

information such as bank account data, student identification numbers, mailing address and phone 

numbers, or access to other online accounts (such as social networking pages, online stock accounts, etc.) 

that is stored in saved personal emails. From there, it is often simple for someone to use the password 

recovery option offered on most online registration sites and have a new password sent via email to gain 

complete access to these accounts. This danger is compounded by the fact that many people have of using 

the same password for multiple accounts. The fraudulently gained personal information can then be used  

to conduct identity theft and fraud. 

The advertised prices of email accounts depended on the ISP of the account; larger ISPs that offered large 

amounts of Web space were advertised at higher prices than ones with smaller space. Web-based email 

accounts from various ISPs around the world were advertised, although the location used to register the 

account did not factor into the advertised price since users could obtain the same type of access 

worldwide. Accounts registered in Europe, the United States, and the Middle East were advertised at the 

same prices for this reporting period, ranging from $1 to $100 for each account.

The distribution of goods and services advertised on underground economy servers continues to be 

focused on financial information, such as credit card information and bank account credentials. This 

seems to suggest that criminals are more focused on purchasing goods that allow them to make large 

quantities of money quickly on underground economy servers rather than on exploits that require more 

time and resources, such as scam pages and email lists for spamming. This trend is likely to continue until 

steps are taken to make it more difficult to obtain and use this financial information.

As part of their best practices to help prevent fraud, credit card companies, credit card issuers, and  

banks have been taking more secure measures to verify and authenticate users, such as multi-factor 

authorization or using technologies such as chip and PIN on the credit cards they issue.217 By instituting 

effective multi-factor authentication and multi-level security systems, banks and credit card companies 

can make it more difficult for criminals to exploit stolen financial information. Also, security features such 

as Smart Card-based credit cards using the EMV standard for security verification,218 or credit cards with  

chip & PIN technology for card-present transactions can make it more difficult for criminals to obtain  

and use financial information.

217	http://www.chipandpin.co.uk/reflib/Consumer_digi-guide_Post_14_Feb_FINAL.PDF
218	�EMV is a standard for authenticating credit and debit card payments. The name originates from the initial letters of Europay, MasterCard, and Visa, who together 

developed the standard. Cf. http://www.emvco.com/about_emvco.aspx
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Another technology currently being tested in the United Kingdom for card-not-present transactions, such  

as online shopping, are credit cards with one-time codes. To complete the transaction, credit card holders 

enter their PIN into the built-in keypad on the back of the card. Once the correct PIN is entered, the card 

will display a six-digit one-time code to be used to authenticate the transaction.219 This code would be 

unique for each specific transaction. Even if the card is stolen or lost, a criminal would need the PIN to  

use the card. 

Moreover, consumers who fear identity theft and payment fraud may be moving toward Internet-based 

payment services and other non-credit card electronic payment services. These types of services have 

become more popular because they do not expose the credit or debit card information that is used to set 

up the accounts and, as with some credit card issuers, often offer full protection from unauthorized 

transactions. In addition, they allow people without credit cards to make online purchases. 

Nonetheless, even though consumers seem to be moving toward other non-credit card electronic payment 

services for online payments, credit cards are still the most popular payment method. People may prefer  

to use credit cards over other payment options because of the added bonuses sometimes associated with 

using them, such as zero liability, flight points, cash-back options, travel options, or dividend bonuses. In 

the United States, the value of credit card transactions for 2006 was estimated at just over $2.1 trillion—

the equivalent of nearly $7,000 for each person in the United States.220

Spam by category

Spam categories are assigned based on spam activity that is detected by the Symantec Probe Network. 

While some of the categories may overlap, this data provides a general overview of the types of spam that 

are most commonly seen on the Internet today. It is important to note that this data is restricted to spam 

attacks that are detected and processed by the Symantec Probe Network. Internal upstream processing 

may weed out particular spam attacks, such as those that are determined to be potential fraud attacks.

The most common type of spam detected in 2008 was related to Internet- or computer-related goods and 

services, which made up 24 percent of all detected spam (figure 21). In 2007, this was the second most 

common type of spam, accounting for 19 percent of the total. This type of spam is typically used to 

promote Web hosting and design, as well as other online commodities such as phishing and spam toolkits. 

Since phishing and spam toolkits cannot typically be advertised by legitimate means, such as through 

banner ads on websites, spam may be the most effective way to promote them. 

The increase in spam associated with Internet- or computer-related goods and services is reflected in  

the items that were most commonly available on underground economy servers in 2008, as discussed in 

“Underground economy servers” previously. Email addresses, which are usually purchased for the sake of 

spamming, were the fourth most commonly advertised good. 

Furthermore, scams ranked tenth in items for sale on underground economy servers in 2008. Scams 

advertised on these servers consist of creating scam Web pages, creating and disseminating scams, or 

hosting scam pages. Fraudsters promote these items, and buyers can often find them advertised on 

underground economy servers. This spamming activity in turn adds to the growth of the underground 

economy servers. Some of the phishing scams result in the harvesting of credit card and bank account 

credentials, which are then sold on underground economy servers.

219	http://www.visaeurope.com/pressandmedia/newsreleases/press377_pressreleases.jsp
220	http://www.bis.org/publ/cpss85p2.pdf : tables 9 and 9d
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Figure 21. Top spam categories 
Source: Symantec

The second most common type of spam detected in 2008 was related to commercial products, which made 

up 19 percent of all spam detected by Symantec sensors. In 2007, commercial spam was the most common 

type of spam, accounting for 25 percent of the total. Commercial products spam usually consists of 

advertisements for commercial goods and services. Such spam is frequently used to sell designer goods 

such as watches, handbags, and sunglasses. The profits from the sale of these products can be substantial 

given that the goods sold are often cheaply made counterfeits. 

For 2008, Internet-related spam and commercial-products spam not only switched places from the  

previous year, but also percentages. Symantec believes this may be the result of the economic downturn.  

It is possible that, with the drop in consumer confidence, people are less inclined to buy the types of  

goods and services advertised by commercial-product spam. 
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Spam related to financial services made up 16 percent of all spam detected in 2008, making it the third 

most common type of spam during this period. Financial services spam contains references or offers related 

to money, the stock market, or other financial “opportunities.” This is almost unchanged from 2007, when 

financial services spam was also the third most common type of spam, with 17 percent of the total. While  

it might be expected that spam offering stock market tips or other financial opportunities would drop off 

during a period of market uncertainty, it is likely that such a drop-off would be negated by an increase in 

spam offering such recession-related enticements as low-interest loans and easy access to credit.

Top countries of spam origin

This section will discuss the top 10 countries of spam origin. This discussion is based on data gathered  

by customer installations of Symantec Brightmail AntiSpam. This data includes the originating server’s IP 

address, against which frequency statistics are compared. Each IP address is mapped to a specific country 

and charted over time. The nature of spam and its distribution on the Internet presents challenges in 

identifying the location of people who are sending it because many spammers try to redirect attention away 

from their actual geographic location. In an attempt to bypass DNS block lists, they use Trojans that relay 

email, which allow them to send spam from sites distinct from their physical location. In doing so, they tend 

to focus on compromised computers in those regions with the largest bandwidth capabilities. As such, the 

region in which the spam originates may not correspond with the region in which the spammers are located.

Over the past year, Symantec observed a 192 percent increase in spam detected across the Internet, from 

119.6 billion messages in 2007 to 349.6 billion in 2008. This is despite the shutdown of two major botnets 

in November, which is discussed in greater depth in the following paragraphs. After the shutdowns, 

Symantec saw a 65 percent decrease in spam activity. This lasted for a period of several weeks before 

returning to normal levels when the botnets were reestablished elsewhere.

During 2008, 29 percent of all spam originated in the United States (table 19), a decrease from 45 percent 

in 2007, when it was also the top country of spam origin. The prominence of the United States is not 

surprising, given that it has the second highest number of broadband Internet users in the world.221 This is 

important because broadband connections are usually high-speed connections that are often constantly 

connected to the Internet. This allows spammers to send out high volumes of spam at any time of the day. 
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Table 19. Top 10 countries of spam origin
Source: Symantec 

221	http://www.point-topic.com
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Despite this, the rate of growth of spam originating in the United States was slower than the rate of growth 

across the Internet in general. In 2008, spam messages increased by 89 percent in the United States, from 

approximately 54 billion to roughly 102 billion messages. While this increase may seem significant, it is 

well behind the 192 percent increase in spam activity across the Internet as a whole.

The slower increase in spam originating in the United States is likely due to the November 2008 shutdown 

of the McColo ISP, which was believed to be responsible for a considerable amount of spam activity. This 

shutdown is thought to have affected the percentage of email identified as spam because McColo was 

allegedly hosting a significant number of bot C&C systems (as detailed in the bot discussions of the 

“Threat Activity Trends” section of this report). The volume change was measured directly in the 

Symantec Probe Network, which saw a 65 percent drop in traffic in the 24 hours after the shutdown.222 

Symantec believes that the ISP was being used to host bot C&C servers for a number of botnets that were 

responsible for propagating spam.223 While the shutdown of McColo resulted in a temporary slowdown of 

spam originating in the United States, by mid-December spam volumes had slowly crept back up to within 

80 percent of their levels before the shutdown, as old botnets were brought back online, and new botnets 

were created.224 

Russia was the second ranked country for originating spam in 2008, with 6 percent. This is a significant 

increase from 2007, when 3 percent of spam originated in Russia and it ranked eighth. While it accounted 

for a relatively small percentage of worldwide spam, Russia was the site of a very large increase, with the 

amount of spam originating there increasing by 445 percent over the course of 2008.

This increase is likely due to two factors. First, Russia is one of the four largest emerging broadband 

markets worldwide.225 Second, there is a considerable amount of organized crime activity based in  

Russia, much of which focuses on fraudulent online activity.226 MessageLabs Intelligence reported that  

12 percent of all malicious websites blocked in 2008 were registered with .ru, the TLD for websites 

registered in Russia.227 

Turkey had the third highest volume of spam in 2008, with 5 percent of all detected spam. This is a 

significant increase from 2007 when Turkey had the fifteenth highest volume of spam, with only 1 percent. 

Not only is this a considerable jump in rankings, but the volume of spam originating in Turkey increased by 

nearly 1,200 percent.

The volume of spam originating in Turkey in 2008 was not steady, but increased from August until the  

end of the year. During this time, Turkey was the second ranked country of origin, with the volume of spam 

varying from 6 to 8 percent of the global total.228 This may be related to the migration of bot C&C servers 

following the shutdown of McColo and other ISPs linked to malicious activities during the same period. 

Analysts believe that those ISPs were being used by spammers to distribute their attacks.229 Once the ISPs 

were shut down, spammers were forced to relocate. It appears from the increase in spam activity 

originating in Turkey during that period that they may have relocated some of their servers there.

222	http://eval.symantec.com/mktginfo/enterprise/other_resources/b-state_of_spam_report_12-2008.en-us.pdf : p. 7
223	http://www.messagelabs.com/mlireport/MLIReport_2008.09_Sep_Final.pdf
224	http://eval.symantec.com/mktginfo/enterprise/other_resources/b-state_of_spam_report_01-2009.en-us.pdf : p. 7
225	http://www.messagelabs.com/mlireport/MLIReport_Annual_2008_FINAL.pdf : p. 29
226	http://www.guardian.co.uk/technology/2007/nov/15/news.crime
227	http://www.messagelabs.com/mlireport/MLIReport_2008.09_Sep_Final.pdf : p. 50
228	http://www.symantec.com/business/theme.jsp?themeid=state_of_spam#
229	�Cf. http://voices.washingtonpost.com/securityfix/2008/10/spam_volumes_plummet_after_atr.html , http://www.crn.com/security/212002220,  

or http://www.messagelabs.com/mlireport/MLIReport_2008.09_Sep_Final.pdf
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Percentage of spam from botnets

In 2007, botnets became the dominant force in terms of distributing not only spam, but also malicious 

code and phishing scams. The processing power of large botnets allows them to generate high volumes of 

spam. The distributed processing power of botnets makes them an ideal platform for launching large-scale 

spam campaigns. Because of their distributed nature, even taking down a large number of individual bots 

and entire botnets has little effect on the percentage of spam for which they are responsible. 

In 2008, botnets were responsible for approximately 90 percent of all spam email (figure 22). In August 

2008, spam volumes rose more than twofold as a result of the continued, aggressive approaches taken to 

expand botnet capacity, especially with the Srizbi and Cutwail botnets, which both grew in size by 20 to  

25 percent by mid-2008.

As noted in “Bot-infected computers,” Symantec observed over 9 million distinct bot-infected computers 

during 2008. With such a large number of bots available to attackers, it is likely that many would be used 

to generate profit. It was discussed in the recent Symantec Report on the Underground Economy that many 

botnets are available to be rented or purchased on underground economy channels. A spammer could 

purchase one of these botnets and earn income by using it to send large volumes of spam. 
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Spam activities were disrupted somewhat with the previously discussed shutdowns of two ISPs in late 

2008.230 While these shutdowns reduced spam levels temporarily, they returned to previous levels shortly 

thereafter. This is likely due in large part to the ability of spammers to create new botnets and to rework 

existing botnets. Further, while it is likely that a large number of bots and other spam relays were taken 

offline, the bot owners may have simply increased the output from their remaining botnets. 

Additionally, the shift toward HTTP bot C&C structures, discussed in “Bot command-and-control servers,” 

means that many botnets will be more difficult to disable since there is no longer a need for a centralized 

controller. Removing large numbers of bots—such as by the shutdown of ISPs—will cause temporary 

reductions in spam volumes, but attackers have shown the ability to relocate and resume their operations  

in relatively short periods of time.

Phishing, underground economy servers, and spam—protection and mitigation

Symantec recommends that enterprise users protect themselves against phishing threats by filtering email 

at the server level through the mail transfer agent (MTA). Although this will likely remain the primary point  

of filtering for phishing, organizations can also use IP-based filtering upstream, as well as HTTP filtering. 

DNS block lists also offer protection against potential phishing emails.231 Organizations could also consider 

using domain-level or email authentication in order to verify the actual origin of an email message. This can 

protect against phishers who are spoofing email domains.232 

To protect against potential phishing activity, administrators should always follow Symantec best practices, 

as outlined in Appendix A of this report. Symantec also recommends that organizations educate their end 

users about phishing.233 They should also keep their employees notified of the latest phishing attacks and 

how to avoid falling victim to them, and provide a means to report suspected phishing sites.234 

Organizations can also employ Web-server log monitoring to track if and when complete downloads of their 

websites, logos, and images are occurring. Such activity may indicate that someone is attempting to use the 

legitimate website to create an illegitimate website for phishing. 

Organizations can detect phishing attacks that use spoofing by monitoring non-deliverable email addresses 

or bounced email that is returned to non-existent users. They should also monitor the purchasing of cousin 

domain names by other entities to identify purchases that could be used to spoof their corporate domains.235 

So-called typo domains and homographic domains should also be monitored.236 This can be done with the 

help of companies that specialize in domain monitoring; some registrars also provide this service. 

The use of antiphishing toolbars and components in Web browsers can also help protect users from phishing 

attacks. These measures notify the user if a Web page being visited does not appear to be legitimate. This 

way, even if a phishing email reaches a user’s inbox, the user can still be alerted to the potential threat.

230	http://www.securityfocus.com/brief/855
231	�A DNS block list (sometimes referred to as a black list) is simply a list of IP addresses that are known to send unwanted email traffic. It is used by email software to 

either allow or reject email coming from IP addresses on the list.
232	Spoofing refers to instances where phishers forge the “From:” line of an email message using the domain of the entity they are targeting with the phishing attempt.
233	Cf., basic guidelines on how to avoid phishing at the United States Federal Trade Commission: http://www.ftc.gov/bcp/edu/pubs/consumer/alerts/alt127.htm
234	Cf. http://www.antiphishing.org for information on the latest phishing threats. 
235	�“Cousin domains” refers to domain names that include some of the key words of an organization’s domain or brand name; for example, for the corporate domain 

“bigbank.com”, cousin domains could include “bigbank-alerts.com”, ”big-bank-security.com”, and so on.
236	�Typo domains are domain names that use common misspellings of a legitimate domain name, for example the domain “symatnec.com” would be a typo domain for 

“symantec.com”. A homographic domain name uses numbers that look similar to letters in the domain name, for example the character for the number “1” can look 
like the letter “l”.
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End users should follow best security practices, as outlined in Appendix A of this report. They should use  

an antiphishing solution. As some phishing attacks may use spyware and/or keystroke-logging applications, 

Symantec advises end users to use antivirus software, antispam software, firewalls, toolbar blockers, and 

other software-detection methods. Symantec also advises end users to never disclose any confidential 

personal or financial information unless and until they can confirm that any request for such information  

is legitimate. 

Users should review bank, credit card, and credit information frequently. This can provide information  

on any irregular activities. For further information, the Internet Fraud Complaint Center (IFCC) has also 

released a set of guidelines on how to avoid Internet-related scams.237 Additionally, network administrators 

can review Web proxy logs to determine if any users have visited known phishing sites. 

Consumers could also take more security precautions to ensure that their information will not be 

compromised. When conducting higher-risk Internet activities, such as online banking or purchases, 

consumers should do so only on their own computers and not public ones. Further, they should not store 

passwords or bank card numbers. They should also avoid following links from within messages (whether  

in email, instant messages, online forums, etc.) as these may be links to spoofed websites; instead, they 

should manually type in the URL of the website. Also, consumers should be aware of the amount of  

personal information that they post on the Internet, as criminals may take advantage of this public 

information in malicious activities such as phishing scams.

237	http://www.fbi.gov/majcases/fraud/internetschemes.htm
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Appendix A—Symantec Best Practices

Enterprise best practices

Employ defense-in-depth strategies, which emphasize multiple, overlapping, and mutually supportive •	

defensive systems to guard against single-point failures in any specific technology or protection method. 

This should include the deployment of regularly updated antivirus, firewalls, intrusion detection, and 

intrusion protection systems on client systems.

Turn off and remove services that are not needed.•	

If malicious code or some other threat exploits one or more network services, disable or block access to •	

those services until a patch is applied.

Always keep patch levels up to date, especially on computers that host public services and are accessible •	

through the firewall, such as HTTP, FTP, email, and DNS services.

Consider implementing network compliance solutions that will help keep infected mobile users out of •	

the network (and disinfect them before rejoining the network).

Enforce an effective password policy.•	

Configure mail servers to block or remove email that contains file attachments that are commonly used •	

to spread viruses, such as .VBS, .BAT, .EXE, .PIF, and .SCR files.

Isolate infected computers quickly to prevent the risk of further infection within the organization.•	

Perform a forensic analysis and restore the computers using trusted media.•	

Train employees to not open attachments unless they are expected and come from a known and trusted •	

source, and to not execute software that is downloaded from the Internet unless it has been scanned  

for viruses.

Ensure that emergency response procedures are in place. This includes having a backup-and-restore •	

solution in place in order to restore lost or compromised data in the event of successful attack or 

catastrophic data loss.

Educate management on security budgeting needs.•	

Test security to ensure that adequate controls are in place.•	

Be aware that security risks may be automatically installed on computers with the installation of file-•	

sharing programs, free downloads, and freeware and shareware versions of software. 

Clicking on links and/or attachments in email messages (or IM messages) may also expose computers  •	

to unnecessary risks. Ensure that only applications approved by the organization are deployed on 

desktop computers.
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Consumer best practices

Use an Internet security solution that combines antivirus, firewall, intrusion detection, and vulnerability •	

management for maximum protection against malicious code and other threats.

Ensure that security patches are up to date and that they are applied to all vulnerable applications in a •	

timely manner.

Ensure that passwords are a mix of letters and numbers, and change them often. Passwords should not •	

consist of words from the dictionary.

Never view, open, or execute any email attachment unless the attachment is expected and the purpose •	

of the attachment is known.

Keep virus definitions updated regularly. By deploying the latest virus definitions, you can protect your •	

computer against the latest viruses known to be spreading in the wild.

Routinely check to see if your operating system is vulnerable to threats by using Symantec Security •	

Check at www.symantec.com/securitycheck.

Deploy an antiphishing solution. Also, never disclose any confidential personal or financial information •	

unless and until you can confirm that any request for such information is legitimate.

Get involved by tracking and reporting attack attempts. With Symantec Security Check’s tracing service, •	

users can quickly identify the location of potential hackers and forward the information to the attacker’s 

ISP or local police.

Be aware that security risks may be automatically installed on computers with the installation of file-•	

sharing programs, free downloads, and freeware and shareware versions of software.

Avoid clicking on links and/or attachments in email or IM messages, as these may also expose computers •	

to unnecessary risks.

Read end-user license agreements (EULAs) carefully and understand all terms before agreeing to them •	

as some security risks can be installed after an end user has accepted the EULA or as a consequence of 

that acceptance. 

Be aware of programs that flash ads in the user interface. Many spyware programs track how users •	

respond to these ads, and their presence is a red flag. These ads may be spyware.
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Appendix B—Threat Activity Trends Methodology 

Threat activity trends in this report are based on the analysis of data derived from the Symantec Global 

Intelligence network, which includes the Symantec DeepSight™ threat Management System, Symantec 

Managed Security Services, the Symantec Honeypot network, and proprietary Symantec technologies. 

Symantec combines data derived from these sources for analysis. 

Malicious activity by country 

To determine the top countries for the “Malicious activity by country” metric, Symantec compiles 

geographical data on each type of malicious activity to be considered, namely: bot-infected computers, 

phishing website hosts, malicious code reports, spam zombies, and attack origin. The proportion of  

each activity originating in each country is then determined. The mean of the percentages of each  

malicious activity that originates in each country is calculated. This average determines the proportion  

of overall malicious activity that originates from the country in question and the rankings are determined 

by calculating the mean average of the proportion of these malicious activities that originated in  

each country. 

Data breaches that could lead to identity theft 

Symantec identifies the proportional distribution of cause and sector for data breaches that may facilitate 

identity theft based on data provided by the Open Security Foundation (OSF) Dataloss DB.238 OSF reports 

data breaches that have been reported by legitimate media sources and have exposed personal information 

including name, address, Social Security number, credit card number, or medical history. The sector that 

experienced the loss along with the cause of loss that occurred is determined through analysis of the 

organization reporting the loss and the method that facilitated the loss.

Bot-infected computers 

Symantec identifies bot-infected computers based on coordinated scanning and attack behavior that is 

observed in global network traffic. An active bot-infected computer is one that carries out at least one 

attack per day. This does not have to be continuous; rather, a single computer can be active on a number  

of different days. Attacks are defined as any malicious activity carried out over a network that has been 

detected by an intrusion detection system (IDS) or firewall. 

For an attacking computer to be considered to be participating in coordinated scanning and attacking,  

it must fit into that pattern to the exclusion of any other activity. This behavioral matching will not catch 

every bot-infected computer, and may identify other malicious code or individual attackers behaving in a 

coordinated way as a botnet. This behavioral matching will, however, identify many of the most coordinated 

and aggressive bot-infected computers. It will also give insight into the population trends of bot-infected 

computers, including those that are considered to be actively working in a well-coordinated and aggressive 

fashion at some point in time during the reporting period.

238	http://datalossdb.org
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Bot command-and-control servers

Symantec tracks the number of new bot C&C servers detected worldwide. Only IRC and HTTP bot C&C  

server trends will be evaluated in the methods botnet owners are using to communicate with their  

bot-infected computers. 

Top Web-based attacks

To evaluate this metric, Symantec identifies each distinct attack delivered via the Web, hereafter referred to 

as Web-based attack, hosted on malicious websites that are detected by intrusion prevention technology. A 

Web-based attack is any attack that is carried out against a client-side application originating from the Web. 

Symantec determines the top Web-based attacks based by determining the most common attacks carried 

out against users. Due to the nature of Web-based attacks, the total number of attacks carried out is a  

good measure of the success and popularity of the attack. 

Each attack discussed targets a specific vulnerability or weakness in Web browsers or other client-side 

applications that process content originating from the Web. These attacks can vary in their delivery 

methods; some rely on misleading a user into downloading a malicious file, while others occur without  

any knowledge or interaction by the user. 

Top countries of origin for Web-based attacks 

Symantec identifies the Web-based attacks by country by determining the geographic origin that conducts 

the attack on computers upon visiting a website. Note that the server hosting the exploit may not necessarily 

be the same server that the user has visited due to redirection. A user could visit a website that redirects 

their Web browser to a malicious server in another country.
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Appendix C—Vulnerability Trends Methodology 

Symantec operates one of the most popular forums for the disclosure and discussion of vulnerabilities  

on the Internet, the BugTraq™ mailing list,239 which has approximately 50,000 direct subscribers who 

contribute, receive, and discuss vulnerability research on a daily basis. Symantec also maintains one of  

the most comprehensive vulnerability databases, currently consisting of over 32,000 vulnerabilities 

(spanning more than two decades) affecting more than 72,000 technologies from over 11,000 vendors. 

Vulnerability classifications 

Following the discovery and/or disclosure of a new vulnerability, Symantec analysts gather all relevant 

characteristics of the new vulnerability and create an alert. This alert describes important traits of the 

vulnerability, such as the severity, ease of exploitation, and a list of affected products. These traits are 

subsequently used both directly and indirectly for this analysis. 

Vulnerability types 

After discovering a new vulnerability, Symantec threat analysts classify the vulnerability into one of  

12 possible categories based on the available information. These categories focus on defining the core 

cause of the vulnerability, as opposed to classifying the vulnerability merely by its effect. 

The classification system is derived from the academic taxonomy presented by Taimur Aslam, et al 

(1996),240 which provides a full description of the possible values below: 

Boundary condition error •	

Access validation error •	

Origin validation error •	

Input validation error •	

Failure to handle exceptional conditions •	

Race condition error •	

Serialization error •	

Atomicity error •	

Environment error •	

Configuration error •	

Design error •	

Window of exposure for Web browsers 

The window of exposure is calculated for vulnerabilities associated with the following Web browsers: 

Google Chrome•	

Apple Safari •	

Microsoft Internet explorer •	

Mozilla browsers •	

Opera •	

239	The Bugtraq mailing list is hosted by SecurityFocus (http://www.securityfocus.com). Archives are available at http://www.securityfocus.com/archive/1
240	“Use of a taxonomy of Security Faults”: http://ftp.cerias.purdue.edu/pub/papers/taimur-aslam/aslam-krsul-spaf-taxonomy.pdf
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Symantec records the window of time between the publication of an initial vulnerability report and the 

appearance of third-party exploit code; this is known as the exploit code development time. The time period 

between the disclosure date of a vulnerability and the release date of an associated patch is known as the 

patch development time. The time lapse between the public release of exploit code and the time that the 

affected vendor releases a patch for the affected vulnerability is known as the window of exposure. The 

average window of exposure is calculated as the difference in days between the average patch development 

time and the average exploit code development time. During this time, the computer or system on which  

the affected application is deployed may be susceptible to attack, as administrators may have no official 

recourse against a vulnerability and must resort to best practices and workarounds to reduce the risk of 

attacks. Explanations of the average exploit development time and the average patch development time  

are included below.

Exploit code development time for Web browsers 

The cumulative exploit code development time for each vulnerability affecting a Web browser is calculated. 

Each cumulative time is then divided by the number of vulnerabilities affecting that browser to determine  

the average exploit code development time for that browser. The exploit development time average for each 

browser is then compared. This metric is used to compute the window of exposure, which amounts to the 

difference between the average patch development time and the average exploit code development time.

Patch development time for Web browsers 

The cumulative patch development time for vulnerabilities affecting each browser is calculated. Each 

cumulative time is then divided by the number of vulnerabilities affecting that browser to determine the 

average patch development time for that browser. The patch development time average for each browser  

is then compared. This metric is used to compute the window of exposure for Web browsers, which  

amounts to the difference between the average patch development time and the average exploit code 

development time.

Web browser vulnerabilities 

This metric compares vulnerability data for major Web browsers, namely: Google Chrome, Microsoft  

Internet Explorer, Mozilla browsers (including Firefox), Opera, and Apple Safari. However, in assessing the 

comparative data, it should be noted that for this report the total number of vulnerabilities in these Web 

browsers is computed, including both vendor confirmed and non-vendor confirmed vulnerabilities. 

Previous versions of the Symantec Global Internet Security Threat Report have discussed vulnerabilities 

according to whether they were vendor confirmed or non-vendor confirmed, because vulnerabilities that  

were not confirmed were also included in the data. This differentiation was important, especially given  

the disparity in patch times between vendors. However, starting with Volume X of the Symantec Internet 

Security Threat Report, this convention is no longer followed and no differentiation is made between  

vendor-confirmed vulnerabilities and non-vendor-confirmed vulnerabilities when calculating the total 

number of vulnerabilities. 
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Individual browser vulnerabilities are difficult to precisely identify. A reported attack may be a combination 

of several conditions, each of which could be considered a vulnerability in its own right, which may distort 

the total vulnerability count. Some browser issues have also been improperly identified as operating 

system vulnerabilities or vice versa. This is partly due to increased operating system integration that  

makes it difficult to correctly identify the affected component in many cases. Additionally, some browsers 

are available for mobile and desktop platforms. Therefore, the following caveats exist for this metric:

Many vulnerabilities in shared operating system components can be exposed to attacks through the •	

browser. This report enumerates only those vulnerabilities that are known to affect the browser itself  

where sufficient information is available to make the distinction. 

Vulnerabilities in mobile versions of a browser are only counted if they also affect the desktop version of  •	

the browser application. This metric is mainly concerned with evaluating vulnerabilities in desktop Web 

browsers and not their mobile equivalents.

Web browser plug-in vulnerabilities 

Browser plug-ins are technologies that extend the functionality of the Web browser. They may be 

developed by the vendor or by a third-party. Some plug-ins provide support for additional application 

programming languages or environments, such as Java or Flash Player. Others are applications in their 

own right that run in the browser. Examples of these include ActiveX objects for Internet explorer, and 

Mozilla extensions and add-ons. 

This metric enumerates publicly documented vulnerabilities that affect browser plug-ins. These 

vulnerabilities are further classified, when applicable, into general groups of browser plug-in technologies. 

Symantec makes an effort to identify all vulnerabilities affecting the various classes of browser plug-in.

Vulnerabilities that affect the browser itself are not included in the data for this metric when it is possible 

to make this distinction. In cases where a Web browser ships with a particular plug-in, vulnerabilities 

affecting that plug-in will be counted. Although in this case, the plug-in may be included in the default 

browser installation, it is still considered a separate technology and not a native feature of the browser. 

Native features are considered to be features intrinsic to the primary function of the browser such as 

support for HTTP/HTTPS, HTML rendering, JavaScript, and other standards that are commonly 

implemented in most Web browsers. Technologies such as Java and Flash Player may be common to  

many Web browsers but they are intended to extend their functionality to support additional types  

of content and are typically optional components. 

The definition of browser plug-ins for this report is limited to technologies that are hosted on the same 

computer as the browser, and whose installation and configuration is managed through the browser or 

operating system. This distinguishes them from content that is intended to run inside the browser but  

is typically external to the browser such as Java applets or Flash movies. This content is rendered or 

executed by a browser plug-in but is not considered to be a plug-in in its own right.
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Web browser plug-in vulnerabilities, by type

This metric will examine some specific vulnerabilities that affect browser plug-ins. To do so, the 

vulnerabilities covered in the previous metric are classified into various categories based on their  

security impact. 

The categories below are meant to highlight the primary impact on end-users. It should be noted that  

some vulnerabilities defy categorization due to inadequate public information about the nature of the 

vulnerability and its potential impact. For example, a number of vulnerabilities reportedly allow remote 

code execution, but the information available at the time of writing is inadequate to determine the effect  

of such techniques. Therefore, these vulnerabilities cannot be classified into the categories listed below. 

The number of vulnerabilities for each period that cannot be categorized is noted in the discussion.

Vulnerabilities affecting browser plug-in technologies will be classified into the following categories:

Memory corruption:•	  This is a class of vulnerabilities that allows attackers to corrupt the memory of  

an application process with malicious input. This category consists of stack- and heap-based buffer 

overflow conditions, and a number of other erroneous conditions that could let an attacker influence  

the execution of a application process by altering the contents of its memory. These vulnerabilities  

have a potential to let attackers execute arbitrary code.

Denial-of-service:•	  Denial-of-service vulnerabilities are vulnerabilities that typically result in an 

application crash when exploited. This may be due to a failure to handle exceptional conditions. Some  

of these vulnerabilities may be due to an underlying memory corruption issue. However, for this report, 

such vulnerabilities are classified as denial-of-service when there is believed to be no potential of 

arbitrary code execution.

Information disclosure:•	  These vulnerabilities are issues whose main effect is to expose sensitive 

information to an unauthorized party. This may occur as a result of active exploitation or may be an 

inadvertent side effect of an erroneous condition in the application. For the purpose of this report,  

this category does not include vulnerabilities that potentially disclose the contents of files on the 

affected computer.

Content injection:•	  These vulnerabilities directly facilitate injection of malicious content such as HTML 

and script code or they allow attackers to bypass input validation filters on third-party websites that are 

designed to prevent content injection. These vulnerabilities could allow cross-site scripting attacks.

Spoofing:•	  These are vulnerabilities that allow an attack to spoof elements of the browser user interface. 

Such attacks may facilitate spoofing of content to make a phishing site appear more authentic to victims 

of the attack.

Unauthorized file system access:•	  This category includes vulnerabilities that allow attackers to view, 

modify, or delete files on the computer hosting the affected browser plug-in. Such vulnerabilities have 

collateral effects such as the ability to gain unauthorized access to sensitive information, delete critical 

system files, or execute arbitrary code. This would include vulnerabilities that force a victim into silently 

downloading and executing a malicious executable.
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Command execution:•	  Command execution vulnerabilities are those that allow a remote attacker to 

execute operating system commands through an affected browser plug-in. This would include a 

vulnerability that directly allows an attacker to submit commands to an operating system command 

such as a shell. This would also include vulnerabilities that let an attacker execute specific programs  

on the affected computer with attacker-specified arguments. 

Origin validation:•	  These are vulnerabilities that occur when content from an invalid or unauthorized 

originating source is treated as valid by the browser plug-in technology. Vulnerabilities that bypass the 

“same origin policy” are an example, because they allow content from an external domain to access 

properties of a site that the user is browsing.

Elevated security context:•	  These vulnerabilities specifically violate a security policy that is intended to 

prevent remote content (such as from a Web page) from accessing system properties and capabilities. 

Vulnerabilities that bypass the Java plug-in virtual machine sandbox are an example of elevated security 

context. Another example is vulnerabilities that allow an attacker to execute malicious content in the 

context of a different security zone in Internet Explorer. It should be noted that for the purpose of this 

report, some vulnerabilities may present an opportunity for elevated security bypass but are more 

accurately described by another category such as unauthorized file system access.

Site-specific cross-site scripting vulnerabilities 

Data for this metric is provided by the XSSed project,241 an online archive of publicly known cross-site 

scripting vulnerabilities that affect specific websites. The XSSed project gathers its data from security 

researchers who report specific instances of vulnerabilities in websites. Each submission is verified before 

it is published in the XSSed archive. The archive stores additional information such as the publication date, 

affected domain, proof-of-concept examples, and the fix status of the vulnerability. This information allows 

for the following statistics to be gathered: 

The number of vulnerabilities reported over a specific period of time; •	

The number of vulnerabilities patched by the maintainers of the affected sites; •	

The average time that it took for site maintainers to patch vulnerabilities. •	

The data in this metric is limited to the vulnerabilities that security researchers report to the XSSed 

project, which is not intended to be a complete database of all publicly known site-specific cross-site 

scripting vulnerabilities. Therefore, the metric is intended to provide insight into site-specific 

vulnerabilities, but does not provide a complete picture of all publicly known activity. 

Zero-day vulnerabilities 

For the purpose of this metric, a zero-day vulnerability is one for which there is sufficient public evidence 

to indicate that the vulnerability has been exploited in the wild prior to being publicly known. It may not 

have been known to the vendor prior to exploitation, and the vendor had not released a patch at the time 

of the exploit activity. This metric is derived from public sources and the Symantec vulnerability database. 

This metric is meant to calculate the number of high-profile, publicly documented zero-day vulnerability 

instances during the relevant reporting periods.

241	http://www.xssed.com/
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Top attacked vulnerabilities

Symantec IPS systems monitor attack activity in the wild. Symantec has 24 million sensors deployed 

throughout the world, which have recorded over 360 million events. This metric examines the top attacked 

vulnerabilities detected by Symantec IPS systems. Whether or not an event is associated with a vulnerability 

is determined by the signature that was triggered for the event. Each event in the data set used for metric 

is indicative of possible attack activity for a specific vulnerability, but does not necessarily mean that the 

attack was successful or that the attacked computer was compromised.

The top attacked vulnerabilities are determined on a yearly basis. For each year, Symantec examines the 

vulnerabilities published during the year with the most associated attack activity. The vulnerabilities  

are then ranked from one to ten from the highest amount of attack activity to the lowest amount of  

attack activity. 

Attacked vulnerabilities by attack vector (client versus server)

This metric examines attack activity targeting vulnerabilities. The attacked vulnerabilities are examined on  

a yearly basis. For each year, the vulnerabilities published during the year that are associated with attack 

events are categorized into the following attack vectors:

Client:•	  These are attacks that attempt to exploit client-side vulnerabilities . Client-side vulnerabilities 

affect client software such as Web browsers. They also include desktop application vulnerabilities that 

require user-interaction on the part of the user to successfully exploit.

Server:•	  These are attacks that attempt to exploit server-side vulnerabilities. A server-side vulnerability is 

one that usually affects a networked service that is hosted on a computer. The service is often always 

running and awaits incoming connections from clients. 

After the attacked vulnerabilities have been categorized, Symantec determines that percentage of the total 

with client attack vectors in relation to the percentage of the total with server attack vectors.

Severity of vulnerabilities 

This metric also employs the CVSS, using its base score field criteria to determine the inherent properties of 

a vulnerability, such as: 

The degree of confidentiality, integrity, or availability of data that may be affected by the vulnerability; •	

Local versus remote exploitability; •	

Whether or not authentication is required for exploitation; •	

And/or if there are additional factors that may complicate exploitation of the vulnerability. •	

These values are not adjusted for temporal factors such as the availability of exploit code. The base score is 

intended to be a static value that should only change if additional information is made available that 

changes the inherent characteristics of the vulnerability. The base score can have a value of zero to 10. 
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For the sake of categorizing vulnerabilities by their respective severities, the following standard is used: 

Low severity (base score of 0–3):•	  Successful exploitation of these vulnerabilities will have a minimal 

impact on the confidentiality, integrity, and availability of data stored upon or transmitted over systems 

on which the vulnerability may be found. These vulnerabilities also tend to be local in nature, have a 

high degree of access complexity, and may require authentication to be exploited successfully. 

Medium severity (base score of 4–7):•	  Successful exploitation of these vulnerabilities could allow a 

partial compromise of the confidentiality, integrity, and availability of data stored upon or transmitted 

over systems on which the vulnerability may be found, although this may not always be the case. These 

vulnerabilities can be exploited remotely over a network and may have a lower access complexity or may 

or may not require authentication to successfully exploit. 

High severity (base score of 8–10):•	  these vulnerabilities have innate characteristics that present the 

highest threat profile. Successful exploitation often allows a complete compromise of the confidentiality, 

integrity, and availability of data stored upon or transmitted over systems on which the vulnerability may 

be found. These vulnerabilities are exploited remotely across a network, have a low degree of access 

complexity, and usually do not require authentication prior to successful exploitation.

Base scores are computed from related fields in the Symantec Vulnerability Database. They are then 

categorized into low, medium, and high and broken out by reporting period. 
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Appendix D—Malicious Code Trends Methodology 

Malicious code trends are based on statistics from malicious code samples reported to Symantec for 

analysis. The data is gathered from over 130 million client, server, and gateway systems that have  

deployed Symantec’s antivirus products in both consumer and corporate environments. The Symantec 

Digital immune System and Scan and Deliver technologies allow customers to automate this reporting 

process. Observations in this section are based on empirical data and expert analysis of this data. The  

data and analysis draw primarily from the two databases described below. 

Infection database 

Symantec developed the Symantec AntiVirus research Automation (SARA) technology to help detect and 

eradicate computer viruses. This technology is used to analyze, replicate, and define a large subset of the 

most common computer viruses that are quarantined by Symantec Antivirus customers. 

On average, SARA receives hundreds of thousands of suspect files daily from both enterprise and 

individual consumers located throughout the world. Symantec then analyzes these suspect files, matching 

them with virus definitions. An analysis of this aggregate data set provides statistics on infection rates for 

different types of malicious code. 

Malicious code database 

In addition to infection data, Symantec Security response analyzes and documents attributes for each new 

form of malicious code that emerges both in the wild and in a “zoo” (or controlled laboratory) environment. 

Descriptive records of new forms of malicious code are then entered into a database for future reference. 

For this report, a historical trend analysis was performed on this database to identify, assess, and discuss 

any possible trends, such as the use of different infection vectors and the frequency of various types of 

payloads. In some cases, Symantec antivirus products may initially detect new malicious code heuristically 

or by generic signatures. These may later be reclassified and given unique detections. Because of this, 

there may be slight variance in the presentation of the same data set from one volume of the Symantec 

Global Internet Security Threat Report to the next. 

Geographic location of malicious code instances 

Several third-party subscription-based databases that link the geographic locations of systems to IP 

addresses are used along with proprietary Symantec technology to determine the location of computers 

reporting malicious code instances. While these databases are generally reliable, there is a small margin of 

error. The data produced is then used to determine the global distribution of malicious code instances. 

Percentage of malicious code that exploits vulnerabilities 

Symantec maintains a malicious code database to analyze and document individual instances of malicious 

code dating back to 1998. The database includes metadata for classifying malicious code by type, 

discovery date, and by threat profile, in addition to providing mitigating factors and manual removal steps. 

Where applicable, this database includes correlations between malicious code instances and vulnerabilities 

from the Symantec vulnerability database. This capability was used as a basis for the data in this metric. 

Symantec examined the means by which the malicious code propagated, and counted those that propagate 

by exploiting vulnerabilities. 
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Appendix E—Phishing, Underground Economy Servers,  
and Spam Trends Methodology

Phishing and spam attack trends in this report are based on the analysis of data captured through the 

Symantec Probe Network, a system of more than 2.5 million decoy accounts, MessageLabs Intelligence, 

and other Symantec technologies in more than 86 countries from around the globe. Over eight billion email 

messages, as well as over one billion Web requests, are scanned per day across 16 data centers. Symantec 

also gathers phishing information through an extensive antifraud community of enterprises, security 

vendors and more than 50 million consumers. 

The Symantec Probe Network data is used to track the growth in new phishing activity. It should be noted 

that different monitoring organizations use different methods to track phishing attempts. Some groups 

may identify and count unique phishing messages based solely on specific content items such as subject 

headers or URLs. These varied methods can often lead to differences in the number of phishing attempts 

reported by different organizations.

Symantec Brightmail AntiSpam data is also used to gauge the growth in phishing attempts as well as the 

percentage of Internet mail determined to be phishing attempts. Data returned includes messages 

processed, messages filtered, and filter-specific data.

Symantec has classified different filters so that spam statistics and phishing statistics can be determined 

separately. Symantec Brightmail AntiSpam field data includes data reported back from customer 

installations providing feedback from antispam filters as well as overall mail volume being processed.

Symantec Brightmail AntiSpam only gathers data at the SMTP layer and not the network layer, where  

DNS block lists typically operate because SMTP-layer spam filtering is more accurate than network-layer 

filtering and is able to block spam missed at the network layer. Network layer-filtering takes place before 

email reaches the enterprise mail server. As a result, data from the SMTP layer is a more accurate 

reflection of the impact of spam on the mail server itself.

Due to the numerous variables influencing a company’s spam activity, Symantec focuses on identifying 

spam activity and growth projections with Symantec Brightmail AntiSpam field data from enterprise 

customer installations having more than 1,000 total messages per day. This normalization yields a more 

accurate summary of Internet spam trends by ruling out problematic and laboratory test servers that 

produce smaller sample sets.

This section will provide more detail on specific methodologies used to produce the data and statistics in 

this report. While most methodologies are adequately explained in the analysis section of the report, the 

following investigations warrant additional detail.
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Phishing activity by sector

The Symantec Phish Report Network (PRN) is an extensive antifraud community whose members 

contribute and receive fraudulent website addresses for alerting and filtering across a broad range of 

solutions. These sites are categorized according to the brand being phished and its sector. PRN members 

and contributors send in phishing attacks from many different sources. This includes a client detection 

network that detects phishing websites as the clients visit various websites on the Internet. It also includes 

server detection from spam emails. The sender confirms all spoofed websites before sending the address 

of the website into the PRN. After it is received by the PRN, Symantec spoof detection technology is used to 

verify that the website is a spoof site. Research analysts manage the PRN console 24 hours a day, 365 days 

of the year, and manually review all spoof sites sent into the PRN to eliminate false positives.

Top countries hosting phishing websites and top targeted sectors

The data for this section is determined by gathering links in phishing email messages and cross-

referencing the addresses with several third-party subscription-based databases that link the geographic 

locations of systems to IP addresses. In this case, Symantec counts phishing websites as the number of 

unique IP addresses hosting Web pages used for phishing. While these databases are generally reliable, 

there is a small margin of error. The data produced is then used to determine the global distribution of 

phishing websites.

Phishing site top-level domains

The data for this section is determined by deriving the top-level domains of each distinct phishing website 

URL. The resulting top-level domains are tabulated and compared proportionately.

Automated phishing toolkits

The data in this section is derived from URLs gathered by the Symantec PRN. The URLs are sorted and 

grouped according to specific patterns indicating they were generated by an automated script or phishing 

kit. Each phishing kit generates URLs with a distinct signature and can be grouped according to these 

distinguishing characteristics. The monthly total of each group of URLs indicates the level of use of each 

automated phishing kit.
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Underground economy servers—goods and services available for sale 

This metric is based on data that is gathered by proprietary Symantec technologies that observe activity  

on underground economy servers and collect data. Underground economy servers are typically chat servers 

on which stolen data, such as identities, credit card numbers, access to compromised computers, and 

email accounts are bought and sold. Each server is monitored by recording communications that take 

place on them, which typically includes advertisements for stolen data. This data is used to derive the data 

presented in this metric. It should be noted that this discussion might not necessarily be representative of 

Internet-wide activity; rather, it is intended as a snapshot of the activity that Symantec observed during 

this period.

Description of goods and services advertised on underground economy servers may vary from vendor to 

vendor. The following list shows typical goods and services that are found on these servers and general 

descriptions of each:

Bank account credentials:•	  may consist of name, bank account number (including transit and branch 

number), address, and phone number. Online banking logins and passwords are often sold as a  

separate item.

Cash out:•	  a withdrawal service where purchases are converted into true currency. This could be in the 

form of online currency accounts or through money transfer systems and typically, the requester is 

charged a percentage of the cashout value as a fee.

Credit card information:•	  includes credit card number and expiry date. It may also contain the 

cardholder name, Credit Verification Value 2 (CVV2) number, PIN, billing address, phone number, and 

company name (for a corporate card). CVV2 is a three or four-digit number on the credit card and used 

for card-not-present transactions such as Internet or phone purchases. This was created to add an extra 

layer of security for credit cards and to verify that the person completing the transaction was in fact, in 

possession of the card. 

Email accounts:•	  includes user ID, email address, password. In addition, the account may contain 

personal information such as addresses, other account information, and email addresses in the  

contact list.

Email addresses:•	  consists of lists of email addresses used for spam or phishing activities. The email 

addresses can be harvested from hacking databases, public sites on the Internet, or from stolen email 

accounts. The sizes of lists sold can range from 1 MB to 150 MB.

Full identities:•	  may consist of name, address, date of birth, phone number, and government-issued 

number. It may also include extras such as driver’s license number, mother’s maiden name, email 

address, or “secret” questions/answers for password recovery.

Mailers:•	  an application that is used to send out mass emails (spam) for phishing attacks. Examples of 

this are worms and viruses.
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Proxies:•	  Proxy services provide access to a software agent, often a firewall mechanism, which performs  

a function or operation on behalf of another application or system while hiding the details involved, 

allowing attackers to obscure their path and make tracing back to the source difficult or impossible. This 

can involve sending email from the proxy, or connecting to the proxy and then out to an underground 

IRC server to sell credit cards or other stolen goods.

Shell scripts:•	  used to perform operations such as file manipulation and program execution. They can 

also be used as a command line interface for various operating systems.

Top countries of spam origin

The data for this section is determined by calculating the frequency of originating server IP addresses in 

email messages that trigger antispam filters in the field. The IP addresses are mapped to their host country 

of origin and the data is summarized by country based on monthly totals. The percentage of spam per 

country is calculated from the total spam detected in the field.

It should be noted that the location of the computer from which spam is detected being sent is not 

necessarily the location of the spammer. Spammers can build networks of compromised computers 

globally and thereby use computers that are geographically separate from their location.

Percentage of spam from botnets

The data for this section is determined by analysis of emails triggering antispam filters, what proportion 

are detected as originating from a known botnet. The identity and location of spam-sending botnets are 

tracked by MessageLabs Intelligence knowledgebase, and is based on the profile of the spam and its 

headers as it is being transmitted. Each botnet exhibits a unique profile and the information is tracked 

accordingly, including its location.
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