


Security 2.0: A Vision and Strategy for
Information-Centric Security

There is a common thread in each of these trends: the increasing importance of and focus on
information. Organizations have been operating for years in a world driven by information. But the
Internet and the pervasive connectivity that business, consumers, and criminals now enjoy mean
that access to information is easier, protection has never been harder, and the repercussions of

not protecting information have never been greater.

Transforming security to succeed in a wide open world
Security organizations are required to keep up with all these risks at a time when IT is being asked
to contribute more to business growth and profitability, not just manage technology. The good
news is that more and more IT organizations are successfully making this transition by rethinking
the way they approach security.

The organizations that have succeeded in making this transition do not view security as a
set of independent, tactical, and reactive activities. Rather, they see it as a strategic function
whose responsibility is to collaborate closely with business constituents and with functional
and operational teams to guide and enable the business. They have moved to Security 2.0—an
information-centric approach to security that is driven by policy and operationalized across a

managed infrastructure.

Security 2.0 is an information-centric approach to security that is driven by

policy and operationalized across a managed infrastructure

If Security 1.0 was about trying to eliminate risk, Security 2.0 is about enabling organizations
to safely pursue calculated risks for greater opportunity.

The central defining characteristic of Security 2.0 is the ability to protect and manage the
information itself, not just the systems that house it. It is a common cliché that information is
an organization’s most valuable asset. Yet until recently, the budgets, resources, and technology
advancements were focused primarily on protecting the infrastructure—deploying firewalls
and antivirus on endpoints, securing networks and servers, reducing email spam, etc. These
technologies are still important: Malicious code and viruses have increased 136 percent in the
last six months>5, and spam still constitutes more than 80 percent of all email trafficé. However,
these technologies are now simply table stakes. The real attention needs to be focused on the

information contained in these systems.

5 Symantec Internet Security Threat Report, April 2008
6 Symantec State of Spam Report, July 2008



Security 2.0: A Vision and Strategy for
Information-Centric Security

The second characteristic of Security 2.0 is an increased emphasis on the policies and
procedures that guide security. In the past, security strategy has been more art than science,
often disconnected from an organization’s overall risk management initiative and with policies
defined more often by administrators than management. This tactical approach to security greatly
reduces the effectiveness of any security strategy in the long term.

The third characteristic of Security 2.0 is an organization’s ability to operationalize security
across a managed infrastructure—whether physical or virtual, on-premise or “in the cloud.” If
security and IT organizations are going to focus on larger business issues, they must be able to
automate the day-to-day activities that currently take up so much of their time. To do this requires
greater collaboration between security and IT operations—a trend already seen in many large
enterprises.

The IT and security leaders who can successfully evolve to Security 2.0 will be seen not only
as thought leaders but true business partners. In addition, this new approach to security can help
to drive down operational costs, improve compliance, and—best of all—create a more agile, high-

performing organization.

Information-centric security defined
So what does it mean to be more information-centric? At a minimum, it means being able to

answer these important questions:

O What and where is my most valuable and/or confidential information?

O Who has or should have access to that information, and can | control access to it?
O Can | effectively protect information wherever it’s stored, used, sent, or saved?

O Can I identify, correct, and prevent inappropriate behavior that adds risk?

O How do | manage the sheer volume of information | am asked to protect?

O Can I retain information only as long as necessary?

O Can | find that information and make it available whenever | need it?

While this may seem like a simple list of questions to answer, the sheer volume of
information, diversity of data, and proliferation of devices across an extended organization
makes it a daunting task. Luckily, recent technology advancements are now making possible new
approaches to understanding and managing risk that would not have been feasible a few years

ago.
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One such advancement is the ongoing convergence of security, storage, and systems
management. As the tools and processes from these formerly discrete domains become
more integrated, it becomes possible to take a more proactive and policy-driven approach to
protecting and managing information throughout its lifetime. The integration of technologies
such as backup, archiving, classification, eDiscovery, encryption, data loss prevention (DLP), and
access control help to break down organizational silos that have prevented organizations from
implementing consistent information security and management policies.

The convergence of security and storage systems is an important enabler of information-
centric security. DLP, content filtering, eDiscovery, and other information-aware security
technologies make it possible to classify, find, and protect information—whether it is at rest on
endpoints or storage systems, or whether it is flowing in and out of networks. Organizations can
now identify sensitive information such as social security numbers and credit card numbers,
establish one set of policies to prevent this information from being misused, and enforce
those policies everywhere. Increasingly intelligent storage management systems are another
advancement that enables information-centric security, providing the ability to protect and
optimize the storage of both structured and unstructured data throughout its lifecycle.

Convergence is happening on the endpoint as well. New advancements in endpoint
management provide multiple protection layers to help fight the security battle where information
resides—on PCs, servers, and mobile devices—while reducing the overall complexity of managing
this level of protection. There is an emerging class of advanced solutions that integrate endpoint
configuration management and patching, asset management, DLP, encryption, network access
control, firewall, antivirus, and other protection layers in a way that both is easier to implement

and simpler to manage and maintain.

The anatomy of an information-centric security strategy
Embarking on an effective information-centric security strategy is much like
embracing any other type of risk management initiative: To be successful,
an organization must first have a good understanding of what it is trying to
accomplish and where it is starting before it can determine how to get there.
This is why any organization looking to implement a successful
information-centric security strategy should begin by outlining its goals and
objectives and benchmarking its starting place in regard to the organization’s information and the

risks to that information. The list of questions in the section above is a good place to start.
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Once there is a deeper understanding of the information risks, here are three additional

questions to consider:

e How do | protect the information completely?
e How do | establish and automate the right policies and controls?

e How do | manage this efficiently and effectively?

Protect completely

Extended enterprise environments have become extraordinarily

Protect Manage

complex, so the need to “protect information completely” is

Information
no small task for even the most well-funded IT organization.

Complete protection means:

* All forms of information. Unstructured data such as email and /
multimedia plays a critical role in the workplace, and requires : >
different management tools than the structured row and column
information that has traditionally been IT’s focus. Organizations need the ability to identify,
discover, retain, and protect a wide range of both structured and unstructured information.

¢ Information on all devices. Trends such as the increased storage capacity of mobile devices, the
consumerization of IT, and organizations’ increasing reliance on outsourcing and contracting
mean that IT will be responsible for supporting and protecting information on a growing variety
of endpoint devices, many of which will not even be under their direct control.

e Information at rest. Information is everywhere, and it is stored in a wide variety of places—
tape, disk, laptops, phones, email, archives, databases, USB devices, and more. Information
resides not only on physical systems, but in virtual server and storage environments as well.
Organizations need a way to protect information wherever it sits, whether physical or virtual.

¢ Information in motion. Information does not just sit in one place. It flows in and out of an
organization’s many communication, collaboration, and operational systems. Our increasing
reliance on email, IM, and “in the cloud” Web-based services means that information can be
quickly and easily distributed anywhere. Organizations must therefore pay close attention to
what is coming into their organization (e.g., malware and spam) as well as to what is leaving

(e.g., confidential information).
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Control automatically
Protecting all forms of information—on all devices, at rest or in motion—means that organizations
have the right policies and controls in place, along with an automated way to enforce those
controls. Think of the thousands of controls in an airplane. Would we leave it to a few selected
individuals to determine which controls were most important and to check them off manually? Not
only would that be dangerous, but it would also take hours for that airplane to leave the runway.
This is why airlines and regulating bodies put so much time and attention into establishing the
right policies and the right safety controls—and then institutionalizing them across the board.

Consistent policies and processes set the rules for an information-centric security strategy,
but automating and enforcing those policies through technology makes sure that they are well
executed. While technology will never fully automate every aspect of security, it can automate
many tasks, allowing security organizations to focus more on the critical thinking, planning,
communication, and training that will lead to success.

Here are a few technologies to consider today as weapons in an information-centric security
arsenal. The individual capabilities become even stronger when they are integrated together, as

policies can be more consistently applied and enforced across the organization.

¢ Compliance automation technologies can help teams quickly define and communicate policies
across an organization, as well as lower the cost of compliance by automating IT controls
assessments, deficiency remediation, and detailed reporting activities.

e Data loss prevention technologies can help organizations define policies for managing and
sharing sensitive information, and can help them discover confidential data across different
systems and devices, monitor and audit compliance, and remediate risks.

e Endpoint protection and management technologies can be helpful in setting policies or creating
standard images that are enforced across both managed and unmanaged endpoints. These
policies or images, which can be rolled out automatically, can specify the security technologies,
configurations, or standards for each device.

» Messaging management and security technologies for email, IM, and other systems enable
teams to set certain thresholds and rules for what information can come in through a network,
limiting the impact of spam and malware. It can do the same for information leaving a network,
limiting the loss of sensitive data.

¢ Discovery and retention management technologies can help organizations set policies as to

which data is sensitive, which is not, and how long information should be kept. Organizations
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can then automate the process of finding, retaining, and disposing of information according to

those policies in order to protect information, lower costs, and meet compliance mandates.

Manage easily

Technology can also help make all of this easier to manage. When you consider that some large
enterprises manage tens of thousands of endpoints and servers (not to mention a growing
number of virtual machines), having an easy way to secure and manage this infrastructure and
the information that resides on it is not just a good thing—it is a requirement.

Endpoint management technologies can make it easier to orchestrate operating system
migrations or patch rollouts to mitigate the risk of security threats that exploit vulnerabilities.
They can provide more visibility and control over various IT assets through real-time hardware and
software inventory and configuration and asset management processes.

Organizations also need a way to better manage their various server and storage
environments—whether physical or virtual—in order to protect the information in those
environments. Remember, it is hard to protect what you do not know exists and what you cannot
manage!

While some organizations may choose to implement technology internally to manage
information security, others may decide that it is in their best interests to have someone else
altogether manage it. This may be due to staff or resource limitations—or it may be seen as a way
to transition day-to-day activities to “the experts” to improve protection, free internal resources

for other priorities, or take advantage of a partner’s economies of scale in order to lower costs.

Getting there faster
Transitioning from Security 1.0 to Security 2.0 will not happen overnight. Security 2.0 is a
vision that Symantec has been driving since 2006. The version number may evolve, but many
organizations today still struggle to operationalize the basic fundamentals of information-centric
security. While many of the trends discussed earlier in this paper—especially the increasing need
for IT to better align with the business—are increasing the velocity of that evolution, the majority
of organizations are not quite there yet.

So how can an organization get to Security 2.0 faster? The full answer depends on the
organization’s unique attributes and its starting point. Experts like those at Symantec can work

with the organization to develop and implement a customized plan to meet its specific needs.
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However, there are some general best practices to consider, as illustrated by organizations who

have made the transition successfully:

o Start with policy. Define corporate-level policies up front and don’t allow them to be dictated
by a specific technology. Drivers learn the rules of the road before they get behind the wheel; it
shouldn’t be any different with security.

e Don’t forget the people. There is a reason why the adage of people, process, and technology
starts with the human element. Users and employees play a huge role in how information is
created, shared, and—unfortunately—lost, so be sure to include training in any plan. Some
data loss prevention tools provide real-time feedback and coaching to help employees grasp
their roles in the solution (or in the problem).

e Standardize and automate. You cannot automate what has not been standardized, so start
there. Standardizing your security processes and software is a precursor to automation—and it
helps to reduce training and management costs as it increases visibility and control.

e Communicate the strategy. Security organizations need to ensure that their goals and policies
are understood at all levels of IT, and even throughout the business. Security should never be a
silo.

* Pick the right partner. Organizations should make sure that the vendor(s) they choose to advise
them, provide solutions for them, and/or take over core their business processes have business
goals and a work philosophy that are compatible with their own. Remember, this relationship

will have a significant impact on the business.

Why should Symantec be the partner of choice?

Symantec has over 25 years of experience and leadership in the field of security, with more
expertise and broader reach than any other security organization in the world. This gives us
unique insight into the evolving threat landscape—and into how organizations can protect

themselves, today and in the future.

Expertise and global reach

The Symantec Global Intelligence Network encompasses security intelligence data from more than

40,000 sensors that are monitoring networks in over 180 countries. It tracks over two million
decoy email accounts in more than 30 countries to gauge and address the impact of global spam

and phishing activities. The organization gathers malicious code reports from more than 120
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million client, server, and gateway systems and maintains one of the world’s most comprehensive
vulnerability databases. This level of intelligence provides real-time, actionable data to keep our

customers a step ahead of an increasingly sophisticated criminal element.

A broad portfolio and superior technology

Symantec offers some of the most advanced and respected technology in the security
marketplace, as well as the broadest portfolio of security solutions, to assure our customers that
they are protected completely. Symantec solutions are consistently placed in the leader quadrant
of Gartner’s Magic Quadrant reports, and Symantec is the only organization to achieve

38 consecutive VB100 awards—widely considered the benchmark for gauging the quality of
antivirus solutions in detecting a vast range of malware.

Integrated solutions from Symantec can help organizations both manage and secure
information from the data center to mobile devices, independent of platform or operating system.
The wide range of security offerings from Symantec protects not just businesses, but consumers
as well. And with the consumerization of IT, this combination of consumer and enterprise
experience provides tremendous insight into evolving threats and the behaviors of users who are

not only consumers, but employees as well.

A vision for the future of security
Symantec has consistently been on the forefront of security, helping organizations large and small
adapt to the ever-changing threat landscape. Symantec was among the first to note this evolution
toward more information-centric security and the impending convergence of security, storage, and
systems management to make information-centric security a reality.

Since introducing its vision and roadmap for Security 2.0 in 2006, Symantec has become
the partner of choice for organizations that want to do more than just keep up with the trends
described at the beginning of this paper. As the only organization that can protect information
wherever it is stored, used, or needed, in ways that can be managed easily, with controls that
can be enforced automatically, Symantec is the partner of choice for organizations that want to
get—and stay—ahead of security threats and take greater advantage of new opportunities that

will move the organization forward.
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