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Section I: Introduction

Federal agencies today more than ever before, operate in a complex mobile environment,
involving multiple sites and a dispersed workforce. Given their access to portable electronic
devices such as laptops, PDA’s, and smart-phones, coinciding with various teleworking
initiatives, today’s federal employee carries the capacity to perform their job in just about any
location. However, along with increased mobility comes increased concern about the security
of government data.

Telework, in particular, has been cited as an area of immense concern. When the Federal
Telework Legislation was passed in 2000, the major focus appeared to be on meeting the
congressional mandate that within six months, 25% percent of the eligible federal workforce
had to be able to telework to the largest extent possible. However, with the recent wave of
data protection breaches across the federal government, scrutiny of data security is at an all
time high. Government organizations have experienced exploitation of government data in
areas of classified information, personnel data, and financial information of millions of
federal employees and citizens.

However, these issues do not diminish the critical requirement for transitioning to telework
for federal government employees. While data security in teleworking is of obvious
importance, the value of teleworking and remote access to information becomes critical in the
case of a major disaster or other situation to ensure the federal government’s continuity of
operations (COOP). Many of the federal civilian agencies that collect and handle personal
information also depend on remote access to data such as tax records, medical information,
and social security numbers.

Furthermore, while there are obvious physical security measures agencies can employ for
data security, this alone will not suffice to ensure appropriate protections of government
information resources in today’s teleworking environment. Thumb drives, for instance are
easily concealable, can pass through metal detectors, and can be easily lost by agency
personnel.

Therefore, it is imperative that federal agencies develop and employ a comprehensive
approach to protect their critical information resources, and the technology used to transmit,
store, and process it. Ad-hoc and stove-piped approaches only serve as temporary or “band-
aid” solutions. Federal agencies today are operating in a world where unauthorized access to
military or homeland security documents can threaten our national security, compromise
personal information, and lead to identity theft. Additionally, intellectual property rights
must be preserved for US citizens and businesses.
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The timeliness of securing data could not be more critical. Agencies must take a strong
comprehensive stance in securing their data before incidents occur or risk repercussions
down the line.

Section II: Securing Data

As government agencies conform to cross-agency and inter-government data sharing and
collaboration requirements, agency CIOs need to implement data security processes that
protect their information resources, as well as ensure the security required to meet demands
of a mobile environment. More and more federal agencies are using shared resources of data
today and must be required to support and implement prudent security measures to ensure
the information they manage is protected to the degree required by law, agency regulations,
and due diligence.

It is important that federal agency CIO’s carefully consider the needs of their users and
implement comprehensive security policies, such as use of role-based data security, in which
access to particular data is granted only to those who need it based on their role in the
organization. For example, a human resources professional would logically need to access a
mailing address for a particular employee; however, a program manager should not. Security
controls should limit the type of data access the professional has, as a mailing address may
require minimal protection, whereas salary information and social security numbers would
no doubt be considered data requiring safeguards commensurate with the mandates of both
the law and agency policies.

“Software-based data security measures must be centrally administered to be effective at
preventing intrusion,” said Bruce Brody, former CISO of the Department of Energy and
Veterans Affairs. According to Brody, “voluntary network security measures are only as good
as their enforcement mechanisms,” - the best way to ensure adherence to rules is to push
compliance to the users, thereby removing negligent or willful circumvention of data
networks.

Telework

On October 234 2000, the Federal Telework Legislation was passed and required that:

Each executive agency shall establish a policy under which eligible employees of the
agency may participate in telecommuting to the maximum extent possible without
diminished employee performance!

The legislation further stipulates that no later than 6 months after the date of the enactment,
the Director of the Office of Personnel Management shall provide that the requirements of
this section are applied to 25% of the federal workforce?

! Public Law 106-346, § 359 of Oct. 23, 2000
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